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Education and PBL for Information Systems Architects

Yoshihide Chubachi*

Abstract
Effective education for Information Systems Architects (ISA) is necessary to solve various problems
and issues in our information society. Recently, several professional graduated schools are funded in
Japan, whose mission shall be increase the number of well-educated ISA. The problem is that the good
practice for educating ISAs is still unclear. In this paper, the core competency of ISA is described and
some approaches to educate ISA through PBL are mentioned.
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Abstract
The focus of the PMO (Project Management Office) is to coordinate and communicate on all programs
and projects in the enterprise or company. There are many types of PMO to be the center of excellence
that supports the programs and projects. So the clear definitions of PMO and step-by-step
implementation of the PMO functions is contribute to achieve successful project completion.
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A trial diagnosis of graduate students’ skills by ITSS-DS

Yoshio Tozawa*

Abstract
Most graduate students of Advanced Institute of Industrial Technology are social workers in variety of
enterprises. Their experiences are not limited to IT related jobs but extended to many other jobs. It is
high demand of teachers to know students’ skills and knowledge which they currently have. ITSS-DS
is a tool to diagnose IT skill levels of individuals, which conforms on IT skill standard. This paper
reports on results and findings of application of ITSS-DS to our graduate students.
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A Trial for Education on the Upper Portion
of the Design Process for Information Systems

Yukio Namba and Yuka Kato*

Abstract

In the field of information systems (IS) design, the upper portion of the design process (upper process),
which maps business structures into information systems, is growing in importance. In spite of that
situation, it is difficult to develop human resources to design the upper process. One reason might be
that this field requires the capabilities of abstraction and modeling, abilities that may be difficult to
learn through traditional lecture-type education. On the other hand, applying PBL (Project-based
Learning) to the field of information systems educations is attracting attention, though it is a
relatively new and challenging methodology. PBL is a teaching technique that lets students
internalize competencies in problem solving through doing actual projects of related activities. In this
report, we try to incorporate the concepts and methodologies included in PBL into the course of
advanced exercises in a professional school, to clarify the major issues. We can get some idea of the
way PBL works through the course.

Keywords: Project-based Learning, Upper Process of Information Systems, Conceptual Data Modeling
Method, Tacit Knowledge, Human Resources

1 Introduction established a specific structural plan consisting of two

center schools and several collaborating schools ad

The upper portion of the design process (upper

institutes; in addition, it distributes teaching

process) of an information system, including

materials and dispatches teaching staff. Although the

conceptual data modeling, is growing in importance
and value. Conceptual data modeling aims to map the
structure of a business (business architecture) to the
information systems as an abstracted data model. On
that account, demand for development of human
resources in advanced information and communica-
tion technologies (ICT) is increasing. Both public and
private sectors have started to promote comprehen-
sive measures.

The Nippon Keidanren (Japanese Federation of
Economic Organizations) advocated the proposallll,
“Towards Strengthening Development of Human
Resources in Advanced Information and Communica-
tions Technology (ICT) by Industry - Academia -
Government Collaboration.” In this proposal, the
Nippon Keidanren emphasized, “The focal point of
Japanese ICT policy is to bring about tangible results
in the future, such as improvements in the quality of
people’s lives and enhanced industrial competitive-
ness, through promoting utilization of ICT. In order to
realize this idea, the key success factor is the

development of human resources.” The federation

IT Strategy Headquarters and Ministry of Internal
Affairs and Communications focus on the importance
of human resources development, these programs do
not seem to accomplish the objectives.

Especially in the field of information systems, the
number of technical experts who can manage or
design upper process is insufficient, and development
of these human resources is an issue of burning
concern. Ura et al. defined an information system as
“a scheme to collect, process, communicate, and utilize
information necessary for the activities of an
organization (or society). An IS consists of schemes of
both human and mechanical features in the extended
meaning[2].” According to this definition, an
information system is a concept to combine the entire
scope of a business, or the activities of an organization
or society. In this respect, the perspective of
information systems differs from that of software
engineering, which aims, in short, to build good
software. Thus, to build an information system
requires grasping the structure of a business in the

objective domain. These processes correspond to what
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is called the “upper process.”

Developing human resources to design the upper
process of information systems requires experience
and thorough knowledge of business. In addition, and
more importantly, it requires knowing how to transfer
the skills of business modeling. In other words,
transferring the expert’s “tacit knowledge” is a key
issue in the education. Accordingly, delivering
traditional types of lectures would not be an effective
means to bring about this knowledge transfer; so
finding viable educational methods for this purpose
becomes the real issue.

Very few cases of effective education in the upper
process of information systems have been performed
in universities or graduate schools, due to the lack of
suitable educational methodologies and instructors
with firsthand experience. Even for an enterprise’s
in-house training, almost no systematic educational
method has been introduced. Most cases have been
handled in the name of OJT (on-the-job training) and
depend on the instructor’s personal experience, which
is delivered in an impromptu manner. However, this
teaching method may not be effective except when
they can get proper instructor.

PBL (project-based

attention as a learning method that can complement

learning) has attracted
or alternate with traditional coursework, case studies,
or OJT. The Ministry of Internal Affairs and
Communications mentioned PBL in the “Development
of Practical Program Course Materials to Foster
Advanced Human Resources for Information and
Communication.” It said that “PBL is a developing
method for acquiring the ability of problem solving
through letting the learner experience actual or
pseudo projects. Usually, learners form teams and
participate in actual or pseudo projects; they realize
the methods and abilities for problem solving through
the projects.”

In the world’s leading countries, many educational
institutions have introduced PBL or learning methods
with similar concepts instead of using the traditional
educational system. For instance, The Einthoven
University of Technology has formulated its teaching
system to include all knowledge-based education as
part of PBL, and the school does not deliver any
lecture-type education. As Einthoven also implements

other mechanisms to support PBL, this example

serves as a useful reference. Many other educational
institutes, such as Stanford and Carnegie Melon
University, have already adopted PBL, with
encouraging results.

In Japan, some trials on PBL, or experience-based
education, have been reported. Ohiwa et al.[3]
conducted collaborative management-type informa-
tion systems education, with the sponsorship of the
Ministry of Education, Culture, Sports, Science, and
Technology. According to Ohiwa and his teaching staff,
the group consists of a project manager (PM) and two
or three students. Project managers, who have almost
no experience, are invited mainly from software
companies. The themes solicited from the neighboring
society are allocated to the PM, who then selects the
project members from among the students. The
characteristics of this method involve two kinds of
education, one for the PM and the other for software
engineers.

The Future University of Hakodate (FUN) also
provides third-year students with project learning
opportunities[4]. According to their website and an
interview with a key member, who promoted this
program at FUN, the aim of project-based learning
focused on how to nurture the ability to think
independently. The program was started in 2002 but
faced a lot of problems, such as the burden of
instructors or dissatisfaction with the grouping of
students. However, after 2004, the program got back
on track. The decisive factors were:

- Adopting a system in which multiple instructors

mange the project team; and

- Respecting the independence of the students.
Now FUN has

collaborative relationship with local businesses.

succeeded in establishing a

These illustrations of learning through experience
show interesting distinctions and advantages over
traditional methods. In most cases, however, the
objective domains are treated as fields to develop
individual software and project management involved
in the program process. Totally adapting PBL to
comprehensive education on information systems,
especially to the upper process, still seems to be in the
stage of trial and error. Moreover, its applications are
only a part of the annual curriculum, used to
complement traditional lectures.

As mentioned above, cases in which PBL has been
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applied to the field of information systems education
have gradually become popular. But PBL, as applied
to the upper process, has not yet been implemented in
Japan. Therefore, specific instructional designs in this
field remain unclear. Some teaching materials for a
part of project management have already been
prepared, but not for the major part of information
systems, such as software, infrastructure, and
architecture design. Even the effectiveness of the
prepared materials remains uncertain, because
teachers have almost no experience in adapting them
for actual classes.

Applying PBL to education on the upper process of
information systems might be effective, but unknown
factors for full-scale implementation still remain.
With that in mind, the authors of this study applied
PBL to a course of advanced exercises in an attempt to
learn a conceptual data modeling method. The aim
was to clear potential issues that may emerge when
PBL is used in teaching the upper process in
professional schools. This course aimed to develop the
ability of problem solving through projects. In
addition, as a secondary purpose, the authors aimed
to clarify the issues that may arise in the full-scale

implementation of PBL for the upper process.

2. Issues and solutions on education of the upper
process for information systems

2.1 Conceptual data modeling method

Conceptual data modeling originated from the
ANSI/SPARC three-level schema concept of to
describe the structure of the real world (Universe of
Discourse). Teshima and The MASP (Manufacturing
Architecture for Series Production) Association
applied this concept to analyze the business structure
and describe it as a data model[5]. They have refined
this methodology and named it the conceptual data
modeling method (CDM). Many companies have
applied this method to rebuild their information
systems. The structure and characteristics of the
objective world, in which people are commonly
interested, can be described as a conceptual data
model.

When we describe the structure of a business in a
conceptual data model, we use three types of models:

the static, dynamic, and coalition models. The static

model describes the relationship among entities and
uses the ERD (entity relationship diagram). The
dynamic model shows states of transitions of entities
by the behavior of events. The coalition model
represents the relationship between entities and

events generated in the logical organization.

2.2 Education in CDM

Education in software engineering, which belongs to
the neighboring domain of information systems, has
been developed systematically, in some measure. In
the field of information systems, however, the
modeling of business architecture has not been
addressed. Education in CDM involves transferring
tacit knowledge. Extracting the key entities and
events from the real world requires the ability of
abstraction.

In thinking about a model to boil water, for instance,
the key entity is water, and the key event is heating.
The essence of this model is that room temperature
water is heated and transitioned to the boiling point.
A kettle and stove, which are usually used to heat
water, are accidental entities or events, and are not
always necessary; another apparatus, like a pan or
microwave, could be used. In this manner, CDM
involves abstracting the key entity and event—such
as water or heating—from the real world (universe of
discourse). The methodology lets students experience
an “aha!” moment, which is preferable in teaching this
kind of objective domain, rather than the one-way

delivery of traditional lectures.

2.3 Issues

When we give instruction on CDM at wuser
companies, we ask the businesses to gather a group of
key people with a deep knowledge of their business
processes. Then we lead discussions to extract the key
entities and events from their well-known business
domains; we also teach them how to model. In these
situations, the information systems department staff
acts as group facilitators, to lead the discussions and
illustrate how to model. Although the personnel of the
information systems usually understand the outline of
business processes in the objective domain, they often
don’t grasp the concepts on a detailed level. Thus, it is
much more effective to let user members model their
themselves, if they

business architecture by
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understand the concept and method of CDM.

When we conduct the course on CDM in a school,
learning members are students whose role should be
to act as facilitators. Accordingly, the students serve
as both facilitators and users, even when they barely
know the actual processes. This is the major reason
why we need cooperation from the outside business

world.

3. Issues in PBL

3.1 PBL in a professional school

The subjects of this study are enrolled in graduate
school, working on master’s degrees in the
professional school for information systems. Most of
the students have jobs during the daytime; the
majority has around ten years of business experience.
Almost half of the students work for information
systems departments of user companies, and the
other half work for vendor companies of information
systems. Students typically entered the school
because they had little systematic understanding of
this field, despite their years of experience.

Some members came from academic backgrounds,
but the majority worked as practitioners. Practitioner
professors were newly hired when the institute was
founded. Most of them have enough knowledge and
experience in business practice and information
systems; however, they do not have the experience of a
graduate school education. If the practitioners and
academics can collaborate with each other and
complement their merits, this mixed teaching team
can create unique educational opportunities for
aspiring specialists. One distinctive point of this
institute is to introduce PBL into information systems
education prior to other graduate or professional
schools. For second-year students, especially, the
institute provides only PBL and no lecture-type

lessons.

3.2 Issues of teaching materials for PBL

Two kinds of teaching materials for PBL are
possible: scenarios and actual cases. The scenario type
covers possible progress of a project, treating its
variance within the realm of assumption as the
fluctuation of the project. The actual case type treats a

case from the real world as the project’s theme. In this

case, it is impossible to predict what will happen for
the project in an extreme case. The characteristics of

each type are shown in Table 1.

Table 1 Comparison of Course Material between

Scenario Type and Actual Case Type.

Scenario Type Actual Case Type

Description  [Prepare scenario in which [Set an actual case as a
possible factors are incor- |project theme, and proceed
with PBL along with its

[progress.

lporated in advance, and
lproceed with PBL along

the scenario.

Characteristics [Instructors who have a  |[Unpredictable problems
certain level of experience jmay occur because of the
lcan teach this type, as longlactual case. The instructor
as they follow the scenario.must have the capability to
lhandle the problem.
Schedule cannot be guaran-
teed due to the non-

predictability of the actual

case.

Each type of material has its own merits and

detriments toward applying PBL in teaching
information systems in professional schools. The
scenario type requires making comprehensive surveys
and analyses of many cases. Fluctuation factors of
projects need to be on the same level as actual
occurrences in real business processes. The actual
case type of material satisfies the controversial points
of the scenario type, but other issues remain unclear.
These are:
- Can we select themes to anticipate some level of
achievement for the students?
- Can we guarantee the some extent of achieve-
ment for the collaborators who offer the theme?
These two types of materials are not necessarily
conflicting concepts; nor are they alternatives. Some
institutes use the scenario type for their first 3
months and the actual case type for the following 9
months. Their rationale is to focus on understanding
PBL itself for the first 3 months, and then execute

practical education for the next 9 months.

3.3 Issues about students

The skills and competency levels of students are
distributed widely. Some have already fulfilled
decisive roles or have had experience with big projects,
while others are recent college graduates. Concerning
business experience, some students are IT experts,

while others are inexperienced or engage in business
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services. This issue poses the problem of how to set
educational goals and levels. As most of the students
have daytime jobs, the course has a temporal
constraint. For instance:
- Working times for the course are restricted to
the evenings for weekdays and Saturdays;
- Times to interview the users during the day are
difficult to find; and
- Interview arrangements at users’ offices are
difficult to set up because the students’ working

places are distributed.

4. The course of advanced exercises in information

systems architecture

4.1 Overview and objectives

We planned CDM exercises into the course of
“advanced exercises in information systems
architecture” for first-year students in order to
examine the influence of the above-mentioned issues
and solutions. As CDM is the first step in designing
information systems, it must use suitable themes for
teaching the upper process. We conducted CDM
exercises as a project form with a specific theme. The
course consisted of 15 time-units of 90 minutes each.
The overview and the purpose of this course are:

- To understand the idea of the conceptual data
modeling and learn how to model the real world;
and

- To learn the techniques of communication,
search and project management as subsidiary
purposes throughout the project.

The objective of this study is to learn how to model the
real world, although knowing how to make a good
model is also important.

As this study is a compulsory subject, all first-year
students must take this course. ,The key point would
be for students to understand the users’ business
processes as the course requires the students in their
roles as facilitators to behave as customers (users).
Therefore, we set the issue of the course as learning
how to get effective or valuable information from

users within the restricted interview time.

4.2 Theme of the course
Most participating students do not understand their

specific businesses in detail, though they engage in

information systems and can understand the business
outlines. In addition, common business domains that
allow all of them to share the image are lacking.
Accordingly, the theme must be selected from
objectives that all students can understand, on a
certain level, and about which they can interview
people who have knowledge on business. The themes
of the actual case-type PBL should be considered
within the following constraints:
- We can show a certain level of product within 15
time-units.
- The students can interview users in the evening
or on Saturdays.
Considering these conditions, we set the theme as
“major business of institution’s administration office.”
We thought the students could easily understand this
work, because they usually have contact with this
office. In addition, the people in charge would always
be available in the office during class hours, so

interviews with them could be arranged easily.

4.3 Process of the course

We scheduled the course as shown in Figure 1. The
numbers in parentheses in the figure represent the
number of time-units. At the first class, we explained
the general aspects of the course and divided the
participants into six groups, with seven or eight
members each, by drawing lots. As the first phase
aimed for students to experience the big picture of
modeling, the instructors gave scant comments or
explicit advice, except on how to model. As explained
earlier, this kind of modeling education requires
awareness and abstraction capability regarding the
objective world, but not technique; and this process
needs some length of time.

At the end of the first phase, we set a review
meeting. Each group gave presentations on their
activities and products to the other group members
and instructors. The instructors made comments and
gave advice from the perspectives of

- grasping concepts properly; and

- abstracting the object.

We also set a final review at the end of the second
phase. In this review, we invited experts in this field
to comment on the students’ presentations and final

products.



44 Yukio Namba, Yuka Kato

First Phase Second Phase

Delineation ; Ist. Refine Final
& Grouping =1 '?;e)w('%” Review H—+ All Models Review
(1) i (10) 1(11),(12),(13 (14), (15)

Static

Model
(). 4). 5)

Dynamic
Model H
(6). (8)

Coalition
Model H
(€)]

1

1

Description
N -
(©)]

Figure 1 Schedule.

4.4 Role of instructors

The role of the instructor is usually to figure out
how to transform the participant’s tacit knowledge
into explicit knowledge, as shown in a model.
However, for this course, the instructor must give
support in collecting knowledge of the targeted
business domain, because the participants (students)
do not have enough knowledge in this field. Therefore,
instructors must behave as facilitators of the exercises

with students, who will be facilitators in the future.

4.5 Method of education

Three instructors led the class. At the beginning
stage of the class, the instructor illustrated CDM and
explained how to proceed with the project. Then each
teacher took partial charge of the instruction. At first,
we had students make a model with adhesive Post-It
notes, by writing the selected entity or event onto a
square of paper. We considered that keeping the work
simple would make participation and understanding
easier. According to the progress of each group’s work,
we allowed participants to use electronic media, such
as PC software and video projectors. We asked
students to deliver the final product in digital form.
We did not give any special instructions about
schedule control or sharing work in the group. We left
it up to the students to work out these details, to
encourage their independence. Figure 2 shows one
scene of the class.

Students prepared interviews in the previous class
concurrently with the work of the day. In the
interviews with users, each group strictly adhered to a

15-minute time slot. All members were allowed to

hear the interviews conducted by other groups, to let
them experience various interview techniques. Figure

3 shows the setting of the interview.

Figure 2 The exercises.

Figure 3 User interview.

5. Evaluation

To measure the effectiveness of the course, we
assessed the group documents based on evaluation

metrics. This section illustrates the results.

5.1 Evaluation metrics

The goal of education about the upper process is to
develop faculties for designing good conceptual data
models. Therefore, we examined whether the students
learned methods for designing a data model and
acquired competent design skills through the course.
There are various ways of approaching “good design,”
and it is difficult to define concrete evaluation metrics

for such matters. In this paper, we defined the
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following metrics by which we could measure the
group documents.
(1) Is a fixed viewpoint defined?
(2) Has a good conceptual data model been
designed from the viewpoint?
(3) Are “key entities” and “key events” extracted?
(4) Are “entities” definitely distinguished from
“event?”

(5) Are all of the modes consistent?

5.2 Evaluation method

For the evaluation, three course instructors
assessed the group documents using the metrics
according to a five-grade system. We explained the
method of designing the data model in the first class
of the course, so that the students had acquired
knowledge of the method before the modeling process
took place. Therefore, we could measure the
effectiveness of the course by comparing the modeling
results just after acquiring the knowledge (the
documents at the first review) with the results after
terminating the course (the documents at the final

review).

5.3 Evaluation results

Figure 4 shows the averages of the assessment
results for each metric, and Figure 5 shows the
average of all assessment results for each group. Blue
lines (marked with triangles) indicate the grades of
the documents at the first review, and purple lines
(marked with squares) indicate those of the
documents at the final review.

Figures 4 and 5 show that all of the grades

increased for all of the groups in the time between the
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Figure 4 The average of the assessment results for

each metric.

O 1st. o Final

Grade

Figure 5 The average of all assessment results for

each gruop.

first and final reviews. We can consider that this
progress is a positive effect of the course. The
averages of all assessment results increased by an
average of a grade of 1.0 (from 0.4 to 1.9), and the
average of those at the final review is a grade of 3.6
(from 3.0 to 4.5). In this case, however, an obvious
difference in the effectiveness of the instruction
among the groups exists. More detailed investigation

into these factors is needed.

6. Evaluation

6.1 Effectiveness of the course

From the evaluation results mentioned in the
previous section, we can conclude that PBL is an
effective method for education about the wupper
process of information systems. Here, we compared
the assessment results at the final review with those
at the first review. It means that a basic difference
exists between acquiring knowledge of the design
method and acquiring good designing skills. We
summarize the results obtained from the course as
follows:

- Group work is a suitable form for the course.
Though there are some differences in ability to
design data models among group members,
according to their basic knowledge or experience,
these matters did not directly affect the project
work. A leader naturally appeared in each group,
and all group members performed their parts
effectively under the leadership.

- PBL has an important feature, in that students

can refer to the project products of other groups
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during the review processes. This creates a
positive result for education. No fixed correct
answer to a conceptual data model exists, and
students have a tendency to doubt their acquisi-
tion of design skills if they have experience in
just a single project. In this course, students
realize the existence of various viewpoints for
the same target, and they also recognize
differences between good and bad models
through review processes.

- The interviews with the administration office
staff in our university were very effective. At
that time, we did not guide the students on
interview methodology, with the exception of
time management. As a result, some groups
prepared adequate questions and selected a
suitable member as a questioner; other groups
were poorly prepared for the interview and did
not know what to ask. However, the interviews
were held twice, and all of the groups improved
their communication skills by referring to other

group interviews.

6.2 Factors affecting the educational effect
From the evaluation results, we can also see the
differences of the effectiveness of education among the
groups. To investigate these factors, we made 47
students (all registered for the course) answer signed
questionnaires after terminating the course, and we
later collected the surveys and analyzed the results.
Below is the content of the questionnaire.
- Experience: Have you ever had experience in
business analysis? (Yes/No)
- Document: Was the course document helpful for
your work? (Yes/No/Neither)
- Content: Did you understand the purpose of the
course? (5 grades)
- Number: Is the number of group members
adequate? (5 grades)
- Grouping: Is the way of grouping reasonable? (5
grades)
- Members: Were you dissatisfied with group
members? (5 grades)
Figure 6 shows the normalized average values of the
assessment results.
The results of the comparison between Figures 5

and 6 indicated that some factors caused the

differences in the effectiveness of the course. For
example, Group 6 felt a deep dissatisfaction with
group members. The educational effect in this group
was relatively low, and problems among group
members possibly affected it. For other examples, we
can see an interesting feature in Group 2. In this
group, many members have experience in business
analysis, such as UML, but the assessment result at
the first review was low when compared with other
groups. Here, analysis experience might have raised
barriers to understanding CDM. However, the
difference between the assessment results at the first
review and those at the final review was the greatest
of the six groups. This might be interpreted as
meaning that the growth rate was high after students
became convinced of the concept, even though their

understanding was restricted at the beginning.

‘EI Experience B Document O Content O No. O Grouping O Member‘

3

T

Group

Grade

Figure 6 The analysis results of the questionnaire.

6.3 Issues of education on the upper process

From the results of the questionnaires mentioned in

the previous section, we also recognized some issues of
PBL. In this section, we summarize them as follows:

- Adequate number of group members: The
comments on the questionnaires said, “The
number of group members is too large;” “A lot of
work is concentrated in a very few members;”
“Four or five is an adequate number of mem-
bers;” and “It was very difficult to reach agree-
ment in our group because of the number of
members.” More detailed investigation is needed
on this issue in the future.

- Preparing textbooks: To achieve group work

efficiently within a limited time, instructors
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need to prepare sufficiently for their courses. In
the beginning, we prepared a small brochure for
the designing process. However, comments on
the questionnaires said, “I want the instructors
to add actual examples of data models to the
brochure;” and “The contents of the brochure are
abstract, and more explanations are needed.” In
the future, it will be necessary to prepare a more
systematic course design, such as editing
textbooks.

7. Conclusion

We conducted the course of advanced exercises on
CDM as a part of an educational program on the
upper process of information systems in a professional
school. We evaluated the efficiency and purpose of the
course as follows:

- The groups that succeeded in collaborating and

sharing the work achieved results.

- We acquired the know-how for presenting
effective education about CDM, in spite of
constraints of time or place.

With regard to the secondary purpose, we also
understood the actual issues and solutions to the next
step of full-scale implementation of PBL, as follows:

- Project management is necessary. Collaboration
with the group, in which the theme includes
project management, might be the solution.

- The configuration of the group affected the
performance and products.

- Evaluation of the students’ activities and
products throughout the course should be done
objectively, analyzing questionnaires and
follow-up interviews after the course, as well as
the results.

- More quantitative metrics should be developed
to assess the effectiveness of the course.

- Implementation of proper digital facilities is
necessary to break through the constraints.

Only actual case types have been selected for use in
the current teaching materials. We need to collaborate
with enterprises and organizations on the following
points in order to make these materials effective:

- Offering proper themes;

- Disclosing related information, including inside

information;

- Participating in interviews out of due time; and
- Participating in the review meeting, giving
comments and advice.
In either case, in order to implement this form of
learning effectively, we have to establish a system to
collaborate

among universities, institutes, and

enterprises based on relationships of mutual trust.
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Abstract
This paper proposes an EIS city planning approach, which is comprised of an EIS architecture and an
EIS scenario. To provide a framework for portraying an EIS, we employ the concept and methodology
of city planning in civil engineering. We use the case of the KDDI Corporation to discuss the
applicability and effectiveness of our framework. Our framework is intended to offer management and
CIOs a useful methodology for designing and implementing EIS architectures from a top-level view of
the enterprise, which takes into consideration several stakeholder viewpoints.
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1. Introduction

To date, many studies have attempted to describe
an architectural view of an Enterprise Information
System (EIS) that is an organic aggregate of disparate
information systems. Zachman [27] proposed his
well-known IT architecture framework for enterprise
systems in his study. Sowa and Zachman [23]
enhanced Zachman’s framework in order to apply it to
larger-scale systems. While this structure has been
successfully applied, it focuses on the development of
rather than providing a

large-scale systems

comprehensive view of enterprise information
systems (EIS). Following Zachman’s framework, for
instance, the RM-ODP standard of ISO [16] and the
Open Group Architecture Framework (TOGAF) were
proposed.

The Federal CIO Council [25] proposed a Federal
Enterprise Architecture Framework intended to help
Head, and the Chief

Information Officer (CIO) to develop, maintain, and

architects, the Agency
facilitate the implementation of top-level enterprise
architecture for federal enterprise systems. In Japan,
the IT Associate Council, sponsored by the Ministry of
Economy, Trade and Industry (METI), published an
interim report on enterprise architecture (EA) in
November, 2002, which was based on the Federal
Enterprise Architecture. After then, METI prepared
various related documents [9] such as a design
guideline, texts, reference models and so on.

With these activities in the background, firms have

become increasingly interested in EA. Since most
large-scale enterprise information systems are
composed of independent, heterogeneous systems
developed at different times by independent teams,
they often have a complicated structure of disparate
architectures. Planning the architecture for such
aggregate information systems thus requires a
comprehensive approach different from that taken
when planning the architecture for individual
systems.

In a report that argued that “the failure to
distinguish between architectural ‘blueprint’ level
issues and macrocosmic ‘city planning’ issues” is the
primary reason that IT architecture has not worked in
the past,” the Gartner Group [18] advocated a city
planning concept meant to present an entire picture of
EIS. According to the report, “The design of a building
or an application system is an architectural issue; one
set of blueprints can describe the structure in detail
because there is one developer.” This concept has
become known as the city planning concept of IT
architecture, in which an analogy is drawn between
EIS and cities. Other groups, for instance IBM [7],
have proposed similar city planning concepts using
the same analogies.

In an article discussing her four IT architecture
stages model, Ross [17] argued that although “the city
plan concept has given birth to a breed of IT
architecture,” it often provides “only the technologist’s
perspective of the relationship between IT and

business processes.” Ross’s criticism of IT city
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planning models focuses on the idea that they have
not fully exploited IT capabilities. “Accordingly, the
city plan metaphor has failed to capture the strategic
potentials of enterprise IT architecture.” Rightly, Ross
calls attention to “the objectives of the IT architecture,
specifying what the architecture enables the business
to do.”

Moreover, such city planning concepts focus on
stakeholders a of EIS

because the

giving concrete image

architecture with a metaphor,
architecture is highly conceptual and abstract with no
immediate visible attributes. As Meta Group [2]
stated, “City planning is an easily understood
metaphor that architects can employ to communicate
more effectively the nature and value of architecture
by relating unseen enterprise architecture to
real-world concepts that are well understood.” Surely,
metaphor is helpful in communication between
architects and their clients.

However, as long as one adheres to merely a
technologist’s perspective or a metaphor as stated
above, these kinds of city planning concepts will lose
their usefulness in time. Instead, we have proposed

the framework of the EIS City Planning Approach

[12]; [13]; [14] and other relevant approaches [10]; [11].

Our framework differs from the city planning concept
that Ross criticized insofar as:
- It defines the of EIS

architecture based on the IEEE architecture

conceptual model
model.

- It exploits the concept and the methodology of
physical city planning that have been cultivated
in the long history of the field of civil engineering
for the framework of EIS city planning.

- It introduces an “EIS scenario” that stipulates the
migration plan.

- It provides classified viewpoints to describe the
EIS architectures, rather than discussing

architecture in general. The purpose of our

classifications is to clarify the necessity of
stakeholders’

describes EIS architecture with views that

including all concerns, and
correspond to each vantage point.

In this paper, we aim to describe an EIS
architecture framework using the similarity between
cities and EISs. Our EIS City Planning Approach is
comprised of both an EIS architecture and an EIS

scenario. First, we illustrate an EIS architecture with
reference to the architectural description provided by
IEEE Computer Society. We then discuss an EIS
scenario that includes a migration plan in terms of a
mechanism of program management to achieve an
aggregation of each project included in an EIS. The
term “program management” comes from a key
concept in Project and Program Management (P2M).
“Program,” in this context, means an organic
combination of projects that focuses on a specific
mission, and it is distinguished from the term
“multiple project,” in which the interdependency of
each project is low or none. Finally, we discuss the
applicability and effectiveness of our framework by
applying it to the KDDI Corporation, and demonstrate
that it is both a workable approach and an example of

an EIS city planning approach.

2. EIS City Planning Approach

In this and the following section, we describe the
concept and the outline of the EIS city planning
approach with references to the precedent paper by
Namba and Iijima [14].

2.1 EIS architecture
Both Federal Enterprise Architecture Framework
[24],[25]and EA Guideline [9] have defined an

«

“enterprise”  as an organization (or cross-
organizational entity) supporting a defined business
scope and mission.” This definition, however, seems a
bit ambiguous for the firm that adopts the business
unit system, since the definition is applicable to the
whole company or to a single business unit. We
instead define enterprise as the highest level of
business domain governed by unified policy. When the
lower business domains are highly independent and
the business relationship to upper level is weak, we
can also define the independent business unit as,
substantively, an enterprise. Enterprise includes not
only business enterprise but also non-business
enterprise, such as governmental ones.

For the term “architecture”, we have referred to
IEEE Std 1471-2000 [8], which illustrates an
architectural description using a class diagram
showing the relationship between stakeholders,

concerns, viewpoints, views, etc. We modified the
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IEEE diagram to describe EIS architecture by
arranging some elements in line with the nature of
EIS, changing the definition of terms, simplifying the
architectural description, and describing the class

diagram (shown in Figure 1).

Mission
Vision
fulfills
1.*
Bt t influences
nvironment fopapies EIS
has 1.* has an

EIS
Architecture

identifies
Stakeholder [ »

used to cover 1..*
Viewpoint

participate:

1 *
in 1. Consists of 1..*

Establishes methods for 1..*

Figure 1. Conceptual Model of EIS Architecture

An EIS that fulfills the vision or mission of a firm
takes into account both EIS architecture and
stakeholders. Planning EIS architecture, in other
words, requires identifying stakeholders, selecting
one or more viewpoints, and organizing the plan by
views. A view conforms to a viewpoint and may consist
of one or more models. Each model is established with
a method defined by the corresponding viewpoints. A
viewpoint, in turn, determines the associated
modeling method and analysis techniques. The
architect’s role is to design EISs comprehensively
from viewpoints defined according to the concerns of
stakeholders.

Generally, stakeholders of information systems
include IS staff, end users, the owner(s), the systems
developer, management, etc. [4]; [8]; [16]. In the
context of EIS, stakeholders include management
members, CIOs, local management, EIS architects,
and other persons who have an architectural concern
in the outcome of EIS. Insofar as an EIS must connect
customers (business to customer electronic business:
BtoC) and/or aligned or partner companies (business
to business electronic business: BtoB), the definition
of stakeholders can be extended to include persons or
parties of the relevant information systems, such as
customers, allied companies, and business partners.
But generally they may not have any concern in

designing EIS architecture. Usually the social

environment, corporate social responsibility (CSR), or
competent authorities exert influence on an EIS, but
these do not have the same level of concern in it.
Because of this, all of these factors are not included in
stakeholders of EIS but in the “environment”, and
they have a direct or indirect effect on each
stakeholder through the EIS.

An EIS must meet the vision and/or mission of the
enterprise, as shown in the top box of the class
diagram in Figure 1. When a firm plans an EIS, the
architect must map out the vision of the to-be EIS
architecture, which becomes a blueprint to portray the
future enterprise system. Generally, it may be difficult
to migrate from an existing EIS architecture (as-is
EIS architecture) to this ideal architecture (to-be EIS
architecture) directly because of such constraints as
human resources, technological capabilities, the
current status of affected information systems, the
social environment of a firm, and CSRs. With these
constraints, a firm must set the actual target outcome
for EIS architecture (live-to-be EIS architecture).
Since the nature of a live-to-be EIS architecture varies
with time, the architect has to periodically review and
modify, if necessary, in accordance with actual
performance, degree of environmental change, and

the progress of technologies.

2.2 EIS Scenario

“Development plan” and “zoning” are fundamental
rules for concrete land utilization in realizing a
physical city plan [5]. Since city planning is closely
related to the law and/or regulation systems of a
country, usage of terms are different to some extent
among countries. In the United States, for instance, a
development plan is called a comprehensive plan, a
regional plan, or the master plan [3], [6]. “Traditional
zoning ordinances deal with this aspect of physical
form by setting specifics of height, setbacks, and
coverage. There are also more elaborate and involved
regulations...” [22]. Zoning, however, has various
meanings, such as “incentive zoning” or “performance
zoning”, since it is closely related to the relevant law
and regulation in each country. Thus the meanings of
the terms are subtly different and vary as time goes
on. In this paper, we follow Fukukawa’s work [5] that
aims to compare the systems of city planning between
the US and Japan.
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A development plan is a long-range master plan
project that shows a target feature of a city’s
structural fabric and directionality for urban policy. In
this sense, a development plan is a measure intended
to solve issues proactively. Zoning is a rule or
regulation enacted to control land utilization, which
classifies an area, delineates usage of land, or
prohibits a particular land usage. Typically, zoning
aims at harmonizing land utilization in accordance
with the characteristics of an area. Thus, zoning may
be characterized as a passive planning technique.

Applying the analogy to EIS, a development plan
corresponds to a mid- to long-range plan focused on
realizing a live-to-be EIS architecture, while zoning
corresponds to a migration plan with daily governance
intended to achieve a live-to-be EIS architecture
iteratively. Zoning formulates the EIS service portfolio
with the aim of creating an integrated information
infrastructure and executes this portfolio in
accordance with regulations or pre-existing standards,
which are analogous to a land utilization program or a
building code.

City planning includes two methods of execution:
new development, which may develop, for instance, a
neighborhood or shopping center on vacant parcels;
and redevelopment, which develops on land that

old buildings and old

Redevelopment applies to, for

houses infrastructures.

instance, slum

clearance, and includes scrap-and-build,
rehabilitation, and conservation approaches. The goal
a building or

of rehabilitation is to repair

infrastructure while maintaining an existing
community, while conservation aims at inhibiting
methods are

deterioration. Redevelopment

characterized by the wutilization of present
infrastructures and assets, which are converted
iteratively. Just as an EIS city planning approach
necessitates consideration of cost, time, and risk,
firms have to select a suitable method within the
given situation and promote the project appropriately.

An EIS scenario implies a program management
technique that manages an aggregate of projects
concurrently at the level of the whole firm rather than
a project management that targets each independent
project. It includes both a long-range and short-range
perspective while it envisages both the impact of the

architecture of each information system and the likely

lifecycle phases of each project with an emphasis on
future optimization. On this account, a combination
approach of an iterative that has the zoning-like idea
and a small-sized big-bang is applicable. In the words
of Ewusi-Mensah [4], “the most obvious advantage of
using the phased-lifecycle approach is to help the
project team realize what the deliverables for each
stage are and to know if they have been satisfied. The
iterative nature of  systems development
notwithstanding, the phased-lifecycle approach has
been instrumental in helping to manage and control
the development of large, complex systems
successfully.”

Further, an EIS scenario includes a migration plan
that delineates EIS strategy based on the given
enterprise business strategy. The target migration is
to a live-to-be EIS architecture that maintains
consistency among all information systems in the
enterprise. An EIS scenario also takes into account
program management, which includes EIS activities
such as maintenance, systems monitoring, and
operation tasks. As a framework, an EIS scenario
includes processes, activities, and tasks of software
Further, it has

lifecycle-model, from the design phase to the disposal

products. to cover the entire

phase.

2.3 EIS City Planning Approach

Our EIS City Planning Approach provides a
methodology for designing an EIS architecture as a
meta-architecture, for planning an EIS scenario, and

for executing the migration required to realize this

scenario.
Now Future
Current Uses City Future
Business Planning Business
Model Methodology Model
:. Current Future :'
% |_Architecture EIS Scenario Architecture |/

~o -
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. |Architecture|

Constraint

~
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Figure 2. Framework of EIS City Planning Approach

Figure 2 shows the relationship between the firm’s
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business model, EIS architecture, and the EIS

scenario. Live-to-be architecture is the target
architecture (from both the current and future
perspectives) that takes into consideration various

constraints surrounding the actual EIS.

3. Three Viewpoints of EIS Architecture

3.1 Selecting Viewpoints

As shown in Figure 1, architecture selects
viewpoints. Since viewpoints determine associated
modeling methods or analysis techniques, it is
necessary to select a proper viewpoint for describing a
projected EIS architecture. Every architectural
viewpoint is a description intended to capture aspects
of the planned objects (e.g., the drawing of a plane
view, side view, and plumbing in the field of physical

architecture).

« Sharing or conflict
of interest between
part and whole

Part and whole * Regulations and/or

Viewpoint giving incentives as
l an adjustment
EIS
Architecture
Ins and outs
’ Viewpoint
Integrated
Viewpoint boundaries and

Layered Structure

controllability

Figure 3. Three Viewpoint Describing EIS Architecture

Correspondingly, in EIS architecture, a viewpoint
describes the structure of EIS, and includes such
modeling techniques as an entity relationship
diagram (ERD), a class diagram, etc. Accordingly,
viewpoints focus on each aspect of the system and are
orthogonal with each other. A view, meanwhile, is an
actual figure based on a viewpoint. Consequently,
architecture is described as an integration of views.
We portray EIS architecture from three viewpoints,
“structure”, “part and whole”, and “ins and outs”
shown in Figure 3, based on the concerns of
stakeholders. These viewpoints are in dependence

upon the analogy to physical city planning.

3.2 Structure Viewpoint

In physical city planning, there are layers; one is an

infrastructure layer that includes, for instance, road,
water supply, sewage, communication lines, railroad,
etc.; another is an architectural structure layered that
includes buildings, houses, shopping malls, and other
facilities. Moreover, there is another layer, the social
environment, over both layers. Thus city planning has
a layer structure. Similarly, EIS architecture also has
a layer structure, which corresponds to the structural
viewpoint.

The structural viewpoint consists of three layers.
The top layer is the business layer, which is followed
by the information systems services layer, and the
final layer is the integrated infrastructure layer.
These layers have a relationship such that the upper
layer drives the lower layer and the lower layer
enables the upper layer. Since a business structure (a
business model) of a firm is generally complex in
nature, it is often difficult to describe it in a business
layer. The viewpoint from the stakeholders’ concern,
however, can be rendered by a modeling technique
such as conceptual data modeling or business process
modeling. The information systems services layer is
an information systems service portfolio composed of
an aggregation of applications that consists of data
and process specifications and/or an information
systems service. In this definition, the term “service”
is the same meaning as used in the context of a
service oriented architecture (SOA), what described
the functional unit of a system logically. The
integrated infrastructure layer includes shared
service and maintenance, monitoring and systems
operations on the systems platform, middleware,
DBMS, common interfaces for both intra- and
inter-enterprise connections, and gateways [10]; [11].
In this sense, the stakeholder of this viewpoint is a
person or party who has a strong interest or concern
structure

in designing and implementing EIS

(architecture).

3.3 Part and whole viewpoint

A city plan serves to mediate between the concerns
of an individual or a particular area (the “part) and
the public (the “whole”). Specifically, a city must solve
such problems as a development that does not profit
the whole, or of a Not-In-My-Back-Yard (NIMBY) type
public facility, such as a garbage incineration facility

or a highway in a residential area. Both are common
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at the point of conflict of interest between a part and a
whole.

Part and whole viewpoint in EIS architecture is
related to the ability to accommodate an interest
(such as governance) or the responsibility of sharing
between a part and a whole of a firm. In analogy with
a physical city planning, an EIS architecture, if a firm
business unit under a

employs a system

decentralization policy, serves to regulate the
relationship between a business unit and the
corporate whole. When a NIMBY-type application or
information infrastructure is implemented in a part
for the benefit of the whole, a conflict of interest
between the part and the whole occurs. For instance,
when a firm introduces a security policy and enhances
its security infrastructure in line with the policy, this
measure may give little benefit to a particular
business unit as viewed through a cost benefit
analysis from that unit’s perspective. In such cases,
firms may have a fund——corresponding to a city
planning tax—from which the whole can draw to
benefit the part. The stakeholders in this context are
the people who have a responsibility to control the
conflict of interest between part and whole, such as

CIOs or management members.

3.4 Ins and outs viewpoint

Most cities are divided by national or interstate
highways, and must have a close relationship with the
neighboring cities and an upper structure like a
prefecture or a state government. In this manner, city
planning extends within a boundary of the city, but it
must also maintain a relationship with structures
outside of the city. Similarly, EIS city planning
involves those inside the enterprise, but at the same
those of the

enterprise—customers, vendors, partner companies,

time it must include outside
etc.—through private or public networks and the
internet. Figure 4 illustrates the relationship between
physical city planning [22] and the EIS city planning.

Physical city planning involves various granulari-
ties from an object level to a nation level. Shivrani
pointed out that a policy-oriented attitude becomes
more dominant for bigger granularity, and a product-
oriented attitude becomes more dominant for smaller
granularity. On the right side of Figure 4 is the

corresponding unit in EIS city planning. We have to

define the boundary of EIS, in other words, as that of

enterprise.
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; :
c e
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Figure 4 Planning levels

Thus, the Ins and outs viewpoint is concerned with
how to control boundaries between the inside and
outside of the enterprise. Boundaries do not coincide
among legal, business operations, and information
systems in a firm. The requirement for collaboration
and alliance between firms accelerates the expansion
of operational boundaries beyond the original
boundaries of the enterprise as a legal entity.
Simultaneously, the boundaries of an EIS also expand.
Outside of or on these boundaries, for instance,
competent authorities regulate the activity of firms,
while the community and/or society require corporate
social responsibility (CSR). Customers, business
partners, customer companies, and vendors are
connected with some business activity through BtoC
or BtoB. The boundaries of business activity and
information systems cover a wider area than that of a
legal entity, and do not coincide with each other
because of their different natures and responsibilities.
Even within firms, the necessity to collaborate beyond
the boundaries of each individual application or
information system 1is rapidly spreading. In this
context, this viewpoint is deeply involved in the
definition of an enterprise. Thus the stakeholder of
this viewpoint is a person or a party who has a
concern regarding a boundary of a firm. For the IS
concerns, they are architects or persons who have to
design or be responsible for the system’s operation, as
well as the maintenance required to connect
information systems among those inside of the firm

and those outside of it.
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3.5 Summary of viewpoint

In such a case, each structural layer can have a
different boundary, too. For instance, in an integrated
information infrastructure, the boundary of an
information infrastructure as a firm’s asset may differ
from the range of operational responsibility. The
architect therefore has to design an intra- and
inter-enterprise structure of systems in collaboration
and decide whether it should be implemented in the
information systems services layer or the shared
information infrastructure layer. This decision should
take into account role-sharing between the part and
the whole, as well as Ins and outs. Such factors are
closely related to the organizational architecture of
the firm.

While the Ins and outs viewpoint may be seen as an
extension of the Parts & Whole viewpoint, they do
address different concerns related to controllability.
Within an enterprise, a whole can manage a part
while offering incentives or giving orders under the
authority of headquarters when vigorous action is
instituted. Such incentives etc., however, are not
effective when the affected entity is outside the
enterprise’s immediate authority. For this reason, a
public works project analogy is not valid when taking
into consideration affected entities outside the
enterprise. Rather, the Ins and outs perspective
applies in those instances where the entities
communicate with a common data interchange
protocol or through a common interface. When the
activities of a business unit are independent from that
of a corporate headquarters, the business unit should

be considered an enterprise and a headquarters as an

Table 1 shows a summary of viewpoints to describe
EIS architecture. Each viewpoint participates in a

view with the concern of the stakeholders.

4. Case

In this section, we illustrate a case of information
systems of KDDI Corporation (KDDI) to verify
applicability and effectiveness of the EIS city
planning approach mentioned above. This case is
based on the information from the presentation
materials [20]; [21]; [26] in the special interest group
(SIG) or the symposium in the academies that we
belong to, articles in magazines, and an intensive
interview with the key person of KDDI information
systems department.

KDDI is doing business in the fields of mobile phone
service, domestic and international calling, ISP
service, and services for business use, which included
¥2,848 billion in sales, ¥267 billion in pre-tax profit,
and ¥142 billion in capital in its 2003 fiscal year
(which ended March, 2004). KDDI has undertaken
several mergers and acquisitions since 1998 in order
to keep the scale of the firm competitive with the
Nippon Telegraph and Telephone Corporation (NTT)
group, who is the number one communication and
networking company in Japan. Accordingly, the
information systems of KDDI have grown large,
complex, and rigid, which has resulted in increasing a
systems cost for both new development and
maintenance, and a systems failure with the systems
integration [21]. Recognizing that the essential issue

is an aging effect of the applications caused by

entity of Outs. uncontrollable expansion, they have designed,
Table 1 Viewpoints
Viewpoint Stakeholder Concern View or Output
Structural - EIS Architect - Business Driven & - Conceptual Data Model
Viewpoint - CIO Technology Enebled - Service Portfolio
- In3 Map [11]
Part ans whole - Top Management - Distributed IT - IT Regulation
Viewpoint - CIO Governance - IT Standard

- Local Management
- Line of Business
- Info. Infra. Designer

Ins and outs
Viewpoint

- Consensus Making
- Interface
- Controllability

- Incentives (Funding)

- Data Interchange Standard
- Operation Design

- Service Level Management
- Security Policy
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developed, and implemented the information systems
that can adapt to a changing business environment of
the future while continuing to grow. Consequently,
KDDI has introduced the idea of object orientation,
designed the information systems based on the
conceptual data model, and rebuilt their backbone
systems as a part of structural reformation for the

enterprise information system. This concept and

relationship diagram. This model is based on
entities, defining identifiers, major attributes,
and relationship data abstracted at the EIS level.
- The dynamic model is described as the lifecycle of
the static model from its generation to its

dissolution.
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conceptual data model in the
backbone systems that control
data directly as an invariant element based on their
business model, and build subsystems along with the
data model. With these structures, they can modify
and enhance their information systems per subsystem,
adapting to change within the business environment.
Consolidating user-interfaces as presentation systems
can accommodate the detailed change requirement for
screens and allow users to print forms promptly. In
addition, the include

informational systems

data-warehouse and data-mart systems that
reorganize data in order to exploit it effectively.

Figure 5 shows the procedure they use to develop
their information systems from the conceptual data
model to the implementation [26].

Major points for designing the conceptual data are

as follows;

- An outline of the business model is described.

- A conceptual data model—which consist of a static
model, a dynamic model, and an interaction
model—is described, taking various entities and
activities into consideration.

- The static model is portrayed in the entity

Figure 5 Flow from designing CDM to implementing the system

In order to design an application portfolio, the
conceptual data model is divided and partitioned after
clarifying the responsibilities of administration for
each part of the static model and after clarifying the
transition of responsibility based on the state
transition. Actually, the entities that have a close
relationship with the conceptual data model are
grouped and corresponding components are defined.
Then these
application portfolio that is defined by business

components are mapped on the
characteristics and future technology trends. On that
basis, the relationships between components are
defined, collaboration functions between components
are deployed as collaboration middleware, and the
information systems architecture is defined.

The gap in the figure between the information
systems architecture (future EIS) and the bottlenecks
in the actual condition are analyzed and organized,
and then the specific migration plan is made. KDDI
selects not a big-bang approach but an iterative one

and integrates whole functions with a loose coupled
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technique. This is because they can avoid
concentration of risks, proceed with their structural
reformation in the ordinary operation, and maintain
and enhance the systems per subsystem. When
partitioning components logically, optimal condition is
defined by considering the requirements from
divisional (organizational) characteristics and data
requirements. After defining the logical components,
physical partitioning is executed by considering the
requirement of operation and monitoring current
trends in technology.

KDDI defines subsystems from an adaptation-
centric rather than a function-centric perspective by
assuring independency in exploiting the fundamental
concept of object orientation (information hiding and
encapsulation). Thus they cogitate and use everything
they can imagine:

- Hiding entity that backbone system controls from
user-front systems,

- Hiding the physical configuration of the backbone
system by using the hub,

- Hiding physical implementation by designing
systems interfaces based on the conceptual data
model, and

- Prohibiting direct data referring and updating

between subsystems in the backbone system.

S FEP

External

Systems | < Server
Transformation

aAIR0BY/UOISSIWSURI | dreidwal ‘

Middle-
ware

il

Client Hub

(S

uonYBUU0D gNH

UoHeLLIOJSUI | Bp0D Jajorieyd
uoneoddy

>
=]
=1
i
2
Q
El

uondauuod gnH

aA1909Y/UOISSIWY are|dwa |

uodauuoD udID
uono3UUOD JaAISS

abueyosaiu arejdwa |

‘ Source: KDDI Internal Document

Figure 6 Message Hub of KDDI

KDDI has implemented a “hub and spokes’-type

integrated message-interchange infrastructure
(message hub). As Figure 6 illustrates, a basic
structure of the message hub is its role in connecting
each subsystem in the peer-to-peer base as a shared
information infrastructure. Repository in the figure

involves common processing methods and rules. KDDI

deploys both internal and external hubs; the former is
for internal applications and the latter is for external
applications, including such systems as customer
connection or settlement. Since Figure 6 is a logical
structure, we illustrate it using one box in the figure.
But in reality, they have developed it of several
processes based on considerations of performance and
ease of systems operation. The external hub includes
a physically independent front-end processor (FEP)
that transforms protocols between internal systems
and external systems outside of fundamental hub
functions.

The role of the hub, as an integrated information
infrastructure, basically involves interchanging data
between each subsystem. Moreover, it ensures the
independence of each subsystem, since the
subsystems are used only to interface to hubs. KDDI’s
hub has a standard message form for transmission as
a data interchange standard. The standard message is
composed of a header part, a common message part,
and a template. The hub routes messages and
transmits them to each destination application. This
template function corresponds to a building code in
the physical city planning, and is one of the basic
functions of zoning. As these procedures mean that
infrastructure is developed first and then buildings
are developed in connection with the infrastructure,
interoperability in the

the procedure assures

enterprise, too.

Application
: rogran, <__Requremerts ][]
Conventional
Value

atform structyre

?pplﬁﬁatim(st}&\\e
\
Data strug\u ré\

‘ Source: KDDI internal documem‘

Figure 7 KDDI's value of systems development

KDDTI’s system is characterized by taking the path
shown in Figure 7, which is different from ordinary
procedure designing and implementing applications.
Instead, KDDI first makes the conceptual data model

that can describe the business model of the firm to
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simulate a structure of the real world. Second, they
develop the backbone part of the systems based on the
data model. Third, application program as a variant
element is built as a prerequisite for the existence of
the backbone system. Partitioning subsystems and
interchanging messages only through the fixed
interfaces (hubs) enables not only scalability but the
capability to delete, which assures the deletion of
unnecessary applications and/or components from the

systems [15].

5. Discussion

5.1 Structural Viewpoint

“All software construction involves essential tasks,
the fashioning of the complex conceptual structures
that compose the abstract software entity, and
accidental tasks, the representation of these abstract
In the

context of EIS, the essence is how to describe or

entities in programming language...” [1].

realize business architecture of the firm in EIS, since
EIS is abstracted from individual information systems
as an organic aggregate at the level of enterprise. This
may correspond to mapping business architecture in
the business layer of the structural viewpoint. Then
the information systems services layer that is
composed of an application portfolio and an
information systems service is developed under the
business layer. Moreover, the integrated information
infrastructure layer is built. At this conjuncture,
trade-offs in how to realize the given conditions
whether in the business layer or the integrated
information infrastructure layer as a common
function should be considered.

KDDI creates the conceptual data model as a core of
their information systems from the described business
model under the recognition that information systems
simulate the real world. Then the application portfolio,
and the

migration plan are created based on this conceptual

the information systems architecture,
data model, and the component partitioning is
performed. In this process, the relationship between
KDDTI’s process and our structural viewpoint may be
considered as below:
conceptual data model
-- business layer

application portfolio

-- information systems services layer
infrastructure in the IS architecture

-- integrated infrastructure layer.

-- information systems services layer
infrastructure in the IS architecture

-- integrated infrastructure layer.

5.2 Part and Whole Viewpoint

KDDI partitions the information system for the
implementation using the following steps (shown in
Figure 5): First, they design the architecture from the
whole viewpoint. Second, they develop the migration
plan. Finally, they partition it logically drawing upon
the characteristics of divisions, and do it physically
thinking with the applicable information technologies.
The basic idea of this procedure is to determine
fundamental elements of the whole, to assure the
interoperability, and then to optimize from the
enterprise  perspective  considering  individual
conditions. Moreover, from the perspective of the IT
KDDI have

organization for data

governance to maintain

established a

systems,
corporate
administration. They have the authority to examine
every activity for building new applications or
maintaining or enhancing existing applications from
the perspective of data management. This system
assures the consistency and the interoperability of
each application in the whole system. The reason why
the mechanism to collaborate between applications is
used not with peer-to-peer basis but via messaging
hub as a common infrastructure of the firm might be
seen as the same philosophy as the Part and whole

viewpoint.

5.3 Ins and Outs Viewpoint

KDDI separated to deploy two kinds of message
hubs, an internal hub and an external hub. The
internal hub connects between the front systems for
intra-enterprise and the backbone systems. The
external hub goes between the front systems for
outside of the enterprise such as customer portal,
net-banking system, etc., and the backbone systems.
The reasons to separate are not functional issues, but
administrative and interface ones. Administrative
issues include systems monitoring and operation,
systems maintenance, service level management for

performance, availability, security, and so on. Having
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an interface issue means that they cannot use their
own specification but should adjust to an agreed or
common/standard one. On this occasion, they should
fit to the semantics level of data as well as the syntax
level. For the information infrastructure, they should
adapt it from the physical layer, like network line and
devices, to the systems monitoring and operation. The
operation affairs should extend beyond the legal or
business boundaries, and also consider the escalation
system collaborating with the connection party for
incurring a failure or a trouble. The customer portal
that must cover several million customers, for
instance, requires intense availability and
performance that are completely different levels from
those for intra-enterprise systems. Thus different
levels of service and organization for external service
are required, because of its service time or
maintaining service level. Thus, an Ins and outs
viewpoint is related to the controllability and
interface to the connection party, on the assumption of

setting proper boundaries.

5.4 EIS Scenario

In order to realize the above-mentioned architecture,
KDDI seems to execute its plans using the same idea
as an EIS scenario. For example, when they analyze
the gap between the present and future information
systems and make a feasible migration plan, this is
the same thinking as an EIS scenario that sets up
live-to-be and makes a migration plan in our city
planning approach. Avoiding a big-bang approach and
proceeding iterative reformation in the ordinary
operation corresponds to the combination of small-
and mid-size development planning and zoning, and
this might mean steadily putting forward the

redevelopment in the context of the EIS scenario.

5.5 Summary of the Discussion

In KDDI, what makes it possible to develop

information systems with an almost identical concept
as the EIS city planning approach is the ability to
change and the rust-free information systems based
on the concept of the object orientation. In order to
deploy these structures, subsystems should be defined
along with the conceptual data model (ensuring
independency of subsystems), and then the rules for
implementation (such as the implementation of hubs)
and the managing organization should be introduced.
With respect to building adaptive information systems
in a changing business environment, this case
illustrates that the conceptual data model as an
invariant element is designed adequately, and the
subsystems are divided and deployed in a manageable
size. Furthermore, it is an organized information
system that effectively maintains its independence.
According to the interview with Shigeno, CIO of KDDI,
KDDI does not feel the necessity to change this model,
though it has been more than ten years since the first
application system based on this idea was developed.

Table 2 shows realization of viewpoint and EIS
scenario of the KDDI’s case based on the relationship
in Table 1.

6. Conclusion

After stating the applicability of the building
metaphor to the construction of software, Brooks [1]
mentioned, “The building metaphor has outlived its
usefulness. It is time to change again. If, as I believe,
the conceptual structures we construct today are too
complicated to be accurately specified in advance, and
too complex to be built faultlessly, then we must take
a radically different approach.” He continued, “Let us
turn to nature and study complexity in living things.”
On the other hand, Sewell and Sewell commented,
“With the analogy in mind, it swiftly becomes clear
that an entire branch of knowledge has been missing

from software construction [18].” They pointed out the

Table 2 Realization or Implementation of Viewpoint and EIS Scenario

Structural Viewpoint . P

- I'he conceptual data model centric systems design, development and

Part & Whole Viewpoint - Corporate data administration department

Ins & Outs Vewpoint

EIS Scenario

- Separately implementation of internal and external hub

- Make migration plan targeted to Live-To-Be Architecture

- Not taking big-bang approach but iterative one
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effectiveness of the analogy and the significance of
leveraging the know-how of physical architecture.
After all, the biological analogy may be effective in
describing each information system, insofar as
discussing a complex and complicated conceptual
structure. It requires, however, different granularity
or degree of abstraction issues to grasp EIS structure
with the framework of city planning and apply the
methodology for EIS as a meta-structure of each
information system. Moreover, it is also an issue of
what to be described in the EIS context. For this
purpose, an EIS city planning approach that uses the
concept and methodology of physical city planning
would be an effective measure for CIOs and EIS
architects who are

required to envisage EIS

architecture and execute it while ensuring
interoperability and consistency among EIS.

In this paper, we have illustrated the concept and
the framework of our EIS city planning approach, and
have studied and discussed its applicability and
effectiveness with the case of KDDI. KDDI has
adopted the idea of the object orientation to develop
an “ageless” (rust-free) information system, and have
started from the construction of the conceptual data
model that can simulate the real world. This approach
is based on the similar idea of the framework of our
EIS city planning approach, which can adapt to a
change in business environment with agility and can
develop EIS as an enabler of business. Thus,
designing EIS architecture centering on three
viewpoints—structure, Part and whole, and Ins and
outs—is effective in pointing out what needs to be
considered before implementation, in positioning in
the whole, and for designing interoperability.

It is predicted that service oriented architecture
(804), including web service technology, will be
popular in the near future. These situations will force
the EIS to select and utilize various information
systems services from both inside and outside of the
firms. In this situation, firms have consider what the
core competence of the firm’s business is, how to
realize the competence in EIS (in other words, in the
area of the three viewpoints), and select and
implement applicable technologies. In particular, it is
important that firms define and design boundaries of
both business operations and information systems

beyond that of the firms as legal entities in order to

integrate each information systems service or

application and to implement proper systems

operation management. For this purpose, it 1is
necessary to consider the viewpoint of Ins and outs.
Future work on this topic could include applying
this framework to assorted cases, including M&A,
ERP implementation as a tool to rebuild EIS, and EIS
integration with e-business systems, etc. Through
such applications we could evaluate the benefit and
significance of our framework. We also hope to provide
reference models in the future that will further help to
visualize our EIS City Planning Approach. Moreover,
we have to propose a structure and an organization
for EIS governance that can cover the lifetime cycle as

zoning and can execute an EIS scenario.
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Verification for the Interoperability of Web Services
for Municipality Systems

Masahiko Narita* and Makiko Shimamura**

Abstract

Web Service is the key platform technology for various Internet based services. Also Web Service is
considered, by APPLIC (Association for Promotion of Public Local Information and Communication),
as the common platform for the local government service in Japan. In these systems, the open
standard and the interoperability are mandatory. This paper describes requirements for the
conformance and interoperability verification of Web Services, such as transparency, and automated
verification. It reports the verification suite which authors have developed, WS-VS (Web Service
Verification Suite), satisfying the requirements. And it also reports the conformation result on a
reliable message implementation, one of key components in developing such systems, by WS-VS.
Moreover, it covers the proof of concept verification for a Web Service based local government
applications by WS-VS.
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Development of Privacy Impact Assessment techniques for
considering application to government information systems

Yoichi Seto*

Abstract
The Ministry of Foreign Affairs of Japan issued an electronic passport in the spring of 2006.
Biometrics (face image) is stored in an e-passport. When the system is constructed and operated to
treat biometric information called ultimate individual information, the Privacy Impact Assessment
(PIA) concerning the protection of personal information in foreign countries is executed. However,
Similar consideration in an e-government and the municipality system is done. Also in Japan, In the
development and operation of the public administrative information systems or a non-government
enterprise systems, the development of assessment framework that securing and the stake-holder
(taxpayer and user) of safety in personal information management obtain mutual agreement is a
pressing need. In this paper, the idea of the guideline and the privacy policy that executes PIA for the
problems and measures when executing it in the outline of PIA, the execution framework in Japan is

described.

Keywords: biometrics, Privacy Impact Assessment, government information systems, Privacy
Enhancing Techniques, information security, personal information protection
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b, FFEMEAZEBIT AERNT —F X— R IHFES N
TWRWGE, DF DT —F_R—R B INTNDHAR
MNEBRNELAL STV D L9 BA B AR &1
YA AN

UL, "AARA N v 7T —FE2BRNT D, %<
DAY AT LTI, RABBERBIEL, BEEMT
BLTHEMTS. ERICVATATHATZEAIC, 4
VYTV NREROEERR/MELE D ET 2O THIL
X, 2TONRSFA N v 7 F—21%, BAKE#HRE LT
BREICE PR EAT ) ZEBMETH B EEXB.

2.3 TI3AN—REOLEN

2.3.1 1TE & R OFR#E

REOWBIE, FIZERHRRMEM, HBTRVWRYHE
OGNS EEIS CBBIHTF2RINT 2 Z &N T
X, FHEEN D> T HEITIIROEE | IcE v x5 2
ELARETHD. 2FV, T4 —ICHEL, Y]
RN TNz £ B X2 DG4, ERIRLEICHES T,
FIRAENBBI A EETE D,

—J7, ATEARHET 258 ((TEY—ER) 0lZtA
SR, REBFEREFEELRY. FAACTES
DIFRME A Z T 5 Z T RO ZFIR—Th 5. B
FREXIC X o TE, MEAMEMRFOIRERITO X 5 1T UEE
G LTRMEZZ T I 2/ 0 0B %0,

T AN — O, TEABHRSEAN DN &5
BREEEZETLL0THY, EMANEAL LTEEX
N5Z L EEDZBEEE 13 L0 F, EHECRYHbh
ZRE L, EEAFRORMHEICET DIAT S CERR
164F 4 A 2 HEFEIRE) (b D X DT, BARIAMEE L
THEAA TR SN T D7), A3LOFIRO 7= DITITE
BB A REZINET S, LL, BRIRAIOFZE
ThHo> THEANDHEFZTHT 2174 ThHIUT, KNEER
NRIZE S, LIrHHLOFEEEZLIMLERS D.

2.3.2 5 — ¥ OEBRE 2B E)

ANEWOBED 7 a— AL, ZRRED HIX
ROV ESDEOBBETIEARL > TWDE4H, T4
VOBV FNIZONWTERAEE LTHT —F OEEN
BN 3G L 72 EH] OB LB 23 KO HIL TN B,
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EU 5 —#{%#E41T, EU S 0#E I AERE
Ba#h S 256 3RBEICEADT T A S — T
BB R IEENFE LR WIRY, ZoB#E28EL Ty
%[8].

TR T FA N —DRFEICTENLTNWDLZ EEN
SMRTZ & T, ERICBW TR oZE, Bk
WCIEEZR L LTORE, BENERETDHZ LI
BRND. TIA N —HEONBE AR T2 0 1
ODFELELTTHARA LV REITH ZENREZLND.
TIAN—REITHT HHRNPELFHE L LN TND
TEET v L, FOR-RELSICHAT S LT,
TEIC T 2R S5 - DA TH D, IRE TR~
D7 74Ny —EFAM PIA (Privacy Impact
Assessment) 1%, VAT LANT T A N IT TR
DF =7 ERARIZEN e FIETHD.

PIA %, K[ET 1970 £ SRR THMi Sh T
X T EEHRRRAT A3 TCIT 722 » TV 5 2002 4EHEA T O B BURF
FBICE W ERBRBHT N TS, 2o, KkEO
HAES B S 25 4 US-VISIT T3 PIA A EHE ST
5.

3. TIA N —FEFTH PIA

31 TSAN—FEFEPIA LIEAEICH

3.1.1 HERELEM

T AN — BT PIA (Privacy
Assessment) 1L, HAFEHROWELED IT VAT LD
BAELIBLECHZY, TITANR—~DOFBE [H
AT VCFEAM L, RS RERDEE 3£ 72 1306 0D 72 5D o0 388 I AL - H2 4T
HRER LT —EO T e A Th 5. BEBRN LT
TANY—RER B AL, BAKICHEAREZ T
BIsZLicky, BT —EREM L VO AILORE
Rl T T AR —R#EABNIEHZ L EBME LTE
XA TWa, PIA #Fid+ 52 L2k IT AT A
BENE DT T AN — U 27 B E/NRICIIZ S Z &R T
E,BHELLEX 2V T - VRAZICLABUELEHD
BAED T HDRR5.

PIA OSERFINZ NI FZTiX, 1990 F0 5 PIA
DEMENTHD.  KEIZBWTY 2002 FEHifTOE
FEHFEIC LD PIA OFERBFRBTT 5N T 5.

PIA % BEEREICHRT 5I121%, BREEREIIN & Xtk
TEZD LNV, K 212 HARDBRETRBINE

Impact

12 & DERER BN & & 0 PIA Oxttt z<77(8] [9].

BREIBIE L 7T 4 N REBHE, PHLbHE
FATRIOFEMIZ LV HEEELKL Z L2 HGE L, F
EETHIHLOEX, EITEERTHY, HEORT—IHV
H—INFIEL, AT — 7 RAF —BOPEEZLT 5 S 0MU

TWo.

®2 RIEZEFEE TSN\ —FETHOR L

BIEF EFHHF PIATF5)
=i - RRFEREECEDSNIBR © (BABEREILBITD AT LES A 2E
*E = TRITHAR
e v TR RET TR TEAA HEREV AT LEE ERACE
B89 HRENED EITE) I EM3 T DI ML IEITLY. B -E 2R ED
IZEY. BEMRROFRICEEL Bl e F o0~ REEM IR D,
TiTde C TR MRERELFETACOILLE
AT IR A - EEREER RICHU BiRE R ERE T,
De
) - BEMEOBLEFIILFETE MELEBETIIACAEERR T
e EDERHIE Ihadze B FZL0F & BifWe bt o FTe-
Learning? =)L 5TI13 A SIERID E
Fmust” THDERBLTL 1D,
i © RAREFEL Frivay At
e © BEREORREETERMR Personal formation Protection and
Electronic Documents Act {1
HED T HEERE AELEEETIIHCAEERRTIL
2 © B EEMTRERE Inadze iZLe-Learning - L ZTIE
- BT BEDEHCETIERS “Deputy Heads of Istitutions” 1 8 &1
AETLERDAEM FRLRETDELTL D £, Privacy
Commigsioner, Treasury Board @R H
EBEMsurvey 3DEH D,
IE - B EMEFTHD (THH
© HHLHEERF + Privacy Gommissioner
F*EH%% . BEE . Treasury Board
BER - BE

*3 &E® PIAZEAKER

#r

&y

PIA # i LEHEAARTHZ LT, VAT 2BEH)
IZR O EBEZ T HMENE VAT L EHT HTEOM
WCHSB ORI, iR AT 4 T SATHROMO®
FEKRIFENMEE S NS, ATE, A, AT 4T O=FN
T oo oEO HEN PIA $5EL VOB TR
feansd. PIAFERTHZ LT, ITV AT HEHDY
A7 [EEE & BT, EADOHEFRIRE, ALOFRIZRITITE
PEELTCNWDERE AT — 7 RNV E—IRL, iAE
FER-TZENTES.

3.1.2 A E DR

PIA IZ DWW CHEEOECEAT 2 — 22 im HE T3
U= %P Tl C& 2o 72 (2007 4E 3 AR T
GRS B O [E A= #E 2P 5 ISO TC68 T PIA ZAE#EIZ 4
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LrEEnHB11]).

INFETIAT b TE RO Y AL, Al
L7 OECD WA KF4 >, EUANT—ZIFHEES,
BN FEE SR ORI D X 91127 T A Ry — A2 1
OB HNERDDFHOE T, PIAICHEHSNSH
MERtT b0 TH o7z,

FEAENZ I T D PIA OEARPUZ DWW TR 3ITRT
i#Y ThB[10].

3.2 FIAN—HEHEPIADI L—LT—Y

3.2.1 7T A N — Rl PTA O %

#1F4 @ Privacy Impact Assessment Guidelines T
13“A PIA is a process that helps departments and
agencies determine whether new Technology,
information systems and initiatives or proposed
programs and policies meet basic privacy
requirements.”  [PIA |3E TRV TH LW
fir, WM AT LATRE - BESNTT BT T LK
NIRRT T A N —BRCHES LT NE D
MOYW AR T S T u A TH S, | LERSNATND
[12]-[15].

112 Tindall VAR — MZHEE-S< PIA O&f g 2R
[9]. PIA (3754 "y —+ 7L —2AU—2 (Privacy
Framework) & 77 A /Xy —+« TEA XAk (Privacy
Assessment), 77 A N — T —F%7 7 F ¥ (Privacy
Architecture) OIS, PIA RERIZHBNT
TIANRY— e T L= AT — 7 IENRIE, 7T A8
— - TEAA MNIGEH EOME, ST A N — e T —
X7 7 F I XHI Al & RS

ik PIA
EXTE R
[ 'Jjb—AU—O
RHLIOR S \
2 s
)i —
p TIAR= o | I8~
FHRAAP FP—XFHFp—
L 3
v v
BRICETS BT
BIER | BIUER
FHE &L AT L

E1 PIADQOLK{E
B, A RT740 2, #Hl, B Eo®E, BEFOR
U 2 —55013 PIA OANEICH T, FFA /8 — T L—
DT — 7 OERRER LD,

3.2.2 PIA F§RE DT

Q) FIAR = TL—LT—=7 : FTA R — -
TU— AT =7k, EHIE, A RTA 0, B, 2R
LB, N o—S5RKE LT, H¥ZE IT VAT A
WO L 7R D RTHE BRI L 357 T A /S —F % i
HT 2. 2E0FHMES AT LA THASNG T —4 D
il EORETFLRENETED D.

F72, —EBORRICAI -T2 T T A N —JIERRE, >
FOERINTARETTFOLNTND Z L EZRFET D720
DFE, FIZIE, VAT LON— R = THEER, A
RIA LV ETEDONTZEX 2 )T A BYEE =T E
IMORGEEEED S .

FIGA N — e TL— LT =T, FTAN— T
TAA NRTTANY— T —FT 7 F |2 >TD
TIAN—REDOREAEL IR D.

Q) FFGANRY = THERAAV N 1 FTANRY— T
TARAL MITTANY— - TL—AU—7ZHIY, FF
flixtges 27 JMZBL, WH¥EER, EAKHRE DX
IS, R, BET DOV CREHMIRE & F M9
5.

T T7a—F v VA NEER TS
REWEY, FEMAROWEITY, EHICET S IT > 2
TARFOERL L TR V—DRESL hL—=2 75
WA, BAR AR PRI M TS, 22 Tl
BENEMBEIE T TA N — « T—FT 7 F ¥ ITRES
A, BN 2RISR A RET E N 5.

TEARA MREEE, TIANRN— T —FT 7 F
¥R IAEN T HATR 2R FH R OB AR T 5 1%
7, Wik IT VAT LAOFEMRME, 7—#7r—BX
B IR EB AT — VRV E—ICELLHBED Y
DOTHDH. HERINEMEL, o794 — T —F%F
JFx LEEEL, RN ELND.

@) TITANR— T XTI F % : TTA N —
T—=X%T 7 F XL, TTAN— - T L—AU—J T
IRENTZ T TA N —REDREEL TG T-T 1O DFE %
FAIATMEFAARTH D, T TANY— T =T 7 F %
VR G2 D EATAN 72 BREF BRI OV T, BRR R
RO 21T 9 .

TIANY—  TEAA L N CHER SN0
M7extiR &K 5 EREEZ, TT7ANRN— T —F%7 7 F
Y CHERSNTBEEZ T EARA L M7 40— Ry 7 L
T, B Th D7 DITHIRHFEIC L D 72 R R & i
5.

TIANRY— « T—=XT I F XL, 7T ik
DFRPFERAINTOLEET D20 TR, #A%T
545z &, Fi, B2 uIcERICHIETEH L
NEZETHA.
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TIA N —BCEFRDEANKRD LA TWVDLEHE
W20, MR ERD Hivd. —7F, EEFEREIZRB W
T, TTANRY—« TEAA Y NOEARIRARY o —k
TEN DI SIS LT, EHTR LTy
RERVPMTEINDHEITIE, REFOE(LIC IS
THZEBRRDOLND.

TIANY— - T —=F%T 7 F ¥ THASNLHE T
Z A4 N v — gk # fif PET ( Privacy Enhancing
Technology) & M5,

3.3 TI3ANL—FEFEPIA TOEROEEFIE
PIA 7t RILUTDO 7T oMLK S,

1) 7vv=7 vosih B

Q) 7T A N —BEEO kR

(3) 4T

@) F=v 7 VANMIELDTEAAL B

(5) #’%

(6) A FEDOIER &R « BRI - &R

() 74—K v
FIEQHSGIIMY K EN, 74— RRv 7 E%1FT
TIANR—RHEOLENK LD,

4. USVISITDFmE L T4 N\ — R

4.1 US-VISIT M=
KEHAES RS 25 5 US-VISIT 1%, + X TD#R
FiIZHEA S, 2004 49 A 30 AIZ VWP [E (VISA
Waiver Pilot Program; B V9uRE) OFFRIE IR LT
b SN D &k oIk STz, #if#E 1L POE (Port Of
Entry; @B TAEA DO AN S LIBOER L HEE % Bf5
Sh, EMCELORE, RAFEIERThONDS. ZON
AFA NI 2ERNTEAEFREZIEL, 2007 4 3 AD
WG, 116 OZeEk, 15 ORBECHEET, 154 DOFEpk
POE T e L CEAPRTHD. HEFHEIE 12
DZEPE, 2 OWFETIEHF TH 5.
US-VISIT O Tt & 13k D 4 BEFEN S22 5.
(1) AEm
CKEREEAE E Y RITRICB O TR AR A B8 L
Uk FIURRNEDTF TR TONA.
< HRATE LI DNZE LB A FRRGR ALY BRIz oF
5.
BB AT I ATy &R D,
- FRBCGEG & EHSCE L OBER T 21T S .
(2) AErRE
 AEREENAEETO CFICREIN TV A IER
T LEE TR IS .
c AX v FCEADANE LEEOEBZFHATRY, Bi

B E N eV 2 O AEEOH BB EZHRE T 5.
CEYNOEAR ST RE S LIS B HRESRHCH

FEENPOERIL R E EEGROT — 2 BRE S
NTNDEF—ZR_R—2ZT7 782 L, ANEHEORS
=179
- RIS & BB SRR L OFERFOT e Y A
N, REOEREFZDBUFT —F X—RA LA S
no.

(8) fRuiEEe
c FATEDRNEZ AT, L WEAICE, Fil
W US-VISIT 1FRICEH S5
- BFE, HEEEERLLEDL, FENDLIHS
IERRIE D ARIEE Lz S s s.

(4) HEFE
CFATEO TR I AEKEEFRETHD. EFER
IZNAR— FZ2HAROE (AR FITEAA
JVIEE) ([CHAL, EADANES LIEE2AF Y L,
BEEG A2 HRE L, RBICHAE B b S niz
Lo— hEZITED.

FROFHE 2 U T US-VISIT TGS DT —#
DT T AN —{EH#EIZB LT, DHS (Department of
Homeland Security) (%, #f#EICL Vgt iz 4
FA RV T AR ZOREERO R/ L MED T
TAN—HEMNMZEI NN EEBRO KD 72 5ET
FRAEL TV A,

« US-VISIT (ZBE¥ B aidkid, T _XComMHTaER 7
FTAN—ITBET BIE, BRIEFEDRWHIEIC X
DIRES LS.

AEANERIT L RICHE S, BISHERS T b,
FIXAMEL O ETICHERGA 2RV T,
US-VISIT 7'u 7' AOWNERE 12T TIEE DA
LEmINY, BIRENEZD 352 Eid0.

YRR 2 U T o flE ST AR LA RERIC
XV, TERREONHEREITT 78RS
WZ EERFET D

US-VISIT i%, A R —RV >—% AL TEY,
WEx %9 5. US-VISIT (331 42 MU 7 2&&T
ZL OENERZIEL, F7-= DHS WNEkE L UMER &
o OEAEREIET 2700, KEEFBMES
208 5RIC KV 7T A N — BT PIA O R AN H
FHNTND.

DITFTIE, KEICRT S PIA OERARRAL, DHS A
FEITLTWD PIA OO DOHA KT A,
US-VISIT 7 F A /Ry —K Y 32—, US-VISIT PIA #45
OV TIEICHEAT L, US-VISIT (281) % PIA 03
R EET 2. 2ok, WMAREANEREZR D > AT A
OREFICK LT, EEMZREX =Y 7 4 sHliEETH
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% ISO/IEC 15408 FBAEAZHFL TWD Z EREE L
7%, HA& L7-#iPH Tk US-VISIT @ ISO/IEC 15408 #
REBAHC DN TOFRIT R AT b 72,

4.2 KEIZEITS PIA DERGZEIRR

KEIC PTA 2B 2 7 ERRIL & LTI, BT BUT
L5 208 5k & [EH L2 R RIEIESE 222 033 v b (16]
[17].

KET 2002 4B T BUNIES 208 5T 7 A4 NV —if
EEEDTND. ZOFRETIE, BATEHERMEAEH
BN E I I MBI HEE FTRE e 51k (GRBI AT RE 72 T2
RE) CUUET BHE, EIFEUET 272D OIEHmEN %
BRZE E 72 ITRRET 5358, FANIT T A N — 85Tl
wHEMT D 2 L 2B T T 58] [19].

Fi, TEHEEOENRE Lz & 1%, kEfEHRET
% CIO (Chief Information Officer) F7-1%[EIZD Lk
BBIZ L D7 T AN — IO BFHFEEP MR ST
WD, BATBOSBIIETEAERT L VAT Aokt 5
PIA HEZOE L #TEHEETHF OMB (Office of
Management and Budget) EBIZHI L2 s
720N,

ITEEHYEBERIL, 74— R8I %3
AR EHFTL LI A X AEER L, BUNREICE-
TPIAV e ADEmEZGE L, TBEETARBEEN
WY & LG AT, AT RE 2R TR O IE AMFEAE

THAFO T AT NEFITE T ORBHMIEICBE LT,

BATENEBIC 7 T A N — AT O F M2 T+ 25 =
ENTED.
A X AT R L T2 DIER S AT LOBUE, AT
LNICTAET DR, HHRARECHTRINZZ L
WCEDHEDY AV IZRAE D bOTRIFIVUEZR 6T, LA
TOZEEHLNITDHIEMRDLNLTND.
1) LD XS BREREUEET DD
2) EZOEFEREMIEST 2 D).
(3) HRXITBUERIC X D IE RO B AT,
@) GELERELET DO
(5) SN D FERP LOFREAOFIEICEL, K
ANDRBRBELT=DICEDLE I BRBENEZD
NTWDH.

6) BHRITED LS ITEEITTFEN DDA

(7) gk AT MIERENEIME 5 W 552a 5
(FTTANY—E) ICESERBEIN TN DD,

F ATHEE TR REE LA REERILE 5 fFH 552a
KIS T= T TANY—RY > —DBHEIT I T2ODH
ARTAVEERT D ENRTRINTVS.

4.3 TFSAN—F T4 RIZKBPIAHA KS14>

DHS 754 Ny —F 7 4 ZANABLTWDS PIA B A
KA EE L TIZIR 5.

PIA ® HHIE, v AT LAFTEEBLUBHBER AT
LDTATHA I NVEREBETT T A N — LR
IO ASAATEZ L RFEAT A2 & ThD. Zhix”
FANY—RGED, TIZa X RN Y, a7 b
DEYINEL 52D XDV AT AOWESZL T
372K, VAT AOBENNICHAATNTND Z & 2%
HTAELEDTHS.

PIA 53 L3, {TEREBEIN &0 X 5 2 E 2 IES
DD, IREIERPIEIND DD, ED X I ITHEHRN
FHSN, LHEENED), EDLSITHERNT 7R
ENDDN, EOXITEEITEMEI D DNENITS
LCHMT 27200 ETHS. PIA 72k A L PIA#
EEEFBEUCTIAN—EHERITHZ LITED,
MR 5 DHS OIEMAICKI T 2FHHE2HL2 2 &N TX 2.
PIA L, 70T ARV AT AN ENZE X ITEY
BNCHEHT SN DLER D D.

PIA x5 &35 MENZMBIFTREZ2IEH) &%, 1A
N % B REE rIRE A (Al T, thafREE 55,
FIR YA O T — & L HAS DE RN EREE
TED LI, VAT AN, EF, HEiPICEETD
BFHROZLTHD.

RFID, "A A A NI w I A® Yy, T—H~v A=V
7, HIBRZERLEIAEE O—RFIINE SN D EHR S Zhic
HEND. PIAINET HHEHRBE L TH-TH, HHl
WAEIZ LT (Bl 2 7%) NERASh 855
R LWEHRIE (A O ENSE) 2RI 2561
bEARDLND. T, Ay MRBRICKLTH
PIA OFERENER SN 5.

PIA iZ, LTOWTIOEMENSITH & EI2EmSh
5.

- ENERAER D FITET DFEANE T AT

LEREE, TREd 5L &, PIAIXOMB ~DO§ T
DOFRERIZH L THEE EIND.

VAT LAOWETEATO EE. BIZIE, TrT T AN
L OERE & H 7 I AL A 2 BA T D & 204N
T ERINOPEAT — ¥ 20 ATSEAIL PIA
PDLETHD.
EANERICHE L 5.2 2FHBNOEE D ITWEA RS
T5EX.

—77, 5527 PIA OEfiz KNI & LW ERY 2T A
LD, VAT ARAREIIT 0 ST AEHENES
72 PIA OFERMBLENE I DENRREHWT 5729
W2, 7743 —RBlfE#H PTA (Privacy Threshold
Analysis) 28Thbh 5. PTA X, AT LOBIFEIHHR
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IS 2, WESEFICHET 2 6 DD 2T AT
TDEARNRERN LR D, 7T AN —BIEOHT T
1E£ C&A (Certification & Accreditation, Vi & iEHFE
) TRERZWMVIAENTEY, C&A Tt R %#E
CCTTANR—F7 4 AN PTA 2FEET 5.

BF BT E208&IcEYEBHBEHE ST RTINS

2 US-VISIT IZ$ 15 PIAAR 70—

4.4 PIAFUTL—FDRALE
AR X 512, T PIA $4E5E1X PIA 77 L
—hDTr—=y NI MERHD. PIAT T L—
MILLTFTRARSE by L~V OB 0L EZEL. Zh
5OEMIZIE PIA 5EOHRTTNTEZLILEND
L. BT, RISV OERMEFIN by T L OB
BRZDIOOHMA T A X AL LTiRItS TN D
FETIHU T Z5Rd 5.
VAT LE, VAT LFEE, VAT LEFTAT S DHS
B4
S EHTa TSN, Hil, vATFLAOBRRE, FokOIC
EFEIIDHS ® X v ¥ a SIBHRT 50
c VAT BFET DIER EEE 721 DHS O3 v v
IZE > CTEERY AT LOMKEICET 55ER
CEVa— YT URT A, BLOENLS OMEEIZEY
ERRAY N
RIZ, HEETUFOX D REHICOWTRIBRT 5.
(1) Ik, MeFrxhaf®
DX REESIE SN DD
CHELDIEWMSIE S LD D
- R EEERAAIE S D D
 EO R ITHERPINE S LD D
< EDX O RIERMER, WE, WBRBEROIEE E
FLTWD)
C TITANR—EESN L 22T, IUE SRS ER
O, IEINTIEROERIR, INEOBH B
LIeT FAN—Y 27 Z3BIL, WEINDHEHRD

DHS
CPO » OMBEE
(AT _
WESEL
PIASEE GAC m
) *ﬂ/
PIASREE
PIADEROBER
(o2l
DHS DHS
BRHE 54T US-VISITHSE o THed |
(PTAEH) (PIAZHE) |

BEHOT L, MAPDEFEEFERZNET L &,
REMREREZFINT2200FHEBLO T2k
ADOHEFICEALT, REREMREH#RT D
(2) VAT AEEROHA
AFHOT R TOEHFIEICONTRIRT S
ca—F—ORMOBY, B, ¥ —rOMRIE X
BT D702, VAT ANRT—F R (F—2~A=
YI) BATO M
CEDXDIEANBIEE LT, FRIEVAT A
O N IE RO TERENE 2 BFET 5 5>
s TTAN—ZESHN . TS TANR—]
A7 LTI, BRENTWRWHKTOFROME,
HROFBY L EH, ABNEhNnWT—F~f =27
FHHRIC L 5 BB BIERT, REMARBESET S
—J7, AR L LCIE, CEONR - AR L
Ea—, ¥X2UF ¢ 77824, MAFBHROR
DR T DHE, T4 ~A =0 7 ORI
DAL DV E2—, EHROEENRIENRZET BN
5.
(3) HMORE
« VAT ANTOT —Z ORE IR E OREH»
CRE AT Y 2 — VBN AESRE NARA (National
Archives and Records Administration) {2 & - TR
ST
c TTA NN WA RE T D BRI L
T, REZOEHREZOHMRE L T LERH D
NEDHT S
(4) WNEBHAR E OIFHOILE LR
- EONEFEM E a0
CAMRRICH LT, FoFERE SO XD RENTIHE
ERSY
CEDO L IR E ITR S D D
T TGANT—EEGN . I TOTTANT—]
A7 L LT, BIRENTOHRWBITORFHROMEH,
FEEN 7R EROMEH, o TR I BHERET S
B, —J7, FERERE LCIE, BAEARSRT 5720
DXEONE - ERFHLE2—, ¥F2UT 4 LT 7
T A, BEPETOND.
(5) FMEHMR & DIFHOILA L R
- COSNRERME & A LA T D 0e
PN O L O RBNTIE SN M
CEDO L ITERMREE IR SRS 0
EW A I T AN oY e, K, W
Knd 50, RBNBEIA SN TV 2 FHR O %
BTN,
AFRMOZITEY FICL > TED X D ITIERDL LT
SEHNTND N
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HEWA~OT 7B AMEERZ TS AN, DHS SO
Blcky, Fokspa—F—#ENERINLDD
cTTANR—EELN . I TOTTANT—]
A7 L LTI, SMBHERC Lo TERAIZSTF SN TV

UWMEHR, SMEHRARIC Lo T B TR S U5 1R,

SMEBRARRIC K D NE B REROMARET 6D, &
TR E LTI, THMAEABIF RS2 U7 ¢ B8
#  FISMA ( Federal
Management Act) (Zft > TLEEIZSTFLNTWNWD Z &
I U TRIET A Z &, IEWMAREE%RICIMRI
MlIZL o TIREENRVWESIZTHZ L, Enkoic
fHmElsE, HH, RET202XF L THET D
ZEREFLND.

(6) @xn
AERONERTIZE AN ZBEB ToNZh. 5 Th
U, BEOa —E2MHEICIRMT 5. 295 Thidn
1L, el Lo EHRT 5.

- EADBERORRME AL T DS F IR 5 2
LRTWDH D

c EADEROFEE OERICFET HHERB G 2 i
TWED. 9 ThUE, EDXHICEOHERNZFTH
F B

« T T AN

() HANCEDT7EALRTIE
AHADNHFOREWRA~T 7 AT H L E2HATLFE
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Categorization of Template Protection Technologies for
International Standards

Shogo Shimizu and Yoichi Seto*

Abstract

As biometric authentication has become popular, systems have become large-scale and open, and a
number of similar application systems have occurred. Such situation requires the sharing of templates
used in biometric authentication. We have surveyed and analyzed the validity of template protection
technologies in terms of international standardization. The purpose of this work is to categorize
template protection technologies, clarify the position of technologies, and list the issues in advancing
a proposal for international standards. The scope of this survey is primarily technologies developed in
Japan, excepting for fundamental ones, because the goal of this work is to develop Japanese strategies
for international standardization.

Keywords: template protection, biometric authentication, cancelable biometrics, PET, international
standard
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Abstract

We have proposed researches supporting software development; a systematic methodology to elicit
software requirements from a visualized problem domain, a database supporting analysis of security
requirements, a CASE tool which has rule-based and knowledge-based engines for automatic software
design in imitation of expert designers, a security design method using UML patterns based on
Common Criteria, and a formal verification method of security specifications based on Common
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Keywords: Requirements analysis, Design knowledge, Common Criteria, Design patterns, Security
Verification, Formal methods
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Experimental Development of an Educational Software
Development Environment Platform

Chuzo Akiguchi*

Abstract

In this article, we study educationally desirable software development environment (SDE) from the
viewpoints of software construction and development process, and propose an educational Java SDE
platform "Ash" which is an experimental environment with pipe&filter architecture and unix-like
commands. First, we examine what kind of course material we should prepare and what methodology
or approach we should adopt, for the effective education of practical software construction. Next, we
study what support facilities are required for effective PSP/TSP education, where Personal Software
Process (PSP) and Team Software Process (TSP), advocated by Watts Humphrey, provide an
educational approach of software development focusing on the development process. With these
considerations in mind, we develop "Ash" both to provide the baseline for the practical software
construction and to support PSP/TSP approach. In the latter part of the article, we describe the goals
of Ash development, the functional outline, the software architecture, and an example of use.

Keywords: Software Development Environment, Software Construction, Software Development

Process, Educational Software Development
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An Investigation of the Transport Layer of Loosely Coupled
Program Development Environment

Takeyuki Nagao* and Hiroshi Koyama**

Abstract

LC-IDE (Loosely Coupled Integrated Development Environment) is a distributed program
development environment where programmers can connect many editors, compilers, and/or
test-applications on different machines over the Internet to build high-quality software. It has the
advantage that a single programmer can execute many tests on different machines all at once. When
the file-alteration-monitor agent of LC-IDE detects a change in the source file repository, it emits a
signal to the test agents, and the agents execute tests on the host where they are running. In our
former work, we proposed and gave an implementation of LC-IDE by using P2P network. In this
paper, we focus on the signaling mechanism of LC-IDE and design a new one-to-many signaling
mechanism over HTTP requests where a client periodically sends an HTTP polling request to a “core
agent,” who manages signals and delivers them to all the interested client agents. Wait-free
implementation of the signaling machinery is given by using compare-and-store technique.

Keywords: Distributed Systems, Integrated Development Environment, Web Services, Concurrent
Systems, Wait-Free
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int32_t state;
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Extraction of RTOS Kernel Functions from UML
and Implementation by FPGA

Hideki Murakoshi*, Yuji Takeda** and Hiroshi Katagiri***

Abstract
We propose a control unit generation system for embedded systems. The control unit generation
system consists of Processor-Generator and Kernel-Generator, and generates HDL code for FPGA
from application programs written in UML and C language. In this paper, we report the implementa-

tion of Kernel-Generator.

Keywords: Embedded System, Real Time Kernel, UML, FPGA
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A Streaming Video System with Reference to the Relationship
between Video Contents and Subjective Video Quality

Yuka Kato*

Abstract
This paper analyzes relationship between video contents and subjective video quality, and applies the
results to rate control methods for streaming video systems. In this analysis, we classify video
programs into some groups in which a large majority of users feel the same video quality. We
determine the relationship by conducting an experiment with method of paired comparisons, and
express that as equations by multiple linear regression analysis. Moreover, we apply the results to the
cases that sending rate is fixed and that frame size is fixed. As results, we found out that the proposed
scheme makes it possible to provide high-quality streaming services under various system conditions.

Keywords: streaming video systems, user perceptive video quality, the Internet, subjective assessment,

rate control, network services
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Watching streams Assessing them ‘
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O S1 S2 83 F1 F2 F3 Q1 Q2 Q
o|— 2 3 -3 0 0 0 0 0 -1
si1|l2 — 2 -3 2 2 2 2 2 1
s2/3 2 — -1 3 3 3 3 3 3
s3|3 3 1 — 3 3 3 3 3 3
Filo 2 -3 3 — 0 0 0 0 -1
F2|l0 2 -3 3 0 — 0 0 0 -1
F3| 0o -2 -3 3 0 0 — 0 0 -1
QLo -2 -3 3 0 0 0O — 0 -1
Q2lo 2 -3 3 0 0 0 0 — ©
Q|1 -1 -3 3 1 1 1 1 0 -—
il 9 -8 22 25 9 9 9 9 2
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1 |0 -8 -23 -3 -2 -11 -23 -5 -24 -34
2 |0 -4 -12 -28 -11 -23 -32 -2 -16 -26
3 0 -2 -11 -29 -11 -28 -40 1 -11 -21
4 |0 5 -20 -33 -4 -16 -29 -4 -21 -27
5 | 0 -6 -16 28 -4 -19 -32 -3 -15 -29
6 |0 -6 -19 27 -4 -12 -18 -2 -20 -31
7 |0 -6 -18 27 -9 -21 -30 -3 -19 -30
8 |0 -6 -15-23 -3 -15 -25 -2 -15 -28
9 | o -3 -8 -16 -1 -7 -14 3 -14 -25
10 |0 5 1520 -1 4 -8 1 -22 -25
11 |0 5 263 -2 -8 -16 -3 -24 -32
12 |0 -3 -13 27 0 -13 -26 -2 -15 -27
13 |0 -1 -12 28 -7 -11 -15 -2 -12 -27
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30 |0 -5 -15 -22 -3 -13 -21 0 -17 -27
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TN—7E:y=-23x12 + 5.2x1 — 1.7x22 + 3.6x2 —
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=5 HUTILBEGEOEHEE

FeHL ID Sk Sy Mx My M,
1 2.15 1.34 3 1 -1
2 2.17 1.82 0 3 2
3 1.60 1.52 0 4 1
4 1.98 1.54 0 2 3
5 2.05 1.65 1 3 1
6 2.02 1.56 0 2 3
7 1.96 1.45 0 4 1
8 3.02 1.93 2 2 1
9 2.30 1.60 2 1 2
10 2.34 1.37 3 0 1
11 2.17 1.51 3 1 1
12 2.32 1.67 2 2 1
13 1.55 1.19 2 1 2
14 2.31 1.83 2 2 1
15 2.51 1.75 1 1 3
16 2.75 1.74 2 2 1
17 1.47 1.28 0 4 1
18 2.53 1.63 2 2 1
19 1.87 1.46 2 2 1
20 2.29 1.37 3 1 1
21 2.72 1.55 3 0 2
22 1.68 1.24 1 3 1
23 1.80 1.51 0 4 1
24 1.65 1.41 0 2 3
25 3.11 1.68 3 0 2
26 3.22 1.72 3 0 2
27 1.87 1.55 0 4 1
28 2.61 1.70 0 4 1
29 1.64 1.42 1 3 1
30 2.52 1.97 1 2 2
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y = F(x1, x2, x3) (1)
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EEBEWRT D WG RT A= L L— MO,
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B = G(x1, x2, X3) (2)
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5. i

EVAT LAOFMEIE LT, Bixles AT ABREE TIC
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BICHIND B DA, BIOBEmY A XICHIFN H 55
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Passivity-based Control of Visual Feedback Systems
with Movable Camera Configuration

*kk

Toshiyuki Murao*, Hiroyuki Kawai** and Masayuki Fujita

Abstract

This paper deals with control of visual feedback systems with a movable camera configuration. This
configuration consists of a robot manipulator and a camera that is attached to the end-effector of
another robot manipulator. This system which can be interpreted the visual feedback system with an
eye-in-hand configuration and a fixed camera one as a special case, can enlarge the field of view.
Firstly the visual feedback system with an eye-to-hand configuration is given with the fundamental
representation of a relative rigid body motion. Next, we construct the visual feedback system with a
movable camera configuration by combining the camera control error system. Finally, we derive the
passivity of the visual feedback system. Based on the passivity, stability and Zz gain performance
analysis are discussed.

Keywords: Visual feedback control, Robot control, Passivity, Lyapunov stability, Z2 gain performance
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Delay Time Estimation using New Signal Processing Method
based on the Causality

Yosuke Tsuchiya*

Abstract
We present a new method for measuring delay time and acoustical properties of sound reflection
systems. In this method, the system is assumed as a minimum-phase system with delay, and is
described as a discrete causal system. Since the causality of the system is defined differently between
the real system and the discrete system, we must transform the frequency characteristics of the
former to those of the latter. To do this properly, we propose a new extrapolation technique. The total
frequency characteristics are extrapolated from the band limited measured data so as to satisfy the
causality described in a discrete way. Thus, we can use the discrete Hilbert transform relation
between real and imaginary parts, and also between the log magnitude and the phase, of the
frequency characteristics of the sound reflection system. Using this method, we can estimate the
frequency characteristics of the sound reflecting material as well as the delay time of sound reflection.

Keywords: acoustic impedance, Hilbert transform, extrapolation, causal system
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