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Judgment of public institutional support for start-up companies

Yasushi Kisatani*, Yusuke Miyoshi*, Haruhiko Tsuzuki**, Yutaka Ando*, Shogo
Kamei* and Hiroaki Itakura*

Abstract

In order to improve the founding rate in Japan and to foster unicorn companies, it is necessary to

change the way in public institutions.

In this study, we will discuss the point of judgment of public institutional support for start-up
companies, focusing on the relationship between company performance and internal rate of return.
Keywords : Internal rate of return, Company performance, Public institutional support, Start-up,

Unicorn
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The ‘INDUSTRIUM’ Model of the World Systems in the Age of the Third
Modernization

‘Leave No One Behind’ and the ‘Great Convergence’

Mitsuhiro Maeda*

Abstract

In the modern world system model, the globalization is defined as an ‘inclusion’ of developing economies into the
modern global capital system.

In the past, many models explained that the globalization would expand the difference of economic development
between developed states and developing economies, since substantial industrialization would be promoted only
in developed states. Those models would be called as ‘the Great Divergence Views.” Those models are based on
the fact that quite a small number of developing economies have successfully launched the industrial development
in the modern world system until the middle of the 20th century. This phase of the globalization would be called
as ‘the First Modernization’.

Recently, many models explain the distinction among developing economies between those which are
successfully promoting the industrial development and those which are not. Those models would be called as ‘the
Distinction Views’. Those models are based on the fact that a substantial number of developing economies have
launched the industrial development in the modern world system especially in the last stage of the 20th century
and the beginning of the 21st century. This phase of the globalization would be called as ‘the Second
Modernization’.

The United Nations adopted the SDGs (Sustainable Development Goals) in 2015. The slogan of the SDGs is
‘leave no one behind’. We believe that this slogan reflects the latest status of the globalization, namely
substantially all developing economies are launching the industrial development, and thus the difference of
economic development between developed states and developing economies would be decreased in the long run.

This paper tries to establish a kind of ‘the Great Convergence Model’, based on the perception of the present
status of the globalization as ‘the Third Modernization’, in which the door of the industrial development is open to
all developing economies.

Keywords: globalization, the modern world system, SDGs (Sustainable Development Goals), the Great
Convergence, ‘governmentium’, ‘industrium’,
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: Cambodian Development
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EITHOENM O R o Z L TH 5 .NIS ( National
Innovation System) &I, BUSF A EED, 5K T 5, EHFK
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AV FZ AN T KT )V O IR, BT RE R L&
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SEUTAER BRI L LTI XD ARG AR LT
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7o O W AW E T AEE Th 5. AR Ak B
B RER ORIT FES St B E 50 G ML R
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BERERE R E SR AT AO@EENEH BB
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T IR WTITEES DO @ MEEPE N RO SN DL D.
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DIEER D7 a— SISy AT A DLk, T a— LG
A 27 2 (Global Capital System) ,&FEA TUND.

AR AT ML TH Y m— LAY AT ML T,
ROMRDOEFIZB VT IERELRSN TEIHDOTHY, S
HxBi#EL D% EICHALDOTHS.

A HRAONDERVAT DR T DI LT/ L7
EEEMELT,EILLL F &85 (1 13).

BT, B AR EERE L oA S0
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BAL, BIRDOVAY Fe/IMEEE 71, 7 VT 47 XBAFE D
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FOIL, P REUTOHRL THD.

F61%, FIRRAR T H] B O T THY, Z U LB E N T
HBEDRILK T DL LloTz.

ETITAESRERRD 2 THREDHEA Th 5.

FSIL M BUEIRIC T L —% 2T 52 bl bl ST
DETFHERETH .

BN EATTOFANCLDER IO RZ DI THD.

B10IX VAT T A DT/ FBEL TOL ALYV ES|
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1L R LR S OFEAE THY, Z U XV T4 T X

T ARBIBIE T HZ LT o7z,

B 1218, 4 SR DRI~ OO E B E OMEA THA.

1313, R R L O BT LAY R S FRERE D
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BT, NT NVOFRAELHAHTHY, ZICEVI R EBE
B DR 523 Bba, E7 i f5 g ], tH AU, Hiusk i 45 o
WENMERT DLl

ZDIRERY AT DB AT LEFRNTHEZ TV
TR, 2 REA DRI R 2 3 B2 LB 3 7= O 1D T
W REFFOL DL 5 B ZIZ R ERIX,2008 FEDY—~2 -
TayZ UREOBL T OEBREFESEZ LT DI T 2.
FH ] D K HUARZ2 o B HH 8, St (] oD KB 4 il i 258 1
L0, FRIFIER LR 8L KSR O DT LD DA A
T AIKRESLE L. — )7 C,EHOE REH, F 17D
ABREFDR, SRR BIFE RN O _EIC < D MBI 27 HFEE
L, FZL<OEFICB WV TRE 2 X AR HEHEL TETWHD
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L EREE DL AT AEEART AT LD 2 BHEEE
FIILTHB.

EHORET DAL FANT LT UL, IO2BEEET
TIPSR AT 2 (Industrial System) Z/127- 3 JE##E
BEETILTHD.

EREARER VAT ACBWTEARZHASE L2 D
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DMEL, BRI RN EHNCH-> TR EL TWDDI, th
EWIMICY AT AT TN E RO B E AT HEIC T &
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—HTINHD2ODEREIC L > TEBICE AN TS
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BAROBE S, T7b b R EENNE CH LI LITRDIT
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W BEROBEEETIY, EAR VAT AFEE L= 12 THfdh
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H G 3 Thole.—J5 PESEFam DI, AR LB e
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B MLATIIRWS OO, LU F D X578 F Ik EE %
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2,VbpBHILE I NHD.
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FTRbbLEEMICIARFESIE O OMEEZ Y 5
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AR R B A R DTENTED.

R, A7 AN T AOREFIT LD HEFELOBERED
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PRBEEE OMERE (% ATE— B A0 LK RE, LIRS 2 L
T5.), K OE2ZE O () B HERETHIEIND. 2O
T DBUFIZ I\ N T, FEREBOR Y /{IFAFTEL 720,

AV E AN BERERLT D3> DA MHIEIZ OV TR
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T AN TH Y T IEAFAEL L TS —F
T BEHET AT MO EE BT 285 (FEEBUR Y R)
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CDEHRTERE D BN 2, Z 2 TIXBUE I T R AL T 47 I
(Political Governmentium) EFESZEET 5.

W2, B ORI REFERBEREO 1 2EL T A
U H AR T BORES SE LB EE L OHEERS LA TN
TR, B pE FEBUR Y RSN T D IERROBUF T
HD.

ZDIHIRTRBED B2, ZZ TIXBIR A AT 7
(Developmental Governmentium) &FESZEET 5.
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T AL E AN T SO T8 E 2 DR b OHEE DS FEF e
BERELL TRDHNA.
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TV T b EEBUR Y R, ek LT BERE S AT L& T
L, OREE TEE 4 M5 L RIRF IS, BURF 2RIV T,
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T PEZEBUR Y AL, A X AN D AR O [ 17018
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Nasional) THY, 2 h 20 44 O K M [E 5261 %6 51
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g F m (
Rencana Kerja Pemereintah ) K& OVBCRF 5E fig 71 o
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A Data Science Education at Advanced Institute of Industrial Technology
— Case Studies of the Graduate School class and Workshop for K-12 —

Ayano Ohsaki* and Atsushi Shibata*

Abstract

This paper reports two case studies of data science education at the Advanced Institute of Industrial
Technology (AIIT). Recently, data scientist's demand has increased dramatically in the IT industry. To
satisfy this need, AIIT has data science education classes for IT engineers. The authors proposed an
Artificial Intelligence (AD) utilization in the class because students need to learn pragmatic knowledge
and skills in a professional school. Additionally, the authors held a workshop of Al education for K-12
students as a part of the data science education based on the experience in that class at AIIT. The
results of these cases suggested the usefulness of both programs.

Keywords: Data science, Artificial Intelligence, STEAM, Professional school, Workshop
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A Study of the Information in Creation Process of Products

Systematic Understanding of Information Structure related with Building Information Modeling (BIM) based on Creation Process

Satoshi Yoshida™

Abstract
The way of creating products/services that companies have established thus far may have brought an
advantage in that field. However, amid changing environments and conditions, ways of thinking have
to be continuously changed in many processes, and yet it is very difficult to completely grasp the
contents of those ideal changes. In addition, even if the contents of the changes can be grasped, there
will arise a need for discarding acquired competencies and transforming organizational structures and
philosophies, in order to change the mentality of the entire organization.
Every project in the field of Construction has complicated process, and these processes are based upon
different industrial fields. It is difficult to fix the way to order buildings which has own various
conditions because of this this complicated characteristic. Therefore, discussion of this topic has not
developed enough, so it is necessary to consider that immediately.
This paper discusses the aspect of Information on the process of construction projects, and tries to
contribute to establish a fundamental theory of the concept of Building Information Modeling.
Especially, the theoretical analysis of information creation on the process of construction projects
shows the important points of issues for the foundation of Building Information Modeling.

Keywords: Design Process, Design Information, Emerged Function, Building Information Modeling
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Spectral Analysis on loT Healthcare Data for Stress Estimation
Xuping HUANG*

Abstract

In recent years, quantitative analysis of sleep quality and stress estimation during sleep have been
important social issues due to sleep deprivation. Conventionally, sleep quality is mainly subjectively
evaluated by pittsburgh questionnaire, while stress is estimated by power spectral analysis of
electrocardiogram. However, measurement is difficult during sleep since restrictions on respiration
rate and body motion. Sleep depth transition presumable by heart rate variability is achieved, however,
the correlation between heart rate and sleep quality during sleep is not clarified. In this report, stress
estimation during sleep by autonomic balance evaluation index and correlation analysis are performed
to heart rate and sleep depth data collected by wearable IoT equipment. Privacy preserving healthcare
data analysis using homomorphic cryptography is proposed as a target application.

Keywords: wearable IoT, stress estimation during sleep, privacy preserving

1 Introduction

Sleep deprivation has been a social problem and
an important issue for research on both of IT and
metabolome pathological analysis. Conventional
works indicate stress affect sleep quality [1], [2], [3].
IoT devices-based research on relationship between
heart rate variability (HRV) and autonomic nerve
activity has been focused [4]. In [4], the relationship
between heart rate and sleep states in camp has been
investigated using subjective sleep states data
collected by pittsburgh questionnaire. Power spectral
density (PSD, /ms?=Hz)) analysis of heart rate has
been used as the stress index to calculate the ratio
between low frequency (LF) component and high
frequency (HF) component. The same index is widely
used to estimate autonomic nerve (stress index) in
conventional works [3], [5], [6], [7], [8], [9], [10].

For heart rate, in conventional works, RRI (RR
Interval), collected via electrocardiogram (EGC) is
used for analysis. According to manual [11], in order to
avoid arrhythmic heartbeat of RRI, body motion and
deep respiration are not allowed. Yoshida et al. [12]
also suggested the respiratory sinus arrhythmia (RSA),
which indicates breathing, implies a strong correlation
to heart rate by analyzing PSD. Since breathing and
body motion are difficult to be controlled during sleep,
heart rate collected from EGC may result noise. Thus,
to collect HRV (bmp: beats per minute) during sleep

correctly, a more suitable device, which is unaffected

Received on September 16, 2019

by breath or body motion, is required. A wearable IoT
device, which collects sleep depth, has been an
alternative solution.

For sleep depth, Takeda et al. [13] proposed a
model to estimate transition of sleep depth by
analyzing heart rate variability and sleep duration.
For this inference, a strong correlation between heart
rate and sleep stage is required and has been an
indispensable  prerequisite. However, in the
conventional works, the correlation between heart rate
and sleep depth is not revealed.

Furthermore, confidentiality of sensitive
personal information, including health monitoring
systems has been an important issue [14]. However, it
is not considered in the conventional works when
analyzing biological information for stress estimation.
As an alternative solution to privacy preserving, Ma et
al. proposed a simple, but effective security solution for
ECG signals based on an ECG compression algorithm
[15]. However, the security against attack is not robust
enough. Kikuchi et al. proposed a privacy preserving
method to medical data by applying homomorphic
cryptography to distributed dataset from different
hospital and analyze the logistic regression to
encrypted data to analyze real medical dataset [16],
[17].

The final aims of this project are: (1) to disclose
an appropriate indicator for sleep quality, (2) to clarify

correlation between heart rate and sleep depth, and (3)

* FEERIN K FPERY:, Advanced Institute of Industrial Technology
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Figure 1 Target application: stress analysis with distributed and encrypted data

to give a proposal to achieve confidential data

processing and analysis using homomorphic
cryptography for real biometric dataset collected by
IoT devices.

As the contribution of this paper, we collected
real dataset of heart rate and sleep depth data during
sleep via wearable IoT device, and then we applied
PSD analysis to the real data to analyze sleep quality
by autonomic nerve as a stress index rather than
subjective questionnaire or estimated from HRV. We
examined PSD results of heart rate and sleep depth
data collected by different IoT devices and disclosed
which data is more appropriate to analyze sleep
quality. Correlation between heart rate and sleep

depth is also clarified through our experiment and

analysis. Additionally, privacy preserving 1is
considered to protect sensitive personal data.
As a preliminary preparation for privacy

preserving, this report supplied a privacy preserving
analysis process through cryptologic protocol between
distributed institutes. Figure 1 illustrated a target
application of this paper. A privacy preserving stress
analysis is archived by a new protocol between hospital
A, who owns the sensitive stress index, and the labor
association B, who maintains the overtime history for
employee. The stress of employees is identified
through linear regression towards encrypted stress
index and overtime hours to prevent suicide without
using vulnerable plain data. Homomorphic property of
public-key encryption allows to perform any analysis

without revealing the confidential data.

2 Spectral Analysis on Heart Rate and Sleep
Depth Data
2.1 Heart rate and sleep depth data

In conventional works, RRI value from EGC is
used to analysis stress via PSD and to estimate sleep
depth combing with sleep duration [13].

Sleep depth is usually defined to be Non-rapid-
eye-movement (NREM) sleep and REM sleep to show
sleep depth into different stages. Beth et al. divided
REM and NREM into NREM 1-4 [18]; Huupponen et
al. divided sleep depths into 6 stages as: W (wake),
REM, S1 (light sleep), S2, S3, S4 (deep sleep) [19];
Takeda et al. divided sleep stages into 3 depths: Wake,
REM, and NREM [13].

Jawbones sleep coach report pointed out that
deep sleep repairs muscles, and fights diseases, while
REM

memories and organizes learnings when we dream [20].

sleep optimizes concentration, consolidates
As the relationship between heart rate and sleep depth,
it 1s figured out that during REM sleep, heart rate is
irregular. Deep sleep has slightly more physical
movement but a very steady heart rate. Light sleep is
associated with more movement [20].

In this work, according to Jawbone's wearable
IoT multi-sensor technology in UP3, it seeks out the
unique physical characteristics associated with Wake,
REM, Light and Deep Sleep without uncomfortable
electrodes capturing eye movement and brainwave,
then classifies the sleep accordingly. For quantitative

analysis, sleep depth is marked with numbers for four
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sleep depths captured by Jawbone UP3 with sleep
duration as- 4. Wake 3. REM 2. Light 1. Deep sleep [20].

2.2 Spectral analysis for stress estimation

PSD shows the strength of the variations in
frequency domain. By investigating the density of a
certain power value and by analyzing the specific
frequency range where the peak power located in, it
will be a useful index as the health indicator.
Computation of PSD is calculated by fast Fourier
transform (FFT) of autocorrelation.

Spectral power between [0.04, 0.15] Hz indicates
LF power (ms2), while [0.15, 0.4] Hz indicates HF
power (ms?); and LF/HF ratio evaluates stress as the
autonomic balance evaluation index [4], [5], [6], [7], [8].
Sleep apnea typically associated with spectral power

[0.01, 0.04] Hz,

indicate heart disease or apnea syndrome as a

oscillations between which may
dangerous sign. According to work [7], healthy and
younger participants has higher RRI and RSA shows a
more obvious peak in high frequency. Generally, power
of HF gets larger during sleep than daytime, which
indicates parasympathetic nerve activity. Thus, a good
sleep quality may have higher HF value, lower LF and
LF/HF values.

2.3 PSD based on Wiener-Khintchine Theorem

According to Wiener-Khintchine Theorem, PSD
function can be obtained by computing Fourier
transform of autocorrelation function of a signal [21].
Periodogram, a one-sided Fourier Transform is used to
calculate PSD, and hamming window with length of 64
is applied to x(2).

Autocorrelation function C( 7 ) measures the
linear correlation between two variables x(t) and x(¢ +
7). Tt is an even function on variable of time-lag 7
with C(0) as the maximum value and correlation gets
weaker if 7 gets larger. According to Ergodic Theory,

autocorrelation of x(z)is defined to be:

T
€@ = ¥OXE+ D) = Jim 1 [ xOx( + 0 (1)

Here, 7T'is the periodic variable, and -7/2 <t < T/2.
Suppose X( w ) is the Fourier transform
coefficient of x(t), then FFT and inverse FFT are

represented as follows:

1 r® .
X(w) = —f x(t)e tdt 3)
2w )_,,
, here w=2m/T.
Power spectral S( w ) can be obtained by
processing FFT to autocorrelation function C( 7) as:

_2n|X(w)|?
S(w) = lim B — 4)
2.4 Calculation of stress index

Heart rate converted to RRI and sleep depth
values are used to estimate stress felt during sleep.
LF value is calculated as follows:

Aw
P(w)r = f S@) * S do
0.04

0.4

Aw
S(w) * - dw (5

P(w)yr :f ;
0.1

, where A w =1/length( w ), and stress index is
estimated by

P(w)Lp 6)
P(w)ur

In case that most of PSD values concentrated in higher

ratio =

frequency domain and peak value is detected in higher

Figure 2 IoT devices to collect heart rate and sleep

depth data during sleep
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value, it indicated parasympathetic dominance.

Oppositely, if the peak value of PSD located among LF 14000

domain, it indicated sympathetic dominance. The 212000

lower the ratio is, the more relaxing it indicated. Stress %1 0000

is estimated from result of ratio as defined in [22] that = 000

(1) ratio 2[0, 0.8]: relaxing, (2) ratio 2[0.8, 2]: normal; E

and (3) ratio >2: stressful. E 6000

3 Experimental result of stress g 4000

3.1 Dataset :g ggooe

Heart rate x(#) (x,t €R&) in time sequence is = 0 . . . . . . .

collected by Jawbone UP3 and Verifit ver.41 as plotted 6/8 6/9 6/10 6/16 g:ilr?e 6/18 6/19 6/20 6/21

in Fig.2 for sleep depth (SD) and heart rate (HR)
during 6/8-8/4, 2017 for 43 days, 5263 samples. Time 1t

LF of SD —5—

1

is with an interval around 5 minutes. The participant
for the experiment is a 30's female, healthy with
BMI=18.7. The statistics of data collected is listed in
Table 1. RRI is calculated by 60/x(t) * 1000 (ms).
3.2 Data analysis on heart rate and sleep quality
during sleep
Examples of heart rate and sleep depth during

Transition of LF and HF of Sleep Depth
=
]

6/8-6/10 and 6/16-6/21 are plotted in Fig.3. The gray f?fg 6.-’I9 6;1.0 ﬁfllﬁ fml? 6.-‘1I3 6.-‘1IEJ 6.*'2III) 621

components are heart rate during sleep while the blue Date

components show heart rate during wake. It is obvious i ' ' ' " LF/HF (lliRI} L

that heart rate values maintain to be lower during 351 LF/HF (SD) -3~ A

sleep than wake. Arrhythmic heartbeat, especially ir . i
251 8

high value of heart rate and sudden upbeat may be

observed if heart failure or sleep apnea occurs. xs07 =

,_.
LA
T

127 during light sleep may behavior disorder and

Stess Index LF/HF
(]

should supposed to be a dangerous sign since the 1} .
precipitous upbeat could be a relevant issue of breath o5t i
after apnea period. This sign should be focused if ol— . s . s s s s .
abnormal value appears frequently. 6/8 6/9 6/10 6/16 6/17 6/18 6/19 6/20 6/21

Date
Figure 4 Transition of LF, HF, and stress index
LEF/HF ratio of RRI and sleep depth

Theoretically, heart rate stays stable if sleep
quality is good, otherwise, variability is more
remarkable. Figures 5 and 6 show a correlated
variability between heart rate and sleep depth

Table 1 Statistics of heart rate and sleep depth data
accordingly to a stable and unstable HRV on 18th and

8th, June, which may indicate sleep qualities. Table 2 Index Value
lists the details of sleep depth, sleep duration and HR + o(bmp) 70+ 13.7
heart rate to give a comparison between good and bad REI + a{ms) B84 + 162
sleep qualities. As shown, good sleep quality is SD+o 2.3540.78
associated with sleep better stability and the slow median, mode (HR) 68, 55
oscillation, which is indicated in Figures.5 and 6 good median, mode (S} 2,2
sleep has slower heart rate and most of sleep depth maximum, minimum (HR) 136, 41

concentrated around light sleep with longer deep and

light sleep duration.



Spectral Analysis on IoT Healthcare Data for Stress Estimation

In order to verify whether the daytime activities
affect heart rate during sleep, heart rate at 1 hour
before sleep (average value of every minute) and
average heart rate during sleep are listed and
compared. Figure 7 plots the comparison result with

25 days' data. The average value of 1 hour before sleep

and average value during sleep is 62 BMP and 57 BMP.

It indicates that heart rate values stay stable and
lower during sleep, while heart rate values at 1 hour
before sleep decrease but are generally higher than
average HRV during sleep, which are supposed to be
affected by the daytime activities.

3.3  Result of power spectral analysis on stress
Formulas (5) and (6) are
calculate LF, HF and LF/HF with one-sided spectral

power, in hamming window sized 64.

implemented to

Figure 4 plots the transition of LF, HF and ratio
to estimate the sleep quality and stress index during
sleep using data from 6/8 to 6/21 which include data
approximately a circle of week.

According to Fig.4, in case of RRI, LF > HF in
6/16 and 6/20, which obviously indicate stressful
condition. HF > LF on 6/18, which shows a relaxing
condition. In case of sleep depth, a stressful condition
is indicated on 6/8, 6/10, 6/19, 6/20 and 6/21 that LF >
HF is obviously shown, while on 6/18, a relaxing
condition is shown that HF > LF. For both of RRI and
sleep depth, data on 6/18 refers to a good sleep quality.
In case of stress index, data on 6/18 has both of RRI
and sleep depth a low ratio, while on 6/8, the ratio of

sleep depth is 3.279, which means a stressful condition.

On 6/8, 6/10, 6/17, 6/18 and 6/21, data show a low ratio
value of RRI and on 6/16, 6/17, and 6/18, data show low
ratio value of sleep depth, which indicated a relaxing
condition. However, according to Fig.4, there is seldom
correlation in the trend of transition of ratio between
RRI and sleep depth.

Figure 8 shows the result of stress index LF/HF.
A comparison between RRI and sleep depth between
8th, June and 18th, June is plotted to show the
difference between stressful and relaxing condition.

According to both of periodgrams of RRI and
sleep depth, there are more power spectral in HF
components on 18%* than those on 8%, with a more
significant detectable peak value in HF component

rather than in LF components, which indicates that

Table 2 Comparison on heart rate and sleep qualities

on 8t (stressful) and 18t (relaxing) June

Index Stressful Relaxing
(&th June) [ (15th June)
HR+o 67+ D87 61+ B.08
EIEY 2.81+£0.79 2.12+0.80
median, mode (HR) G5, 60 o0, 58
median, mode (SD) 33 2,2
deep sleep duration 43 mins 1h 35 mins
light sleep duration ]2| mins 1h 30 mins
rem sleep duration 5h 16 mins | 4h 21 mins
wake 1h 47 mins 35 mins
arousals (times) 3 3
total sleep duration | Th 22 mins Th 27 mins
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Figure 5 HRV and sleep depth on 8th June
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Figure 6 HRV and sleep depth on 18t June

18th data is relevant to a more relaxing sleep. More
power spectral concentrated in LF components on 8th
data.

PSD frequency components of sleep depth are

43
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Figure 7 Comparison on HRV between 1 hour before

sleep and average value during sleep

Table 3 Cross-correlation coefficients between HR and

SD
6/8 | 6/9 | 6/10 | 6/16 | 6/17 | 6/18
0078 | 0007 | 0113 | 0016 | -0.162 | —0.011
6/10 | 6/20 | 6/21 | 8/4 | Total
0461 | 0143 | -0.467 | -0.106 | 0.068

Table 4 Correlation coefficients between HR and SD

(daytime vs. sleep)

6/9 6/16 | 6/17 | 6/19 | 6/20
hr day v.s hr sleep | -0.047 | 0.042 | 0.090 | 0.190 | -0.294
hr day v.s sd sleep 0.042 0.005 | 0.000 [ 0.058 [ -0.185

difficult to detect due to a wide distribution of peak
value points. Furthermore, LF/HF of sleep depth on 8tk
June is 3.23, which implies to a stressful condition, and
the result is more convincing than that of RRI
(LF/HF=0.69) according to the sleep depth and
duration data listed in Table 2, Figs. 5 and 6.
According to the result, LF/HF of sleep depth
represented the stress condition more correctly than
that of heart rate.

3.4 A discussion on correlation between heart
rate and sleep depth during sleep

Many conventional works analyzed sleep quality
and sleep depth by PSD of RRI, however, whether the
LF/HF of RRI implies the sleep quality correctly and
accordingly should be clarified. To achieve this, the
correlation between heart rate and sleep depth is
calculated and analyzed. Suppose sleep depth is y(2)

(vt ERJin time sequence and 7 is the index of samples,

then the correlation coefficient R is expressed as

follows:
i@ —T)(yi = 7)
ﬁlr'lllT —1 |-1| _T__:_:I

R =

Vi —7)°

The result of correlation is listed in Table 3.
According to the results, there is correlation
between heart rate and sleep depth on 6/19 and 6/21
and no correlation on the other days, either total data
during this period. The reason is not clear since the
conditions (light, temperature, etc) for experiment are
similar.
[10]

autonomic nervous by comparing anxiety/relaxation

Kume et al. identified a difference of

indicator A LF/HF between listening to relaxing
music and keeping silent, which is suggested to be
related to the feeling of sleepiness and wakefulness for
sleep quality. It also suggested that LF/HF might show
a delayed response to fatigue.

Our experiment result of LF/HF on stress index
on 8th and 18th, June is in consistency with the result
in [10] that the participant was busying preparing a
presentation on 8th for a group seminar to be held on
9th, Friday and feel stressful during daytime, while
keeping relaxing on 18th, Sunday by attending a
classical violin-piano concert during 13:00-16:00.

In order to clarify the effectiveness of daytime
activities to sleep, we investigated the correlation of
RRI during daytime vs. RRI during sleep and RRI in
daytime vs. sleep depth during sleep adjusted to be
with the same number of samples from the time stamp
of falling asleep.

The result is listed in Table 4. Seldom correlation
is there between variables during daytime and sleep
except data on 6/20 that heart rate during daytime has

a low correlation to heart rate during sleep.

4  Conclusion

This work collected healthcare data including
heart rate and sleep depth data during sleep via
wearable IoT device with the purpose to analyze the
stress conditions and sleep quality during sleep by
spectral analysis on autonomic nervous stress index.
We identified a stronger correlated between sleep
quality and LF/HF of sleep depth rather than that of
heart rate. Experimental results also suggest daytime
activities affect sleep quality, however, the heart rate

has seldom correlation to sleep depth. Improving sleep
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Figure 8 Comparison on stress index LF/HF of RRI and sleep depth on 8th and 18th June

quality by analyzing the affective aspects such as
environment data collected by IoT sensors and daytime
activities with more sophisticated data and algorithm

is another point we will focus on in the future.
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Development of cyber security attack and defense exercise system CyExec using
Docker container-type virtualization technology

Yoichi Seto* and Ryotaro Nakata

Abstract

The threat of cyber attacks is expanding, and sophistication of attack methods is progressing. On the

other hand, the shortage of corresponding security personnel is getting worse. Commercial exercise

systems effective for security human resource development have problems in cost and operation, and

their introduction in higher education institutions has not progressed. For this purpose, we have

developed a Cyber security Exercise system (CyExec) that uses Open Source Software. This paper

describes the development of the CyExec exercise system and the verification results of its

effectiveness in educational institutions.
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WebGoat

1 [XC&HIC

T AR DXV T AT DI AEEL
MU TWA. 2018 4E 1 H O fE@ & H e,
2019 4 7 A Oz B =R —E AR IER A SR L,
MO ARG IR T AL, AN —
X 2T AT B DL EES T[],

BOROVA\—tF 2T (HEIE T, X270 A8
DB FRIFREL /2> TS, 2020 4E12iE 19 5 ALLED
MNP RRTDHRIALTHD. e, BRIt )T 135
AT T2 A ORI HAT O AR R DRSS T
5[2](3].

X2 VT AMEROBVMALL T, —HOEEHE
BB AN T, MBI X0 E M Thbi
TW5. HHOKRBREE Y — VZLAHE R, ERROEX
2T HA LT U N B LT RBR S BRTED YA —
VAL BB B 5 4] (5]

PAN—L DN LDEBNE, EIETDHVAT LEHLT
MEEEUT-ABEREE B C, ST I D37 U MOERE

Received on September 16, 2019

DRNT =T N7 E, FEiE TR E LT R 72 E
NEMTED. UL, ZLOEFEHEHBETIE, #EC A
T LD EMA TR TOD, AR @S0 HE
REEDOHFFEREITIANBDREND, S A —L VD
B ADEATORVB][6].

DT, YA NR—EFX 2T 4B AT 2 CyExec
(Cyber security Exercise)xBi%L7-. CyExec I, A&
VAT KEFE AT h BRSNS,

FAES AT M, VirtualBox <° Docker 728, 4 —7"
V=AY 7 =T 0SS &AW, R ANTEA R AT
RETHD. o, MWBHMEEZ ST —% 7 7T ¢ITdh,
B OB RN TFTRETHY, HE v/ I rk oy
AT LELU RIS - L RFIH T 228 T, ERREMEIZ X
LR AHAWROL, Z<OBEKETHIR ST
Fa T LRIENFRETHD.

EE a7, LIS R S S, FERE
e L CTIRIRFE Y — L 032, TSRS L TR L1
DAVETITAT IR FTIUARBRFEL, HE T 07T 0% 5
L7 (5116171

* RN KFPE RS, Advanced Institute of Industrial Technology

** 4 K%, Showa Women’s University



W —

AFRLTIE, 2 B THAN—TX2 VT4 HEOWRILE
M, 3 BMTHAN—EFX 2T 41EHE AT L CyExec D
$EZ, 4 T CyExec ~FEEFTHHE TV ONE,
5 H TR H BB COHBE R ROMFERS IO TR
~5.

1 HAN—EF1)T+HFORIRERE
11 HYAN—tFa)T+HBEORR

WD R ORI A = [B].

£ 113, EEARYAN—F )T HEEFERL T

# 1 AN—EX 2V T EE OB AR

X% N B % 8 & &l & &
ERI |EET22EeHKIC. T4 | HHHBE X2 TR BB, ®
EP -2 AN—Fa2 )T HHIE |RKENEHS, [ X, NTT, EH
MEEIOTSLIELT, | ZoEHAH HothhTh
2016 EEMND 5ODHEEZ | DEOHNEHE UFxas L
B &4 B AS 18 BLEEOEIE
HRE ([clsovERICDS=-TF%2E |2HRKE LD KEREM, 7+
AR ([BITHEAPREREAT (X505 850HE LSy o,
12, BBy A—tFa |HIZkDA L B, ELHmBE

UT4aFEHHNI—X
lCcysec) ZPBAGH

—nNZAERAT
£ i

E, BEWVWHY
* 315 LHEE

HHt (EHTI2FEERKELE | FRHKALD

Fal EEHMBLELT, 300F E RO

FA4K |ERABEFOATLS. ¥ [MHICEDF L

1PN Mo DXEITKY Y118 — —nNZ2AERXT

L] Ly CEFEAL, RERA | =K
LOHmEKRFICEY EE E
= i

enPiT ERHE - -®ET - AERE [-BOXKET 5DODKE (1

E5IRES ho#RENDE. KERE T HEBEETERN | X TFREH
M ICE#ESH TSN, HALLESE P A
FHERMTOI—RHLBEE (21 3 K, X, B
L, 11 KXZ2TcEE. #HE2EA|[LDF LN EX)%E$DIS
[ita—2F, REKWZE AR TER £k

BUXF v YT RABEEX
BILHEEE TRKFTER

B Z0%, BT 2EREAT, 2016 4EFE L0 B HE T 220
WA= X 2 VTR BIEE T 1T A 2R L
TWD. WVF 2T MEFCIMTRERTE L CTREZEDOWH %
TRy, EimnIE sIlhDHkE, OWASP top 10 2
—RZLTe AR =X 2 VT D ERNINEEFESHY
Fa T AEHELTNS[E].

WO R FT, 2015 FEE LIS AR F BN
ORFRI T 0 s T LU T A= 2T 25 2 —
Z(CySec) |ZBAEL TV, Lo Y =T DERKA H
FBL, FNHE L EE ORI CIRIEW X 2T 4
EEREL TS,

THBDEBIRY AN =X 2 VT A BB EMT D
HEB TR, SR ROL TR ERoORES
DAL, EEENE ST MM EB T DI VF 2T %57
ELTRY, FOMIFOT- DML/ R B,
MR DX BEZ T TER G ZE>TNS.

FRRIUSRA LI LN 2 U T BB EEML TS
HEHERBEDELL, BBy N — 2T LHE
28D, HHEX )T OWERH DWIIR S BT O E O
FEHiI B TS,

P AN—FF 2T A EH I FHEIMTHIF 27 LBARSCTH
BrFd 52D, B AMTH TEEFDX
Ba TN H VX 2T DEHERFTHZENEEL. <D
HERRNL, EERMYAN—X )T HE ONEMEE
JEUTWVBER, AL TE TRV ORBLRTHS.

1.2 HAN—tFa1UTAEEDERE

REI2 Y AN — X 2 VT A HBEEA T CODHE
BB TERL QDR HREL T, LT D 2 90385,
(D ARBR8Y — A L A% H

WERa ORI, 5 LUK IR EAARERL, Z3ik
RHMEERTD. Y=L OFILLT, ¥FaT Y7 Y=
TR ERET HAI2=T 1 ThH5H OWASP (Open Web
Application Security Project) 232#t95 WebGoat
<0, TPA (15 AL ERHEEREHE) 23425772 AppGoat 3%
5. W L EECARINTRY, FIARHL PC TR
P U THHB REAMET 5.

AppGoat 1%, EAHEBEEELI-AF 2T LK ES
AUTWBD, IVF 2T BTN EER 7= 60 RN R T
5. Fiz, Y=V OBGETHNERNATHOI THRND,
HLOMESITE DRI TETUVRN9].

WebGoat %, HINZUIZE DR T27 07T AOUGETE
SEDBERFEFES IV TNDAD, HWEEIZLDFE EM OB D
BECHY, HE FHEIZITIHIF 2T LT X ANDOEEH I
BThD. Eo, SEREN R0 E S EE, IR
B> TUTHFRTD T L E THH[8].

RERSEY — S S D1 E O R EEPRI e tE O
BLOKRIRICIRES AL, BOEMIEBHEMANZ s30T A2
FITAT IREEITRIT S,

() Y AN—L DI DS

CSIRT (Computer Security Incident Response
Team) <> SOC (Security Operation Center) 2L, &%
2T AA L 2T L MR FTREZRAAR I A DB RA B
MIE LT HERAEE ThHD. A=V THEE T 5IH
BEREL, FHICHEL SR CEMEST DIUREREE Y
FGAT b, Y=, Ry NI EBFE MR DT AT LB
Bia R CTHEEE S 2[4l [5].

# 218, YAN—EF 2T HE OEE <7

ZHERIL, v N =T RERIERT ST M WK
BRI, WREFIESC AT =7 O, #E RO
RIS ITEDIIHIRE, BUEFAEND SRR ETO—
HOWAL T VA) ZAEE LI FE R AR THD. LsL,
PAN—L DTN - HEFFA AR S ThD. Fe, T
RO G AFRRO BN DT T UAEEDE
HOMEIC RIS, 2078, IRECIRARB P A" —Fa)F
A 1#E > AT I CyExec ZBH%&L7=[6][7].



a7 FRUYABMEEA A TR Lic A N —k % 2 U 7 ¢ B8 L DS > 2 7 A CyExec O Fi%

# 2V AN—EF 2T E OB LIE

AEBEEY— L HAN—L VD
B - MEBFEOKER c RBLHEURBTOER
- HEBHEOBRE S & U c BBIIBLEEEBREMOLEHE
KR Mo ESF
fol- 3 VR TLNMT T — XA UTABRHE, XY LD
YarvoBr (I —IVBBBLITCRT L, B
Web 7 7Y & —3> 3y —ExRGELE
AV TFUMEIRET B E
BEICEFZHANE
£ & 6 - WebGoat (OWASP) - CYBERIUM (& t &)
+ AppGoat (IPA) + TAME Range (K B X HRl)
- ADI Cyber Range (NTT Data)
HH - EQORFTEIBEE AN —KEBEOHHOMEE
O R "E
s Web7 T ERDELE | - BEBHAEARABAZOES
Mt 58 & &K cEBOILD I TROBEREIS
BlAAV VT LERBR
# A B 3 CBFAE~HEBOBARMA
- BBERTEA
s VT UTHEER
- BEEEBEOHBOANBEE - F
i
E3- - BB VS VALAANEE - BA HBEEEIRMNABE
c —HERETKBLRM - BEEVFULTOBHEBEER
NDHEEENRER 1B A E OB
BB AEERE c BEEEBOCREMHBICEM
= & A s MBEHEODABNDLE

2 WebWolf DR ERBEY M /N\—tF2)T(EE
AT L\ CyExec MIRE
21 YAN—EFa)TEBEDREEEXTE
BB B I DA =X 2 )T 1 O
RS 210, TR TNEDBERILIETHS.
A THEES AT AR L OEER K T A —t
X2 VT AEE DEN
M5 P DA% H &5 SR U2 B 32 SRR AT O & A5 A AL
AT Y RO BE B TILFBHSE - L FF

H

F 3 LB DT D DFEER IR AT,

3 AN—T X 2 VT 1 E RO RE L xR

R polk 3 [l
c BAEE# Y - RBEEBERA - JHA-HFIRPFPOE
AT LTRER L, BAT 2 HEH A E W
C EBOBEH BH T ICH AR &RD C HRERE - HRAHAAN

BHTHRAMA

BELVATLEERR

25 (TaYRTF L)

- £ EF A - BT UOYEHR - EBEEECT OV LE
BMEIABIZH T H#ERK LTHRBREZEY — L%
F A
C HBAOEMTO R EREBEZBTOBRE s EHEREORTEE
FIE R AR A R T
(D EE AT A

TIIRDEE > AT DG ARERF 21203, @EHEK
BTl B AR REW. E7, BEBBETITFAEDR
INZEDETFHENEORERLETHLA, TRV
BFYAT LTI, ARZRAZDEG TIIRN. 20720,
FAMEEATZ - T, BB THA 59— PC
BB CE AR E VAT D RIS 5.

Q) EE=a T

R COEERNRCV T AL, HBEKEICR T D%
BEOSZHE ORIl E LR A LETH
5. 2O, K 1ITRTINNG, BEOMET TR ¥ 5
SRR, K0 IR B LA D H A A S A
BT, BP0 SR LT 5.

RS

CyExec
BEmMFE EEIUTUY
EHEEE
REREIZZEY—)L

REmE

/ A\

1:CyExec DIEBE T VA%

TR, YA =X 2T BB T R
W%, OSS N—ADERBTFE Y —VEFIHL TFE 5.
Bz X WebGoat [#E > —/Lid, H4E, Fri-/aagsikiz
BLUGTSND RS, JSHBEEIL, v AR
BEESCA I DI E 7 07T AOBRFE BT L2 5.

s B O BHAS I LB MBI 2303 D728, DL
FHECTEESBOa TV LILRFHTELZ
ERMEETHS. Lo T Y OBECIENE S
IRV AT MR ETHIET, HEa TV DTV AT A
MDEBLTED.

YA X=X 2T A OB TIL, ZEENEE ZE0
THI i BE, MEHHOITBKICED I 52 L0370
&9, R TR, BN RO FIZEDIERITK
fit T 5Z8%, MBEEEOHETD. Bl ARBROA
WEAESOHE IV THS.

22 BAN—tF2T4EELRXT L CyExec DIRE

RETHIAN—EX2VT 4B AT A CyExec 13,
AR A WV TEHRA T 55 HRSIREE A~ AT 5. F
T 2RAEHATICRELC, & 4 1R T 3 D& LK
L.

A=A RO, RELTZEIED FiAD
50, EHOYTZINRMETHY, BAIXNNEEHTHD.
BRANUDRAMIE, AR~ OB 2 DA HN
TR0, BIA T D85 CBIB DRk 4 72 OS GRAR OS)
LTI TEDT2DZL DBRECKISTE, B LIZBREE
OBIHLE S CThD. a7 FRIOEAIE, oAk
FrRE T LBV RIT 503, i - C s
IREBREAEETED. ZNOEEEL, K2 1TRT

49



50  WEFEE—

CyExec 7—X 77T v &2 L LT-.

* AR HAR oO PLigk

AR o A Y vk FAY vk
nNA R ERAN—FYTF7LETAN RE<T N ERABBECE
— N4 A R—NAHFEREN B it >0 EE my 7 e
v B TRYSLRBEL . RE | 22FIKC, | ET, A3 R
R UEHBE ZTELTWD FAE L
R Rk BBHPDOSLICBEAT S [BMFEOERET F—nN=~y
E:d) 3 IR N AN VAR DAY Exd0,. 8| F (BE) A
AFYORBEBEBL, REY | B ICHATHE ITHARKEL
PUERE BYMNE
av Ty ostTRELTITOELRE | KHATDE AR b 0S ®fh
i) s RET>EL | RABAELC, & IVTFIOE
THHESHE B E-BECHE | BAXE W
FEFr4FL 0 BETNSSL OEFETNSL I
=t S I N = PS izwF+ 1

dwrtTxiy (Docker)

S R0S (Linu

"nrtu.;IEI:rHE?//

TZHS

/‘Ir_/_‘,-f{.."\—'\-\.

(1) B 25 R BR B IR AF L7 R B

2:CyExec OT7 —%77F v

Kk & IRBRIE TR S IR CEOBMEMED B AT A
LL, ZLDOEEHBEATOEN -FIMZFTRELT . ZD7
B, RAMUDIAE(LY 7 vy =7 Th% VirtualBox % %5
e AT KELUTER A L. VirtualBox CESIZ (AR~

(ZHVE S ITHIDBR

BE~BRL R 5200805, £, 3515 08 48
%<, SOBEHETHA T B EBE AT
LISTED.

(2) B WBHEPE D

Ehsery

T OFREIZITRR 2 7ol B 70l T AR EEETR D73,
HROESHBERE CRENLEEOEETETEE
WETAOIIREECHE. ZDI=, 2T FRIOEELY
TRy =7 Céhb Docker & FHWTHEE 70/ T La 33k
L, TaL AT ADEZ I L EEMEcomEE T as T
LOI[FBESE - FIA 2 EHRIED, o 27 ki, EHil
DR T2 BT DO I LY, B

BEBTHEETRTEETHH[T].

Docker (34 A=A OMERE

MENLTERY, &

BESNTWBEE X R R D= T F A A= H B3 R
TED. HE BICLONERa T A A=V T

ZET, BHI

T oI TTORHFE D I BE

Ths. £z,

BRLI-EE a7 h0a T A A— % B EE N
TFTAHZET, =asxT AL THFRBEFE - FIH 0K

%R 5 | e T D,

R BCEMBI T T O BRI TEMET DA
0OS |2 VirtualBox CIRAE~ 2B L, £Z CHEfET S
7 AR OS D Docker =173 T, BESCEHEIOREE
ny'T b FEETD.

ZLOFEEHBEHETOBEANATHET, Ho, HE 1
TILERGICERCELEY VAT L THD. K2 AT
HACTEIBMEMEORNT =77 F v 2EEL, TR
B DS 7 0 S K a2 s U T LR B3 - 2L
FIAT22LT, HICTORRBATTARIRL ik
WEDOEFIZHIETDH. Tav AT AEL TR 4 2 ik ©
OFIAZRET D0, FART =77 F 2 IITRAK R
BB DA ETER L.

3 jEEaVTUY
31 BERERBFAVTUYDEKRER

, X 11ZRTXE91Z, CyExec ~F4 5B a5
VIS LIS B DR SIS, FEBEEEE,
Bty — VB DR, MESSTE OB, SIS
Btz 8 35, IS HEEE, EBRICREIA VT UM
HEL, FEMZR IO AT VAR 5.

THE I TV, ZHEOL LB NE
RIS CELY FUA LR 5. BB ARG

F512i%, ITSS+X° SecBok ﬁ)#%dj%‘kiﬁé ITSS+iT &+
2T AT U NTHRIG T AEAAFENTEEL, iR

EESEZ L~ LT E _M\%ﬁ?%ﬁﬁ)ﬁ%mf%é[lﬂ.
SecBok I%, ZNENDOEE|T LITHE L/ DHFRCAF
NBERIRSNTWA[15]. Zhba &I, Yl
FENEELRIAN TR TD. —DDTFIA TRER
FEANREMRET DZETHLD, EH T TIAEH
WV, B A 2RI RO ERR M~ ORI 1, DY —
JVDIENEFESIRE, R T U NE SRR 2.

LB AZ AN, [ CESMHCA V2 E
LR, T AN—EF 2T (BRI DR, 4
%ﬁif:ﬁﬂ%&*ﬁk‘%%ﬁﬁ?‘ %, BB A R
Wl G, EDOIOIRERITIRA 5 5. EE B
%ﬁﬂbtj:f(ﬁ;”%%ﬁmﬁ‘é B ZHT=> TARIEICH:
WaAR DI E B EA~DY A 2RO D[T].

WHILIFE T, CyExec DiEHE
fFlzRd.

T Y ONEIZONT

3.2 HEBEE
7 5 13 Webgoat OE 7 —~ O Z7~47(9].
WebGoat {#3 1%, OWASP (20 EHRICSEZFTSIT
Wo. HENER TSI TF o SN TORWRFERD
Db iz, WFEOHMHEEN ORI, B
AL RS EOEER M T HITITEEE A E N END



o T TR TR Ui A N— X 2 U 7 ¢ B8 L [ > 2 7 A CyExec OB% 51

MDD, ZOD, AL TIENAEEFRITL20,
HAFICED B ARGET S ANAERLTZ.
WebGoat #HEORFIZEL, SQL A ¥=r/var%
BINZFE 5.
(DEEEm
SQL D REEaERE SQL Ay =7 ar OMfgat: o
B, BT IEIC OV TR RE R @ CHfRL, AN —
BUR LR O SR H AT 251535,
(2) &S PIREZRAK L (SecBok LVi%Y4 9 5IH H 24k K
Jfegs 2 Wl B -2 FE ARk
SATIRET TV —var DX VT4 EOBE
EIESHPEIZ RIS DA
WSSt DR L BRE T 2 BB ORI E N T AT A
RICBH9DAF L

#5: WebGoat {7 —~ DO E

BET—X B
WebGoat O #f B
WebWolf O # &

Introduction

HTTP R =3 v 4
HTTP 7 A ¥ &
saL4 vy vay (L&)

General

saLf4 v P Y Y3y

saL4 vz vay (A#K)
XXE(XML External Entity)

EX X200 E

JSON Web b — % > (JWT)
NZ2T—=F)ty b

Y BRAY A MRYYTTF 42T (XSS)
RETHELVWATZSII FOBR

T O RO R

Injection Flaws

Authentication Flaws

Cross-site Scripting

Access Control Flaws

Insecure ZeTHELDS A Y

Communication

Insecure N = 5 s
X . RETHWLWT Y T7S54€8 -3y
Deserialazation

Request Forgeries Y9 BRYA FYHYIRITF =T

Vul bl o
uimeran e BEHEAIVK—F Y bOHA
Components

JO0Y kT Y FOFRE#

Client Side 9347 EOTaLE Y VY
HTML O & & A
Challenges Webgoat ¥ & E T
(3) BEFEDOH

SQL A= arOERIFRIZ, AT —ZD—ER
MUFFL (SQL L OEH) 213 HL, SQL XD
NEDAZENRIKR ThD. LU I &G Z R8T

select * from users where LAST NAME = " +
userName + " (K1)

(X 1)1%, LAST NAME 7 L& i@ 5L LT
users 7— 7 VEREE TS SQL 3L THD. userName
%, V7 ANNLZT IS Te AJVEEEINT 2R TH
. Bz, BEDO AT 7 4 —25235" Smith' or '1'="1"
EVIOSLERIEEE T DL, ATILTESUERNDE L

userName (2SI, LT OB EITEIND.

select * from users where LAST NAME = 'Smith'
or'l'='1% (3 2)

(X 2) D&AEA" LAST_NAME = 'Smith' "& OM" '1'
='1'""Z, FREEE " or "ICKVEIRERRIL L GRS LA,
G = 1 NI T EER DD, A 2138 T
DT —REfR#ERIGELTLED.

ZDIANT, SQL AV v ar OfsgatEndHHELE
1%, SQL S ATMEIC IS ZES L, BRILRWEITHRE R
ERAITDLAMREM S 5[16].

(4) EERE
X 3 1%, WebGoat ™25 SQL Injection DFEE ##
OBz TRT.
Try It! String SQL Injection

The queery in the Code builds a dynamic query as seen in the previous example, The query in the code
buikds a dynamic query by concatenating strings making it susceptible to String SOL injection:

"select * from users where LAST_NAME = H@" + userName + "'";

Liging the Torm below try 10 retrieve ol the users from the users table, You shoukdn't need 10 know any
specific user name to get the complete list, however you can use "Smith’ to see the data for one user,

i
v

Account Nama: Get Account Info

You have succeed:

USERID, FIRST_NAME, LAST_NAME, CC_NUMBER, CC_TYPE, COOKIE, LOGIN_COUNT,
101, Joe, Snow, 987654321, VISA, , 0,

101, Jow, Snow, 2234200065411, MG, , 0,

102, John, Smith, 2435600002222, MC, , 0,

102, John, Smith, 4352208502222, AMEX, , 0,

4RA lmma Plana 4ASAEETOA LEA A

% 3: SQL Injectio O

FEREIL, A1Snza—YoE#RET —2_X—2R
POIEL, fEREFRTTOHE N 076 THD. 2D
s AL SQL AV =i ar ONEEFERHY, A
T A —MFFEDT—RE AT DL, BB 2 —
PIEWO—ENEREIND.

WebGoat %, HEFREOHNIRT I E HEM DI
DOMET, BTHFETHD. T, HEHOFIZFBR T O
HLObLHDT, NWEREBIRL, HUF 27 AOREHECHiB)
EEOER B LETHD.

33 WHEEE

ISR, BET AU of;@ﬂ)%éﬁfx%uﬁ
RAXNELETHI17]. LUTFIE, B LIZ S
I I L0 E AT, HENEIL, Web #ww@TE?&
vREAR ST T VA THD.
(DEEER

FERRN TOEEBIZ O3 IR LT, AT AE R
B, WBE, MHBELREEROBS THEEZE T 528
12, ¥XaVT04 AT U DRI TFIEE R AR
BT 5.



W —

(2) 1S ATREZR AL (SecBok J V3% 3 21H H & Hikr)

© BX2VT VAT MBI DMEIEAR v DI S
TS ORI B T2 A% L

- RRM—Tal T ANDFRE, Y — L R ORI B
DR
YWY — L LR ERR R B 9 D AR

(3) iFE A
[EE T UANL, BCORAIEPHERNZ 02D, X 5 1T

B VA DARA—DHRT

RN Fha
gr uum
JF.EEI -f..r., _ .“ e
@-
77(r¢t—
@ A ¥ erin
mumn\ T

I4 HE T VA

BB OB, B GOV — AT T DHagME
ZFIHLT Web 4 A b~ORIERT A%, T7ANT
V7O —REEREEEEH LTy IR T DERRSe, 7 —H < —
ASDRIET 7HAZLD, HEIFROGRERRT 5
[18].

BHEMRI DTS 1, v 58 —/L GoAccess Z VW72
BARTERAEL, T RARLT I BATE, vl A A

DIEREFHRICT . Fo, 0l AL BRERST ) r—3
22T DNEIND, WEROEMA A3 5. ns OFitke
SIFTETEL T, RHLIFIEE R 5.

(D) ABR Y T — AR

B 5 13 EHBREE O BAE AR N — I A R 3 KR D
VAT DERBEEBEL, T SSOF AR T
BREAMETD.

(AR ) MR

WRA =t b

T WEB oe
L £ =t =t

B S =IOL (s & SANVAS/ZE 4579

Xl 6 13 CyExec (ZFIEL7iHE 70l T LOMEKRE TR
9. Docker =724V, HE VA OFHBIZL TR

AN —5, BAER DT ATy TR, Y \p L a %
5.

FE70yFLREEONR
58 B8 KON GEE WeD 08 1

=51 .'—5"" q)\ E:T =gl

| 5 i o
| 3 et il

ST I:h{-c-rI: 15[!*'-
&7 105 (Uburiu 13.04)

VirtyalBorf 87 4

————————
| [ S I Syt

X 6: 18 0S50 TF MK

(5) AT LA
# 61%, BAFLIS B RE DV AT L2 2777
# 615 PEBEIOY AT LI
os Ubuntu 18.04
A E Y 2G8
7 Ak 0s -
A RL— 20GB
IVTHEE Docker CE 18.09
7oy 5 LEE Ruby 2.5.1, PHP 7.2
BEIOYT S L F—48R—2 Mysql 8.0
Web 4 — /% Apache 2.4

(6) BAZE

BR%IL, TERE D= TR 7TUR BT TEs
DockerHub ZFIFHL7=. Web H— 352 DB H—/37p&
MFEIEE DO TF A A= OFHR, Ubuntu 238H{E
T DAL T S A A=V TEARRR AR — 2 2 BIFEL,
VRSB HZRIEICIRIR L7, X 81, BARLZEE =7
Y OB AT

ERLOBREIZIX, FIHN—T a1 6 AH Do T

5. HENE X DIZEBITHRGR R E DRI LI CThD. Z
D, —D>OHEHE TR TIITARAREL, &
[FIFIA - LRI OO DSLEETHD.

CYEXEC  sewwitt mav-rineFzroes

8 1 i FHT 78 D1t 1 5]



a7 FRUYABMEEA A TR Lic A N —k % 2 U 7 ¢ B8 L DS > 2 7 A CyExec O Fi%

4 ZEDROEGL

CyExec O BN RARRGET D128, 4.2 1Tl ~7-F5EHk
BEE OB R B L. 50, Fl TR,
I, BLIOHS ARFFHE LRROFAD R 14 4T
5. F#Afi<° TA (Teaching Assistant) % CyExec ®Bf
I G LT PEEBAN R FHERFOFANHEYL, %
BINHEOY R — 177

FEEEWNRITEEE OBRR A 3 e TEMmL -, IF
ARSI TUNT2, FHRNZ CyExec 38K UEREHY
ATV EREELIEE A PCEAEL. HENE
1%, Injection Flaws (SQL Injection) & Authentication
Flaws (Authentication Bypasses) 2 L7-. ¥7=, %)
ROMGEDT-8, M THRICT 7 —MEZE L,
R E T LTz,

FEEEE CTHVD WebGoat 134 THE U TEREINT
BY, HENESMRO BN EHER 50355, FIVEIC
EEEITO70, AARFEROTI AN B L. HE %
BLIRDAX AT O W T O it 2 CHML 7212,
EE & T 7.

TR E L, Ry =0, TR, T as T
7, X2V T AR B ORMEZTIFHE AR T, ¥ A/3—k
X2 VT BT DEML L ORAE A T D, HEE
PESTARZEORBIT 2.

F T, BHEL-T 7 —hORBINEZRT.

M, HEHONE, BLOWHRE T HLIZE0,
SO, TA OV R —MIBETA2NATHKLZ. £
AVERL 5 BePECORHME, R L7 BR R OFTaRIz LY, 3

FRICAR L ST RPN R LT RATRR T DNAE LR > T
3.

ETOFRMIT, 50%LL A% 4 BL EORWWEfiEZ8=INL
TV, AR HE D PR - i I BE D S S ARSI, Fr
IZ CyExec O E 2 FICEEER DS Q1 1 5 FINHEAET
ETELEELTRY, TA =X 2T B E IR T
HOLTEEHERTE.

F 1.7 —FORRM

& B o % @
QL.EEMEOERE S BB BEUEBAORR
tTHICERTEL

5
4
3 @&
2

1 BRTERN- L

BEH

WQEZTEHOINMY LTS Bt
éQs.aﬂmwsﬁ.ﬂﬁ@ﬁﬁ\v%? .
QTADYR—+bOEY & G
Q5. Z O, CERCEYE it

81T — DR Ra =T
a1 : AEMEE
11%

Gd: ARy TOHd—§

3
11%.

ai: @t (FRAE) zu:u:!llmtl
B«
4 4

50%

2
L

565

87— Nk R

B BRI ~DEENEZ L FIRT .
(DR TAT B
o FRENEDEMLLTK, B ARERE HR O 78
ElZ I B fiEpMEdE STz,

o PN —T XTI T D ER N R E ST

< BRBZRERI R 7 E S T IV IR N TR0
T, FEBAL—R AT

© FRBTEE G EEZR ST TA (B EHBY) O3
A—hvEECcE
A ORNEND, HEICIOERIMERE TE DI LA
HTXT=, F2, FENAL—R|CERMTEI=Z &R0, il
(2153 B it oAl Bh Bk D F8 EIC B 923 IS 15
7. BT, BAGEIZE DT AN FV 2RI OFA R TA
DY R—MZBIT DR AN LB, BB 0HE D
AR — MAH| O B iR CX T
(2) RHT 4T 1278
< BEE A AT AT IR AR S LI THD
7o, FRNCEEMFHANLETHD

© HHEAZREE Tl e F e & BARRZRN A OB
AR
3 REE OIFHZ 2 CIIR 3 D70, AR O
BB CXARUVE S T

658 OB FE SRR B I B 3 AR A 157, EB705
B OTERS, ST AL ADVERRIZEY, HEICK
DNRDBIELIRD IO EED DLENBHD.

A Bl ORI L DREEOFE R, CyExec HE VA
T LFEY AN =X 2T BB BT HE MR
TE-. BT, LV OREEE THHRIIRL, #
FRDOFALREAM DIERI B R THHZEN MR TEIZ.

53



W —

A TOFRMT, 50%LL B3 4 UL EO@ iz @iRe
TRY, B EDOIMEE i L E DS SHRINT-. Fr
(2 CyExec OFE W RICEREDS Q1 13 5 FIDEAE T
EIZLRIBELTRY, A =X 2T BB IR T
BHT AR TET.

5 hYIc

P ANR—tF 2T AN OE I NSNDEE A
T A, IAND RSP R OFEND, mEHE
THEADEA TR, 20720, HERBETASITEAN
T&, JLEBAFE - L ERI N TR/ A3 — kX 2T 11
B A7 I CyExec DR EIT-T-.

CyExec I, VirtualBox }3J& O Docker =2 21285
FEL AT Db, A TR DEE T YIRS
%, Virtual Box ([ZR DR~ D@ BIENMEL,
Docker a7 LB E A TV zal AT LELT
IS ARER T —F T 7 F ¢ THY, IKRaANTE AN AHE
TRIHE AT LThHD. ZLOBERBETEE =T
DR FAZE - SRR HE D HZET, B ToREEa
TUYBROAMERRL, SRV F 2T LA THET D
728, FENEOHHRETNARETHD.

HE AT NI IDEE DRI ONT, LA
CEM GBI R L, AOMEORGEE T, &
DOFER, BRI L L A 1RHZ N T, CyExec
LDV AN—EX 2 VT B O FRIZ DN T—EDFF
DI ENTET.

CyExec IZ, 2019 4E 7 A DT 1 DDA, 6 DD
K, 3 DORMALKA~BERE THD. 4%, BETLOM
BCHBELAATV, BT Y DI FELEHE R D)
FEX5.

HEE
AHFE1T JSPS B JP16K 19K03006 DB %252
F7=

SE X

(1] FEHOHEAEERE: Hlt =) 7« 0F 2018

2] WEYA =XV T s F— P13~
¥ U7 ¢ BRI, https://www.nisc.go.jp/active/
kihon/pdf/cs-senryaku-kakugikettei.pdf (2019 4 6
A1 BEIE)

(3] RFFEXEE: 1T AM OEHENN & RHEEH B
T HIAFER, http//www.meti.go.jp/policy/it_pol
icy/jinzai/27FY/ITjinzai_report summary.pdf (201
946 A 1 HEAE)

(4] TDE=F: YA BRI 2 7o EEREE, 1
FRALER, Vol.55, No.7, pp.666-672 (2014).

(5] wWHEKES, EANAE, WAE— a7,
BURABLEEATIC K 2 A S —B8 & BhE O E
AT A CyExec DRSS, THHALER 25 80 5]
E RS S 2018, pp.4150416 (2018).

(6]

(7]

(8]

[9]
[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

(18]

EHE—, MHEERES, REIAE, | K
WAHE—: =3 AT LA THIT %4 S—I
1 L PhiEEE > AT L CyExec DHEZE, Compute
r Security Simposium2018 (2018).
IR, 2 SO, BAKE, BHE—, RA
JWAGE, #RJIFRZE, B AR, WEFE— A
—t %2 U T 4B AT A CyExec & iz
8 = 27 Y OB, 2019 4 5 Lt
Fa T4 URYT A (2019).
OWASP: OWASP WebGoat Project, https://www.
owasp.org/index.php/Category: OWASP_ WebGoat
Project
THAR AL PR . MESIPERER 2 > — L App
Goat, https://www.ipa.go.jp/security/vuln/appgoat/
SANS Institute: The Who, What, Where, When,
Why and How of Effective Threat Hunting, htt
ps://www.sans.org/reading-room/whitepapers/analys
t/who-what-where-when-effective-threat-hunting-36
785
SANS Institute: Building a World-Class Security
Operations Center: A Roadmap, https:/finland.em
c.com/collateral/white-papers/rsa-advanced-soc-solu
tion-sans-soc-roadmap-white-paper.pdf
NIST: Alterations to the NIST Cybersecurity Fra
mework, https://www.nist.gov/sites/default/files/doc
uments/2017/04/20/2017-04-10_sqrrl_enterprise.pdf
SANS Institute: Building a World-Class Security
Operations Center: A Roadmap, https:/finland.em
c.com/collateral/white-papers/rsa-advanced-soc-solu
tion-sans-soc-roadmap-white-paper.pdf
TEHACEHEERRE (IPA) © ITSS+ (77 R) -1
T A% AR (ITSS) « 1 AT ha—H—
2 X /VERE (UISS) BI#fE#HL, https://www.ipa.g
0.jp/jinzai/itss/itssplus.html
BAXy hT—27E%2 U7 12 (INSA) :
X U T ¢ M (SecBok2019) |, https://
www.jnsa.org/result/2018/skillmap/
L W KRS LR Web 77 )
— a2 OIEY T 2 IR MESATED A £ D IR
PR E IR DSERE;, SB Creative (2018).
IR B, HA —S, Bl G, St N,
mH R, T K EEY A S—kF¥a )
FT4'=H YT, an ik (2016).
IPUSIRON: /Ny 7« RO Y Tz i
FRRIZIT 2 v W —RBRE, FibksL (20
18). https://github.com/WebGoat/WebGoat/releases



PESERMTRZBE KFEACE No.13, pp.55 — 60 (2019) (FHzC)

J—ROSORIZEAEEHEDENERREZXIETHeo—=
DGR T L
4 fFEF - R Y - R O O E*

Interactive Word Cloud to Summarize and Browse Online Videos to
Enhance elLearning

Wei Zhu*, Jun Zang*, and Hiroaki Tobita*

Abstract

In this paper, we describe our Wordy system, which creates a word cloud based on video content and
allows users to summarize and search for video content using the word cloud. We focus on lecture
videos: converting speech information from the videos into text, extracting keywords from videos
through morphological analysis, and creating a word cloud comprised of those keywords. In addition,
the keywords in the word cloud are selectable. When a user selects a keyword, the system will find
several points of the video in which a teacher talks about the keyword; the system then generates a
relevant list of thumbnails. In order to save time for the user, the system offers a digest playback mode
that consecutively browses the scenes concerned with the keywords. Herein, we describe our concept
and the implementation of the prototype system.

Keywords: Online Learning, Word Cloud, Video Lecture, Interactive System, Web Application, Speech
Recognition
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Physical Properties and choreography of Service Robot
with reference to Joruri Puppets

Masahiko Narita* and Nakagawa Sachiko*

Abstract

In the field of the building management, the nursing care and the welfare, where service robots are
being introduced in Japan, cooperation among multiple, network-connected robots have begun to be
required, and the need for the “common operation” for users has become apparent. In order to solve
this problem, we have proposed the common robot user interface (RUI) concept. In this paper, as a part
of RUI, we considering the Ningyo Joruri, a Japanese traditional puppet drama that has accumulated
the play technique for handles years, we have systematized a mechanism to generate gesture
expressions that take advantage of the robot's physicality from the message we want to convey, find a
method to realize various gesture expressions, and verify its effectiveness.

Keywords: Physical Properties, Choreography, Service Robot, Joruri Puppets
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A Study on Human Decision Making based on Heuristics
— Suggestion of a Concept of Acceptable Decision Making —

Takaaki Hosoda*

Abstract

The purpose of this study is to investigate the concept of acceptable decision-making through the
researches of heuristics. According to the conventional researches, it is difficult to explain what the
criteria is to make a decision. Based on the work by Simon, the satisfaction is the most important factor
in decision-making. In addition, Montgomery claimed that the justification is one of the criteria in
decision-making. In this paper, a new concept "acceptability" through reviewing the decision process is
proposed based on two above-mentioned criteria. It was confirmed the acceptability can be one of the
appropriate criteria in the heuristic decision-making.

Keywords: acceptability, justification, satisfaction, heuristic, TH Rule
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A Recurrent Education Program for Seniors at a Professional Graduate School
- Findings from Interviews and Questionnaires
with Start-up Program Participants -

Kiyomi Miyoshi

*, k%

and Hiroaki Itakura *

Abstract

The Advanced Institute of Industrial Technology has established a recurrent education/professional
development program at the graduate school level for senior citizens. The program is aimed at
responding to the needs of actual entrepreneurship, and business succession for entrepreneurs,
intrepreneurs and those who are aiming for business succession of SMEs (Small and medium-sized
enterprises). The program consists of lecture and exercise type subjects as core curriculums, business
development method subjects as case studies, and PBL (Project Based Learning). In this paper, we will
analyze and report the results of this program based on interviews and questionnaire surveys from the

participations.

Keywords: Recurrent Education, Start-up, Senior, Project Based Learning
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Japanese Joint Project with EU: Emergency Warning Services via GNSS signals

Keiko Shimazu*

Abstract

We have started a joint project with EU Space Programmed Galileo team of EU/EC (European
Union/European Commission). Our goal is developing a common service for Emergency Warning at the
acute stage of disasters. We have designed Common Warning Message for the service. If Emergency
Warning messages are formed according to this design, those are available both on QZSS (Quasi-Zenith
Satellite System) operated by Japanese Cabinet Office and Galileo operated by EU. In the paper, we
show project outline and explain Common Warning Message as an information architecture.

Notice: this paper has been already published as a newsletter of IPNTJ (The Institute of Positioning,
Navigation and timing of Japan), VIIII No.2.

Keywords: Satellite Communication, acute stage of disasters, Emergency Warning Messages,

Information Architecture

1 [FL®IC

Fox 13, WERTEBE BT AT 2 (QZSS: Quasi-Zenith
Satellite System) [ZZEfif STV DRI R LG HERR T —E A
(Q-ANPDZFIAL, ERKEFAEREO M HRER
B AT AOBEOREEIToTE. ZLTC, TOERIS
FEO—HEREZHE LN o Rickix, Fxid,
EU/EC (European Union/European Commission)?® EU
Space Programmed Galileo 77— A& 36T, QZSS (2#
RS TODHRE - A B —E 2 (DC LAR—R) I
BT HRILBT TV —a OREEICE T L.
Galileo F—2A0%, QZSS @ DC LR—hEEBED Y —E A
% EWS (Emergency Warning Service) &L CatH[EFi1T
W23, BEAEDND LRI CZ O W (THE K TR/ Ay — T D
PHIEICAEFL, 2019 4F 3 HITH —flasepstie. S4E
/12 ICG(International Committee on GNSS) TR 4
LT ETHD. AEILIL, HBOWMELHFE LAY E—
DOEEEHREN T 5.

AEL, WINHTEEREITO=2—X 1% — X. No.3 |
BN mANIHTHD.

2 QZSS & Galileo: BIETE LAY E— BB AT RE
REDOHBEM
113, MEBE VAT 2O 5O ELZ, LB
Galileo, FE:Z QZSS DENEENZEN, 2Lt D

Received on September 16, 2019

WE CTRALcb D THL[2-4]. RFEOHICHEE S
720, WEOWEEY - AL, A FoM E)FE(“ground
station”) 2>5 C & Al - TR E R L O3 3 5045
BREZERTLEEIHEICEEIN, EBIHENDLE
Toa—H w7 A MEIZ (RE) FUE R TREShS.
ZZT, Galileo & QZSS T, 1 Fi E1 #, L1 & EHK
B DL BRI R > TWBD, ZHIIFEKINE B A TOA
ZINRIL DT THD. Fi2, KOIEREICIE, QZSS @ DC v
A=, “WAEAHTRIE B L1S” Lic##sn<iln, F.0HE
WEH 1575.42MHz T 30.69MHz 78 5 #EE LT
s TWB[2].

ZLTHE 2 1, WE DAY —VHHROIED, IR
EWS & DC LAR—MZZENZE DI QD ERLIZHD
ThHb. OFEY, Galileo TIZEEDHH 122bits 3 EWS 2%
EHIZE YL THN, QZSS TiX 191bits 78 DC LR —hZ
Y THNTWD. 72771, QZSS I F5EM | 191bits DHH
24bits I Soc [ZFHVWBNDT=9, EREIZ DC LAR—heLT
FIF45D1% 187bits THS.

INBDZEND, Tz it QZSS O DC LAR—rD Ay —
THIZEID G THILTWDHEDS S 122bits & Galileo &
DB AY T — P (Common EWS) L THWAZ LI
L7

* FEEHINRKFPERY:, Advanced Institute of Industrial Technology
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Non-pharmacological therapy for Dementia

Ken-ichi Tabei *

Abstract

Non-pharmacological therapy has been shown to reduce cognitive decline in older people and may
reduce the risk of MCI and dementia. However, since the number of studies is small, it is necessary to
conduct further surveys and research and accumulate higher quality studies.

Keywords: Dementia, Non-pharmacological therapy, Music, Exercise

1 RHENRREER

R OFRAE BE L 2015 412 4,680 7 A THY, 2050
EITIE 11 8,150 B AT B[1]. AARTIL 65 Ll Eo
10 AU 1 A, 85 ik Lh BTl 3~4 AIZ 1 ADSEBAVE THD.
Fo, BAEETIEELRWD, TIERL ORI DK
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Construction of virtual environment for software development exercise and
its prospects

Yoshihide Chubachi*

Abstract

When we teach application software development with programming, it is necessary to prepare an
adequate programming environment including some programming languages, libraries, related tools
and so on. This proposal is the way how to prepare those environments for the students with
virtualization technologies using Vagrant for the BYOD condition. We consider the effect of using the
virtual environment to teach programming. Future work will be also mentioned.

Keywords: Virtual Environment, Software Development Exercise, Agile Development, PBL
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#!/bin/sh

# update apt repository
apt-get update

# tools

apt-get install -y emacs

# postgres
apt-get install -y postgresql

systemctl enable postgresql.service

# create a database for vagrant
/etc/init.d/postgresql start

sudo -u postgres createuser -d vagrant
sudo -u postgres createdb vagrant

/etc/init.d/postgresql stop

# install heroku tool belt

snap install --classic heroku

# ruby

apt-get install -y autoconf bison build-essential ¥
libssl-dev libyaml-dev libreadline6-dev zliblg-dev ¥
libncurses5-dev libffi-dev libgdbm5b libgdbm-dev ¥
libpg-dev

sudo su - vagrant <<'EOF"
cd ~
# rbenv
git clone https://github.com/rbenv/rbenv.git ~/.rbenv
echo 'export PATH=~/.rbenv/bin:$PATH' >> ~/ bashrc
echo 'eval "$(rbenv init -)" >> ~/ bashrc
# ruby-build
mkdir -p ~/.rbenv/plugins
git clone https://github.com/rbenv/ruby-build.git ~/.rbenv/plugins/ruby-build
# install ruby
~/.rbenv/bin/rbenv install 2.5.5
~/.rbenv/bin/rbenv global 2.5.5
~/.rbenv/shims/gem install rails
EOF

3 provision.sh

REFIEEHWEEX, Web 77V —varoF—2Aa AU —271Z1% Ruby on Rails[8]Z A\, 7 —&# X —Z(%
B AL TIREMmMDOT Vv ANV FIEE SO0 PostgreSQLI9], Y —Aa—R D/ — g Y — LT
Ry I EE ThHD. Web 77V —rar O 7L—  Gitl10la Fve.
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L7z Web 77V —aid, 77URRE THD

Herokul11]TABIL, Y —Aa—RD 4421 GitHub[12],

AESERYRE A (CT) D> —/L &L T Travis CI[13]1&FIHLT-.
ZEHIIINLDY — N EHENIRL, TOYAVEEOTF
BERST5.

ZDXHREE E E T DO ALY — o T
B 3 TR TAZVT ML, T vr—IfeL, A
L7z,

4 EE
41 FREORFR

AWFFE TR L7= Vagrant DRSS\ r —C O K AT
X, B TCOZEENERICBOM B ERELFIHCEDE
W) RIZHD. RIZ, THE THW -2 TOY— 2% i#E H
BHICAV A=V SHT2 e T 5L, EARICTFIREZEH LT
bla—<r T — IS TENTERVL, Zi#EHEDAF L
Lo TUFA L A=V BRIZOET RN HD.

ARBRBEEDE AIZIT VirtualBox & Vagrant &&0) 2 D
DI TNTZT DAV AN=VIKETHDHN, 22 7 4EfMO
BB CIENT 7 VN U2 1T o Tz, e, 1R
LIz o lr =Y Ofiiih, — IRy Mal#i < 10~15 4
FRETE L a—RTELFAXTHY, KERNTITIT
ANyl

42 KFREDEFMR

—75, Windows BRIEDOSZFHF L, AN A HI4H 9
% Hyper-VI[14]L M35 Windows DR E IS K 45T
TNPIELT, Fiz, 22—V A% ARGBETOT TGS
WCHENRAECT.

BUEEAT L QWD EREEIE CUL TORMAZBEEL CQND.
CUI {52 LOEFIIHDHEITE 2D, GUI O IDE
ERRALIZWEWNY AL — EEAFET D,

5 SRR
51 RSV EBICHATESREBRENH R
AGh TR AIARARIREL D/ 3 — 1% 2019 EE D
FIANT THTITEVE LI O THD. LLEiD /N —Tay
13D URL (AR E L TWVA.
https://github.com/ychubachi/vagrant_enpit_cookbook
ZONR—=Ta AT 2018 4 T A IR DIy RS FEERS
TW%. 2019 FFBITED DA T 6 FERTNCAFEINIZH DT,
ZOM, ARBRBEIZBIE T D EAI IR E AL T D,
BIEDRHTIRE LT 5 L, 2013 4B GBI H &
Nz Chef OFAZ LD, LV AZY TN T rEVa=
VI EATHIDNTE R UL Y, Do Pt BE L=
F7z, N —VICRIIRT DY 7 =T DR —Va b i

DHDIZEHZIN TN,

4 FHiTHRAT2E B0 B TFIEIIINETHIITHEIEL T
WEHDD, FTLWEANIH R T 22 & TRHIAE OFE 4
Mk, PAEOFEDREIVEDDLLOUGET HHEEN
HB. LT, KRR TIEZO I 7B T HEEAITIC OV TRl

Lt DOREIZOWTRFTT 2.

5.2 AWS Cloud9

AWS Cloud9[15]i% Amazon #:2MEMT 2777 KY—
EATHY, Web 7 IV 0 0F 95 IDE T/ 7y =7 D
BAZEMT A DM A BREE ThD.

AWS IZEBOT—ERTHDHDOT, (EKIL AWS 254
BRIHTDIZE T, TAT U ROVERDT=DIZ IV
—RRUATHLZENEEFELRHIEN DT L, BITE
1T AWS Educate[16] 70/ T A tLENTERY, 4
WFIV Py — RN e EQ T AT MR G CED. T,
BRI F2A N — DEARRRL, FAELILEWEET DT LE
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7120, HETHEEIOMR—ERER SN T B T A
THHDT, FANZOREBA TV —RAEFHALZ2NES
HET2MENRSDS. Cloud 9 OFIH B IKITHEITHL,
Amazon EC2[17], Amazon EBS[18]&# L CRIH 42
ZEN— R TH D120, ZNHDY Y —ADF| VB 7358
T HTEITRD.

AWS Cloud9 A3 #&fit3- 5848213, Ruby on Rails @Fﬂﬁg‘\é‘
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DAL =22 NN T OB OMEA T2 A T D BEE
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5.3 Docker
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(Linux 72&) NEMETHAR~ &S0 h B, ZoH T
HIET B 7 =7 &8 .
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5.4 Visual Studio Code
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Example of Instruction Design of PBL theme Setting

Hiroshi Hashimoto*, Chisato Makino*, Koji Okazaki*, Takayuki Ishii*,
Naohito Kajihara*, Yoshitaka Kitamura* and Jiang Xiao*

Abstract
This paper reports an investigation on a project type exercise for induction of customer’s service value
and its instruction design ways for PBL activities. The processes of PBL activities such as theme
setting, exploring background, hypothesis test and realization are described. From the processes, the
effectiveness to increase competencies by attaining the project is explained.

Keywords: project type exercise, instruction design, competencies
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A Development of an ELVO Prediction System using Machine Learning

KOYAMA Hiroshi*, SHIGETA Keigo™, SAGAWA Hirotaka™",
OHASHI Hiroaki® and MATSUMOTO Shoji*™**

Abstract

Time is important in acute stroke care, so the sooner medical treatments are delivered, the better the
outcome for stroke patients is. In case of emergency transport of a patient who is suspected of a stroke
and especially emergent large vessel occlusion (ELVO) it is necessary to start appropriate treatments
immediately after onset, and it is preferable to transport to a facility that performs specialized
medical stroke cares. There are several prehospital stroke and ELVO scales that specify observation
items and their evaluation methods for discriminating a potential stroke in the prehospital setting.
We have tried to develop an ELVO predication system using machine learning, to support
discrimination of potential ELVO in the prehospital period. In this paper, we explain the overview of
our decision tree construction and performance of the system.

Keywords: Acute Ischemic Stroke Care, Prehospital Stroke Scale, Machine Learning, Mechanical Thrombectomy,
Neuroendovascular Therapy, Emergent Large Vessel Occlusion, Cloud Technology
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Proposal of spherical device and utilization method to support interactive
communication

Yutaka Ando *,Naoko Kikuchi *,Akira Kadota *,Sou Sen

* Chin Kaii *, and

Hiroyuki Ikemoto *

Abstract

Two-way communication is important for the team. However, due to various circumstances in the team,
the amount of speak among members is not balanced. This article presents based on the questionnaire
survey, in the team, we noticed that there were problems in the people who spoke less and the people
who spoke less. As a solution to the problem, we propose a device and ice break methods that show the

balance of speak.

Keywords: Keywords in English. Interactive communication, Device (SYMPASS), Ice break,
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Consideration of the availability to the higher education of cyber attack and
defense exercise contents WebWolf

Yoichi Seto* and Nobuaki Maki *

Abstract

The threats of cyber-attacks are expanding rapidly and the shortage of cyber security personnel is
becoming a serious issue. However, it is difficult to utilize commercial cyber exercises system in
educational institutions. Therefore, Open Source Software exercise without burden of the cost is highly
beneficial for security human resources development. Thus, practical exercises carried out from the
viewpoint of the attackers as well as the defenders are necessary. WebWolf released by OWASP is OSS.
In this paper, we investigated the functionand configuration of WebWolf, and inspected whether
WebWolf is effective in security exercises of higher education institutions.

Keywords: Cyber attacks and Defense, Cyber security, Open Source Software, Threat and Vulnerability,

WebWolf
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Design Development of the “Partner Robot”

— Heartwarming robot concept approach —

Tasuke Ogawa*, Keiichi Ohrui*, Natsumi Kitaura*, Ko Youka*, Yang Xu¥*,

Yoshio Kondo* and Jun Uchiyama*

Abstract

In this article, one direction of the “Partner Robot” which assist humans in our daily lives will be
studied. In the world where humans and robots coexist, there is a relationship between human emotion
and the robot. Understanding this relationship, a concept of a robot with heartwarming interaction
was developed. Based on this concept, several prototypes were developed.

One of the prototypes, a clock style heartwarming robot will be reviewed. This robot has the style of an
analog clock which is seen in our everyday life and is aimed to provide comfortableness in our daily life.

Keywords: Partner Robot, heartwarming interaction, clock, comfortableness
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Social Value and Timeliness Aware Splitting Scheme for Multi-copy
Routing in Mobile Opportunistic Network

Chaofeng ZHANG*

Recently, opportunistic networks have attracted attention from multi-hop ad hoc networks. Previous studies concentrate on
dynamically computing the next hop from candidates to improve the capacity and robustness of the opportunistic networks.
However, the constantly changing of message value, communication cost and social benefits are not jointly considered in
previous studies. Hence, we propose an optimized scheme for message delivering in opportunistic networks. Firstly, we state
our social network-based splitting optimization problem which gives more attention to the social value of messages. Besides,
we design a social optimization copy splitting algorithm (SOCS) to guarantee the lower expected delay and higher message
delivering ratio. Finally, the extensive simulations show that our SOCS algorithm using an enhanced routing scheme and
social network relationship can improve the performance of message delivering in the opportunistic network.

Keywords—Social Network, Opportunistic Network, Mobile Network, Network Forwarding, D2D Communication.

I. Introduction

In the last few years, opportunistic networks have
attracted attention from multihop wireless networks
by their robustness and flexibility. Initially, by the
demand for battlefield communications and disaster
communication, the opportunistic networks are suit-
able for disconnecting situations. Nodes in oppor-
tunistic networks need plenty of time to exchange
messages in a multihop way. The mobility of nodes
creates disconnection, but it brings new opportunities
for exchanging messages with others. These nodes in
the real environment are mainly human beings who
may form as social networks. The mobile opportunistic
networks combine benefits from both social networks
and mobile networks, which improves the efficiency,
robustness, and capability of the traditional mobile
networks.

Different from a well-structured path in wireless
networks, an end-to-end link in the opportunistic net-
work is not guaranteed. Instead, source or destination
nodes are allowed to exchange messages with a cost
of additional delay and additional buffer in the path.
This cost depends on users’ characteristics such as
movement patterns, social interactions, transmission
capability and so on. Sometimes, these characteris-
tics of the real social network nodes may impact
on the widely usage in real applications. Therefore,
by dynamically computing the next hop from a set
of candidates, previous works find the opportunity
to significantly improve capacity, robustness, and
QoE expectations. Recently, researchers have studied
schemes to provide a better trade-off between the
delivery delay and cost [1] [2]. Human-centered or geo-
graphical topology schemes are considered to approach
a better opportunity for delivery [3] [4]. In the lit-
erature, multiple opportunistic mobile social network
architectures are proposed [5] [6] [7]. They consider
different social aspects of users to build the network
and improve the quality of delivery. Community [8],
centrality [9], and personality [10] are considered as
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important roles in the routing, which truly improves
the performance.

However, many limitations prevent the real de-
ployment of mobile opportunistic routing, such as
validation of content, energy resource or disconnec-
tions [11] [12]. Normally, we consider mobile nodes in
opportunistic networks are charged and the storage
space is pre-set. Before delivering messages, each node
has to consider these limitations. Usually, larger data
transfer nodes in the network also have a higher
possibility to become energy exhaustion. Like the clus-
ter nodes chosen by social communities, they quickly
turn to sleep and lead to a higher rate of package
loss. Therefore, we add home spots with unlimited
power and storage space to act as these cluster
nodes, which could increase the QoE expectation.
Traditionally, for simply evaluating the performance,
messages have fixed common value. In our research,
we consider each message has different values that
according to its content and timeliness. Normally, the
message’s importance and timeliness are roughly set
as constraints in works like [13], which could not
embody the message’s true value in rescue operations
or emergency evacuations. Our proposed work takes
these limitations into account to improve the QoE in
a real usage opportunistic network, where messages
present diverse values.

In this paper, we propose an optimized scheme
for message delivery in an opportunistic network-
facing with the constantly changing of message value,
which is focused on the trade-off between the cost
of delivering and the social benefit. We put our
scheme in a scenario that there are social network-
connected mobile nodes with limited energy resources
and immovable home spots, where they exchange
messages without a direct path. Then, we define
the message social value to indicate the importance
of each message and state our social network-based
splitting optimization problem given more attention to
the message’s importance of social connections. Also,
we design an optimization algorithm to guarantee the
lower expected delay and higher message receiving
values.

II. System Model

In this section, we discuss the realization of archi-
tecture and scenario using the opportunistic network.
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Then, we describe the movement and communication
pattern for mobile nodes and home spots.

A. Architecture and Scenario

In the hybrid architecture of our work, several
technologies can be adopted here for supporting the
message exchange of mobile nodes and home spots.
They transfer messages using advanced technologies,
such as Wi-Fi links [14], which is a potential and
adaptable application embedded in mobile devices
to realize point-to-point communications. It provides
reliable links for various file transmissions and the
capability of various mobile devices within 40 meters.
Through Wi-Fi links, the created copies can be either
stored in a mobile node or a home spot: The Wi-Fi links
have the service of Bundle Cache in mobile nodes for
solving the problem of various types of files; The home
spots are usually used as an information transfer
station which contains large storage and unlimited
power. The architecture of hybrid opportunistic net-
works we proposed here applies with a virtual throw-
box in home spot areas [15]. The existing works
about the throw-box solution are mainly improving
the overall capacity and delay in the network, while
these physical devices are set up in home spots to help
the flood routing.

In a scenario of mobile network cooperative routing,
we consider there is a set N = {1,2,3,--- ,n} of mobile
nodes who participate in this network. They form an
ad hoc network through smart devices for sending
messages among themselves. Then, we consider a
square area, where m home spots are in it. The set
of home spots M = {1,2,3,---,m} is used for the
storage and distribution of message copies created by
user nodes. In this area, we assume n user nodes are
walking around while home spots are totally static.
When user nodes walk into the communication area
of home spots, they will communicate with home
spots and exchange messages. The target node can
get different message copies from either user nodes or
home spots.

In Fig. 1, there is an example of how social network
users transmit their messages through the opportunis-
tic network. A user node (n;) needs to send a message
to its friend node (noted as ny). However, the distance
is out of communication range, which makes it hard to
find an efficient way of transferring this message im-
mediately. In such an occasion, our proposed scheme
is aiming at searching for low delay and low-cost links
to help node (nz) get this message. Firstly, the user
node (n1) sends its message to the nearby nodes who
tend to enter a home spot area. Then, this message
continues to be copied and distributed among the user
nodes and home spots which may forward in the right
direction. After several hops, the target node finally
gets one copy within an acceptable delay.

B. Movement and Communication Pattern

Under the above architecture, firstly we focus on
the description how mobile nodes encounter with
other mobile nodes or home spots. Here we define an
expected encountering time for arbitrary two nodes
as npd, which refers to a probability distribution for a

pair of nodes’ encounter [16]. Besides, for describing
a mobile node reaching a home spot area, we define
another probability distribution for this movement as
hpd. Based on the previous studies, we consider these
distributions follow the common exponential distribu-
tion. Therefore, we have the encountering distribution
in ¢ time from now as

npd(t) = ve ¥ (1
hpd(t) = pe " (2

where the v and p refers to the rate parameter of
time interval that an encounter happens. Given a
trace history of a mobile node when it encounters with
another node as (t1,to,t3,--- ,t.). Then, we have the
maximum likelihood estimation for the v and p under
the exponential distribution as

. z

v I 3
where z is the number of encountering times. We also
can obtain the maximum likelihood of the trace history
for a mobile node encountering a home spot as ji,
which is similar with the Eq. 3. Next, we consider
a binary parameter X}; = 1 to indicate mobile node
¢ encounters with node j within time ¢. The starting
time noted as to and we have the probability for mobile
node ¢ encountering node j within time ¢ as

P{X}, = 10X = 0)
P{X[9 =0}

[ wpate @

t—to
/ ve tdt
0

Using the cumulative distribution of exponential
function, we have the probability of an encounter
either for mobile node or home spot as

P{X;; = 1] X;7 = 0}
1— efu(tfto)
{1 — e Mt if jis home spot

(5)

After formulating the movement pattern, we discuss
the forwarding pattern. We focus on how many copies
we need to get a well-balanced tradeoff between de-
livery delay and energy consumption. Conventionally,
there are several different distribution methods that
discuss the predefined number of copies for each
message. One general way [17] is that the message
creator generates a fixed number of copies depending
on the network characteristic. Then it splits these
copies equally during a node handshake. Another
flooding scheme sacrifices other nodes’ energy for a
lower delay, but it creates a large number of useless
copies that take up the storage space when safety
is not considered either. For simplification, we deal
a scenario with a fixed F copies for each message
C: = {i,j} which indicates the only message =
created by node ¢ and its target is j. Under this

assumption, we achieve the optimization goals of this
mobile opportunistic network in the next:

P{X} = 11X} =0} =

if j is mobile node
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Fig. 1. Social network users transmit messages in mobile opportunistic networks

1) Formulate a function that quantizes the constantly
changing value and importance of each message.

2) Develop a reasonable splitting algorithm for occa-
sions that one node encounters with another, and
it can optimize the delay of this network.

3) Prove the optimality of the proposed flooding rules
and algorithms in this unique scenario.

ITI. Social Network Based Splitting Scheme

In this section, we describe the basic rules for
message splitting. Then, we achieve the above goals
step by step.

A. Variable Message Value

In conventional researches, one of the main prob-
lems is the block of a smooth relay link. Except for
common objective reasons like bad wireless communi-
cation conditional or different forward motion, users
are not always willing to participate in such a selfless
network because of limited energy consumption and
storage space. Another problem is finding an efficient
way to guide the copies through hybrid networks.
Traditional copy splitting methods only consider the
mentioned simple ways to improve the delivery prob-
ability, while ignoring inherent network demands like
message importance (e.g. rescue instruction), trust-
worthiness (e.g. close relationship) and willingness
(e.g. more common friends). Therefore, in this section,
we introduce a social utility optimization routing algo-
rithm to calculate an efficient routing scheme which
achieves the overall lower delay and higher QoE in
this network.

In the proposed scenario, when a copy is being
transmitted in the network, it has an inherent value
for the target node. We design a value that refers to
the personal importance between the creator and tar-
get, which indicates the importance of this message.
Besides, the importance of a message also depends

on whether it can reach in time, and the designed
value should timeliness aware. Therefore, to empha-
size the importance of the message in the opportunistic
network, we design social message importance (SMI)
metric to indicate the message quality in the process
of message forwarding, where we have

SMII(T/) = Q . Ti,j . Ri,j . eia(titO) (6)

where r; ; indicates the frequency that node i encoun-
ters with node j, and R;; indicates the transmission
strength of their friends between the creator and the
target, which we introduce it later. « is an adjustable
parameter which refers to the value attenuation by
the different emergency situations. @ is to indicate the
message importance standard defined by the network.
For example, in a rescue mission, the commander uses
Q1, the rescue team uses Q2 and the local families use
Qs, and we have Q3 > Q2 > Q.

The frequency r;; in Eq. 6 is an elastic function
which can be formulated under previous works like
[18]. It is used to describe how closed this pair of nodes
are. Especially in emergency and resource limited sit-
uations, the nodes always tend to use limited resource
to contact with their closest people, to confirm safety
or convey action instructions. Here, we collect a group
of users who live in the same area and encounter with
each other occasionally. We use the method in Eq. 3
to roughly estimate the frequency. R; ; is to indicate
the strength of ‘common friends’ in this opportunistic
network, and more common friends represent stronger
information collection ability, which leads to higher
message importance. Therefore, we have

Ti,j = ﬁlﬁij where i ;é] (7)

Ri; = ﬁz\/w where i#£j#k (8)
keN

where 31 and (2 are adjustable parameter, in order to
balance the weight of r; ; and R;; meeting different
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environment demands (e.g. group cooperative action
or high forwarding degree of participation).

We define R; ; to indicate the strength of two users’
relationships based on the number of mutual friends
in their social network [19]. Since mutual friends are
the same to both sides of users, we have the inference
here,

R@j = Rj,i where 7 75.] (9)

In the process of message transmission, we need
to describe the value of copies after each exchange.
Therefore, we use the overall expected message social
value (MSV) to indicate the expected value of message
from node i to node j in time interval ¢, which can be
calculated as:

MSVi; =

3 Ff/ SMI, - P{X}; = 1]X[2 = 0}dt
kEN t

(10)

where F¥ indicate whether there are message copies
from node 4 to j held by node %k, and F* = 0 means
no this message’s copy in node k. Without loss of
generality, we use the message holding proportion
f¥ €[0,1] to indicate the proportion number of copies
held by node k, therefore, we have FF =1 if f* > 0.

The expected message social value is the overall ex-
pectation of social message importance for the message
from i to j. The different expected values held by node
k also show how much numerical value can gain if
k meets the target node immediately. This MSV will
decrease over time since SMI is a monotone decreasing
function without any splitting operation. But finding
a node with a higher probability of encountering the
target node will increase the MSV since it can achieve
higher SMI.

Next, we define the integrated expected message
social value MSV/* held by node k as the value
after exchange. For testing whether it is worth for
exchanging, we define the exchanging social network
profit ESP here

ESPy; = (MSV/F +MSV]) — (MSVE + MSVY) — Cost

(11
where we use (k,l) € K to record each split as a set
K. If ESP > 0, the message exchange is permitted,
then this pair of nodes finishes the splitting operation
of message [20]. If ESP < 0, there is no worth for
exchanging operation due to the lower M SV, which
refers to higher delay and useless energy cost.

B. Problem Statement

This multi-copy routing problem can be described
as following: Given several social and timeless aware
messages created by n users in different time slots, we
design an optimization forwarding scheme that these
messages reach their target as soon as possible with
limited copies, and the overall message value in this
opportunistic network is optimal.

Then, we state the overall social network based
splitting optimization problem as

max U = Z SMI”(tl)

1,jEN

teT. (12

where T. the set of time records that messages
reach their destination. In order to solve the convex
optimization problem, the forwarding scheme should
maximize the overall value of U.

Before each individual’s final message reaches the
target, under the best condition, the copies allocated
at the network hold the highest joint probability to
approach the target. Therefore, to maximize U, we
can transform the optimization problem into creating
the transmission environment that has the highest
probability to reach the target in each time ¢, where
we have

max U=)» U= Y MSV; (13)

teT i,jEN

Notice that this optimization problem no need to
change or stop the forwarding scheme after one copy
reaching the target, since each message’s value is a
monotone decline function and they are deleted if low
enough (e.g. set a threshold of 0.5% of the original
value.)

Next, we design a social optimization copy splitting
algorithm to solve this problem.

C. Social Optimization Copy Splitting Algorithm

When encountering another node, we need a suit-
able scheme to split copies, which could improve the
delivery ratio. Before splitting, the two nodes should
identify themselves and share the basic information
such as the number and category of different copies.
Then they confirm whether copy exchange is needed
based on the four rules above. Next, they should make
sure the benefit of this exchange when considering the
trade-off between SMI and cost. The number of copies
transferred from one node to another is described by
the scheme, which can maximize the MSV in Eq. 10.
Therefore, the splitting method needs to make sure
even if a part of nodes moves to wrong areas or
directions, the other nodes hold these copies still can
reach the target.

Since the total number of copies in an exchange
operation is fixed, we only need to distribute these
copies by an appropriate proportion. Let ¢fj presents
the proportion of total number of copies node k holds,
in one exchange operation for a message from ¢ to j
we have,

Ol + b1y = O + 0l (14)

where ¢>;’; presents the proportion of the total number
of copies node k; holds after the exchange.

As mentioned above, the copyholders have more
common friends with the target node that are more
suitable to help transfer this message. Therefore, it is
reasonable that nodes that have a relatively stronger
social network relationship will hold more copies. Here
we use Ry ; to indicate the transmission relationship
between a node k and target j. For calculating pro-
portion ¢ after exchanging, we have

Ik Th,j k .

k. Tkg gkl 1
bis P (93 + 9ij) (15)
o = — T (65 + o4) (16)

Tk, +T15
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where new proportion has a linear connection with
the strength of a social network relationship between
these two mobile nodes.

Algorithm 1 Social Optimization Copy Splitting Algo-
rithm
Input: Array of mobile nodes N, home spots array M.
Output: New copy exchanged array of mobile nodes
N, home spots M
1: function CopySplitting(Array N, M)
2! for N[i] + 1ii < nsi++ do

3 if Distance(N[i],TargetNode) < Range
then

4: node 1 sends one copy to TargetNode

5: continue

6 end if

7 if Distance(N[i], TargetNode) <

Range  and  ESP(NJi],N[k]) >0 then

8: ¢ = Splitting(N[n], N[k])
o: N’[n] <= ¢ - (N[n] + NI[K])
10: N'[k] = (1= ¢) - (N[n] + N[k])
11 end if
12: if M[j] within WiFiRange exists then
13 M[j]  M[j] + NIij
14: N'[{] <0
15: if M'[j] > 1 then
16: M'[j] = —N'[i] + +
17: end if
18: end if

19: end for
20: return N’ and M’
21: end function

Next, we describe the process of our proposed social
optimization copy splitting algorithm. In algorithm 1,
the pseudo-code details how the nodes encounter with
other and exchange copies in different scenes.

There are two kinds of encounters when a node
meets another node. Line 3-6 is the situation that
meets a target directly and Step 7-11 is a normal
splitting if the ESP is no-negative. Notice that the
function Splitting(N[n], N[k]) is for calculating the
proportion of ¢ of each node based on the social
network relationship.

Besides, there are also two kinds of encounters
when a mobile node meets a home spot. Step 12-17
describe these two situations. The main idea for a
home spot’s encounter is that a spot will collect all
the copies within the communication range’s nodes
and distribute one copy to each mobile node but still
keep at least one copy in the throwing box for target’s
entering.

IV. Simulation

In this part, we present the experiment to evaluate
the performance of our proposed SOCS algorithm.
First, we introduce two classical algorithms for com-
parison then discuss the setting of this platform. Next,
we discuss the performance of each numerical result.

A. Algorithms for Comparison

In this paper, the setting of this model is based on
probabilistic opportunistic routing, and there is no his-
torical data in this opportunistic network. Therefore,
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Fig. 2. Performance of three algorithms by different number
of homes

we only apply algorithms that need zero-knowledge
in this network. Here, the Homing Spread algorithm
[17], CLAW algorithm and Epidemic algorithm [21]
are introduced here, which all can be applied in this
platform.

Similar to SOCS, these three algorithms for com-
parison all use more than one copy. If a source node
decides to send a message, we assume SOCS, CLAW
and Homing Spread algorithm will create a fixed
number of copies. The difference between the Homing
Spread algorithm and the Epidemic algorithm is that
the number of copies among the whole network is
fixed in Homing Spread but in the Epidemic algo-
rithm the number of copies is unlimited. The Homing
Spread uses a binary scheme to split copies when
our proposed algorithm splits copies depending on the
rate of social network relationship importance. The
strategy of CLAW uses the weight of distance instead
of encountering probability, which selects the right
direction rather than the right node.

B. Platform and Simulation Data

A widely used Time-Variant Community Model
(TVCM) is introduced here for our simulations. The
number of nodes changes from 100 to 500 in a small
grid map. Each node wanders in this map and en-
counters with other nodes when they are in the same
grid, similar to [17]. We organize the probability of
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meeting with each other selected using the real trace
as the parameter v = [0.0001,0.005]. The number of
homes is selected from 0 to 20. The probability for one
node entering a home spot is leaned as the parameter
pu from 0.01 to 0.04. More than 50 messages * 20
copies generate at the first time, where the source
nodes and target nodes are randomly selected. All the
results are run by more than 20 times and then we
take the average.

C. Result Analysis

We evaluate three algorithms in the simulation part
and divide the results into three groups using different
parameters. In the first set of simulations, we change
the number of homes from 0 to 20 to discuss the
importance of home spot in our opportunistic network.
Both message social value (MSV) and the delivery
delay are tested in the examination. In Fig. 2(a), there
is a pure opportunistic network only existing mobile
nodes. We assume there are 50 messages created by
different source nodes. Each of the source nodes holds
20 copies and splits them following the rule of the
three algorithms. The parameter « in social message
importance (SMI) is set as 0.01. The unit for balancing
the cost and the strength of the relationship is tested
within an acceptable range, which we discuss later. In
Fig. 2(b), it shows an opportunistic network only holds
mobile nodes. It this case, the message social value
(MSV) of our proposed algorithm and Homing Spread
algorithm keep at a balanced level. From the other
simulation in Fig. 2, we find that the MSV shows a
higher number when the number of nodes goes to 300.
If the density of nodes is lower, it will slow down the
message transmission speed which refers to a lower of
SMI when finding the target; If the density of nodes is
higher, we consider the message can reach the target
node more quickly but it takes more times for splitting.
Our proposed algorithm is better than the Homing
Spreading algorithm since our algorithm takes a mes-
sage’s social network importance into consideration.
The Epidemic algorithm goes lower significantly since
it costs too much to split copies. When the number
of homes changes from 5 to 20, the message social
value does not change too much by the change of
nodes. However, with the increase in home density
or node density, we can observe that the delivery
delay decreases significantly. The lower delivery delay
brings a better performance of SMI, which leads to a
higher total MSV.

V. Conclusion

In this paper, we study a social network based
routing problem in the opportunistic network which
contains several static home spots. We discuss the
importance of time and social network relationships
for each message to propose a no-history trace-based
algorithm called Social Optimization Copy Splitting
algorithm (SOCS). This SOCS combines the nodes’
movement pattern with homes’ spreading when a
social importance value is defined to indicate the
performance of the network. The analysis shows that
the performance of our SOCS algorithm is optimized
for relaying and the optimality is no worse than

other copy limited algorithms. It also shows that
our SOCS algorithm improves the performance of the
opportunistic network significantly when considering
time and social values.
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Development of the autonomous mobile robot for Outdoor Environments
in Advanced Institute of Industrial Technology

Tomoyuki Ohkubo*, Hiroyuki Ikarugi*, Arisa Kanemitsu*, Tadayuki Kusakabe*,
Takumi Takahashi*, Hiroyuki Morimoto*, Liu Xin*, Zhang Ziyao*

Abstract

In this paper, we describe the development of autonomous mobile robots for outdoor environments at
Advanced Institute of Industrial Technology. In order to develop, we focused on "Tsukuba Challenge
2018", design and implement a new machine in the very short term. For this development task, we
used many electrical modules and Open-Source Software. The body has been simplified with a frame
designed by 3D-CAD, and plastic cardboard. The encoder-integrated DC motor was controlled easily
with a control board. Obstacle detection and map generation use LIDAR and SLAM algorithms to
perform waypoint navigation on Ubuntu OS and ROS. The validity of the developed robot was verified

in the Tsukuba Challenge 2018 environment.

Keywords: Autonomous Robot, Tsukuba Challenge, ROS (Robot Operating System)
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Development of Tourism based on Meeting, Incentive Tour, Convention and
Conference, and Event and Exhibition

Tokuro Matsuo* and Hidekazu Iwamoto**

Abstract

In this decade, number of foreign tourists increased as the Japan National Tourism Organization made
successful promotions. This paper shares knowledge and strategies to be considered in tourism
industry in next 10 years. Former half of this paper introduces the Internet and royalty program in
tourism industry. The Internet enables us to compare items with reviews provided by buyers and can
remove inferior service providers from the tourism market. Also, it provides easily good environment
to create royalty program. Acquired data in customer royalty management can be used in marketing.
Latter half of this paper mentions the strategy to develop the MICE industry. Economic ripple effect of
MICE industry delivers on 8 times of it in general tourism. We introduce the perception of convention
attendees in international conference held in Japan.

Keywords: Tourism Industry, Tourism Informatics, Meeting, Incentive Tour, Convention and
Conference, and Event and Exhibition
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Conducting a Conference that utilizes Jinsei Game Life Shift ver. with AR

Takashi Oshino*, Hiroyuki Suzuki*, Yousuke Inoue*, Xu Yang*, Fu Jin*,
Tomoyuki Ohkubo* and Shigeomi Koshimizu*

Abstract

We are seeing the advent of human lives spanning over 100 years, and faced with various changes.
Professor Lynda Gratton advocates the concept of "life shift", as a foothold for a flexible life style. This
conference was planned and carried out with the objective of further understanding "life shift", and
herein is the project report. At this conference, in addition to lectures with workshops, game learning
using the newly developed "Jinsei game life shift ver. with AR" was adopted. In the game, the
experience of life shift is simulated to deepen the understanding of the contents of the lecture, and it
is designed to introduce a new kind of game experience by introducing AR (Augmented Reality).
According to the questionnaire survey of the conference participants, the participants were highly
satisfied and answered that their understanding of life shift was improved.

Keywords: Life Shift, Jinsei Game, Game Learning, AR (Augmented Reality), Questionnaire Survey
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Towards local energy production for local consumption
using renewable energy and EV systems

Ippei Jou*, Kazuhiko Fukuda*, Takenori Kato*, Shijie Cai*,
Keita Aoi*, Ziyao Zhang*, Hisashi Hayashi*

Abstract

From the 2011 earthquake, the Japanese government has proceeded to increase renewable energy
instead of nuclear energy. However, the power generation through renewable energy is unstable. In
this report, we study two systems for improving the usage of renewable energy. First option is local
production for local consumption of renewable energy. In this system, energy suppliers in a local area
can provide energy smoothly to consumers in the same area with our new power sharing system.
Secondly, we also study a system which can charge the batteries of EVs using surplus power of the
grid and discharge the electricity of EVs to the grid. We evaluate the effectiveness of these systems by
means of multi-agent simulation.

Keywords: Electric power system, Renewable energy, Local production for local consumption, EV

charging system, Electric power stability, Multi-agent simulation
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Strategic Roadmapping for Technology Ventures and Investors

Yuta Hirose*** Robert Phaal**, Yuki Okada*** and Yusuke Kishita***

Abstract

The aim of this research is to develop a structured visual mapping approach, by applying roadmapping
principles, with the goal to support strategic alignment and engagement between sustainability-driven
technology ventures and investors. This paper proposes a roadmapping process consisting of 10 steps
to provide a communication platform that enables sustainability-driven technology ventures and
investors to inclusively navigate a potential business direction and path to value creation and capture.

Keywords: Roadmapping, technology venturing, strategic alignment, stakeholder engagement,

sustainability

1 INTRODUCTION

Technological innovation is of vital importance
globally for accelerating and sustaining economic
growth [1-2], as it leads to a variety of social, economic
and environmental benefits in both developing and
developed countries [3-4]. These benefits include new
business and industrial development, leading to the
creation of employment, economic wealth and a higher
quality of life through providing new technological and

innovative solutions.

One of the fundamental driving forces for
accelerating technological innovation is the emergence
of technology ventures [5], which includes technology
SMEs (small and medium-sized enterprises), such as
technology start-up companies, university spin-outs
and corporate innovation projects and ventures in and
firms pursuing

of large technology-intensive

technology commercialisation and business

development [6].

Technology entrepreneurs and managers aim to

navigate emerging technology ventures and
innovations towards successful commercialisation and
business development, often over long periods of time.

However, this is challenging due to high uncertainties

Received on September 13, 2019

associated with identification of relevant trends and
drivers including sustainability goals, planning and
navigation of technological resources and capabilities,
and prioritisation of solutions. Failure to understand
and manage these uncertainties appropriately can
lead to undesired consequences and poor outcomes in

the realisation of value creation and capture.

There i1s an emerging trend for technology
entrepreneurs and managers to found new technology
ventures driven by sustainability, and this trend
continues to grow globally. However, these new
ventures are considered to require longer time for
success and potentially more challenging to achieve
expected returns than ‘business as usual’ ventures, in
favour of realising social and environmental benefits,
such as overcoming health issues, reducing carbon

emissions and mitigating climate change [7].

Despite the expectations of longer time for success
and potentially more challenging to achieve expected
returns, facing disadvantages when seeking funding,
there is an increasing number of early stage investors
such as venture capitalists positively investing in new
while

ventures that are economically viable,

contributing positively at a societal and environmental

* PEFEHINTRFEPERS:, Advanced Institute of Industrial Technology
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level [7]. These venture capitalists are ready to invest
time and resources, and be patient throughout the
technology venturing journey, working together with
sustainability-driven technology entrepreneurs and
managers. However, currently there is a lack of
proven, practical methods to support strategic
alignment and engagement between such technology
ventures and venture capitalists throughout the

sustainability-driven technology venturing journey.

The focus of this research is on application of
roadmapping to support strategic alignment and
engagement between technology ventures and
investors, understanding and navigating technological
innovation Applying

roadmapping is an appropriate method to characterise

driven by sustainability.
and improve emerging technology venturing practices,
supporting value creation and capture [8]. In the
work [8], the

ventures has

corresponding author’s previous

emergence of technology been
characterised, by applying roadmapping principles,
based on 32 case studies and a focus group conducted
in the United Kingdom, The Netherland, Japan,
Australia and the United States. Based on these
outputs, a strategic roadmapping process has been
developed. However, sustainability aspects have not
yet been incorporated into the process. This paper
firstly introduces roadmapping principles, and then
proposes a roadmapping process consisting of 10 steps
to provide a communication platform that enables
sustainability-driven  technology  ventures and
investors to inclusively navigate a potential business

direction and path to value creation and capture. Then,

preliminary insights as a foundation for developing a

prototype approach are discussed for further research.

The remainder of this paper is as follows. Section 2
explains an overview of roadmapping principles.
Section 3 introduces a conceptual framework for this
research, and proposes a roadmapping process design.
Section 4 discusses insights for future work. This

paper concludes with Section 5.

2 ROADMAPPING PRINCIPLES

This section explains an overview of roadmapping
principles, and discusses how the roadmapping
approach could be applied to support sustainability-

driven technology ventures and venture capitalists.

2.1 Roadmapping Perspective

Roadmapping is a systems-oriented visual mapping
approach to strategy and innovation that often
involves a workshop-based method and process, which
can be interpreted as a socially facilitated mechanism
consisting of the process of cogitation, articulation and
communication among the participants producing a
‘roadmap’ as an output [9].

The process and product of roadmapping are
supported by the use of roadmap templates, based on
an underlying ‘roadmap architecture’, used in the
roadmapping workshop for the purpose of structured
visual representation of strategy [10]. While many
types of roadmap architecture exist in practice and
literature, the most frequently used is a multi-layered
time-based format, providing a common structured

visual language for strategy development [11].

Euncional parspactives Eoagdmap framework Knowiadon Informason
(Roadmap (Supports miegrated and algned pes Npesy
archiectune) siralegic and noovaton plannng) E> When?
Tyt
et
Curnmercal & Market Oervers
oy q Swaegy
PN Bu . Needs
Do Product Foa
et aret - .
. ,.«.: o Q Servce B FA&"
[ Perfomance
System
Tatecioy & Teshnology
et s Q Sohstons
eI Scance Capabaney
s Resources
Key Questons 2 Where oo 3} How can we 1) Whaee 0
we now? Gt there? we want o po?

Fig. 1: Basic Roadmap Architecture for Design Purposes [13].



A basic roadmap architecture for design purposes
produced by [12]

fundamental questions that underpinning the process

is shown in Fig. 1 with six

of roadmapping (and strategy more broadly) as follows:

1) Where do we want to go?,
2) Where are we now?,

3) How can we get there?,
4) Why do we need to act?,
5) What should we do?, and
6) How should we do it?

In this research, roadmapping users are technology
entrepreneurs and managers, and venture capitalists,
driven by sustainability. All six fundamental questions
are crucial to consider when designing the timeframes
for setting sustainability goals, structure of relevant
information, process and graphical format for roadmap

as an output.

2.2 Structured Discussion Process

Structuring the discussion process for roadmapping
is important to produce roadmaps that support
strategic alignment and engagement between
participants effectively and efficiently. Depending on
the scope and aims for roadmapping, the order of the
six fundamental questions is discussed and answered
differently. For instance, roadmapping for technology-
push strategy development starts with 'How' questions
for the purpose of forecasting technological resources
and capabilities to identify and prioritise solutions to
capture value associated with relevant trends and
drivers. Roadmapping for market-pull strategy
development starts with 'Why' questions for the
purpose of identifying relevant trends and drivers
firstly, to prioritise solutions and plan to acquire
technological resources and capabilities.

In terms of a structured discussion process for
roadmapping, two detailed workshop reference
approaches have been published and widely adopted
(and adapted): 1) ‘T-Plan’, a “fast-start” process to
initiation  of

support  the product-technology

roadmapping in organisations, establishing key

linkages between technological resources and business

! Adopted from https://www.ifm.eng.cam.ac.uk/ifmecs/business-
tools/roadmapping/fast-start-roadmapping/
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drivers [14], and 2) ‘S-Plan’, and extension and
adaptation of T-Plan, which uses roadmap templates
and the

identification and exploration of strategic and

to support general strategic appraisal,

innovation opportunities [15].

As shown in Fig. 2, S-Plan is designed for
brainstorming and idea generation purposes,
supporting strategic theme prioritisation, typically at
the front-end of the innovation process, while T-Plan is
product-technology

designed for implementing

roadmapping based on strategic opportunities
identified through S-Plan. T-Plan and S-Plan are not
intended to be prescriptive, but rather stable reference
points from which to adapt to context. Modular design
and the integrative nature of roadmapping provide the
basis for a scalable generic toolkit, with the flexibility

to be customised to context [16].

Q9 90

SPan

Fig. 2: Positioning of T-Plan and S-Plan Reference

Processes!.

In this research, S-Plan is selected as the reference
model for roadmapping process design. This is because
technology entrepreneurs and managers aiming to
found new ventures driven by sustainability would
still be at the stage of exploring strategic options and
opportunities to go forward, and the method has been
demonstrated to be effective for early stage
technological innovation [17], but not for sustainability.
S-Plan provides a series of templates and facilitation
methods to explore and examine strategic options and

innovation opportunities in a participative manner.

2.3 Strategic Alignment and Engagement Support

Successful implementation of a structured

discussion  process requires an  appropriate

communication style and mode of interaction to
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support strategic alignment and engagement between
participants. There are a number of communication
styles to consider, depending on scope and aim. For
example, plenary conference style is appropriate for
agreeing scope, vision, policy and setting common
visions, while group work style is used when specific
topics require deeper analysis and evaluation such as
business case development are necessary.

Other examples include war room style where
producing high quality outputs in a specific time period
is the first priority, and roundtable discussion style is
used when a communication platform is needed for

open discussion.

Plenary conference style

Group work style

War room style

Fig. 3: Types of strategic alignment and engagement

support2.

In this research, a combination of war room and
group work styles is selected to create a focused
environment for technology entrepreneurs and
managers, with roundtable discussion style intended
to be used when communicating with venture

capitalists for investment evaluation.

2.4 Scalable Toolkit Platform

All management tools and frameworks have
strengths and weaknesses, and so a roadmapping
process typically involves a number of supplementary
relevant management tools and techniques. It has
been found that a combination of three tools operate
well together as the basis for a scalable toolkit
platform for strategic technology and innovation
management, illustrated schematically in Fig. 4. How
information in such tools is structured and linked with
the main roadmap architecture needs to be understood

if the toolkit is to operate coherently.

2 Adopted from https://www.ifm.eng.cam.ac.uk

Technology Management Scalable
Toolkit Platform
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Technology & market
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Fig. 4: Scalable Toolkit Platform [18].

In this research, a number of relevant management
tools and techniques, which are discussed in Section 3,
are identified that can be configured to create a toolkit
for facilitating communication between sustainability-

driven technology ventures and venture capitalists.

2.5 Integration and Embedding

Roadmapping becomes most effective when
roadmapping activities are integrated into business
cycle and system, embedded in organisations for
continuously used to achieve improved strategy
development. However, how to approach integration
and embedding differs depending on the scope and
aims of organisations implementing roadmapping. Fig.

5 shows stages of roadmapping implementation.

5 of TRM ion
Initiation Development Integration —
To ingraduce TRM 1o o laiinh 3 fall-icale Fo masekain as an on-
a0 OfgantFaion TRM smplementason POInE Process

o Acceptance by key o Quality of coment o Linkage between a
stabctubdors 1 presemied ma T ——
COIPOrElE SITMCEIC
Dvvalapment of o e g
custmired o Knawbedge
proces sharing among o Comtinuity of the
difterent groups of TRM
participands implemsani aison

Fig. 5: Roadmapping Implementation Stages [19].

In this research, in terms of integration and

embedding, how to integrate and embed a
roadmapping process into technology ventures and
venture capitalists would be the focus. Actions in the
initiation stage would include introduction of a

designed roadmapping process and implementation of



a pilot workshop with technology ventures and venture
After reviewing and evaluating the
further

capitalists.
development of the
should be

improved process development for the development

workshop outputs,
roadmapping process conducted for
stage. In the integration stage, standardising the
roadmapping approach for technology ventures and
venture capitalists would be crucial, which should be
continuously tested and revised for refinement and

improvement of the approach.

3 ROADMAPPING PROCESS DESIGN
3.1 Conceptual Framework

As shown in Fig. 6, the system boundary defined for
sustainability-driven

this research 1is around

technology ventures and venture -capitalists.
Associated functions in terms of why, what how for
technology ventures and venture capitalists are as

follows.

Why

- Sustainability-driven technology ventures

typically require longer time for success than

‘business as usual’ ventures, managing financing,

technology commercialisation, business
development and management.

- Venture capitalists need to invest resources and
time, and be patient throughout the technology
venturing journey, evaluating investment
decisions and performance, with provision of
advices.

- There is a lack of proven, practical methods as an

efficient and effective common communication
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platform throughout sustainability-driven
technology venturing journey for technology

ventures and venture capitalists.

What

- A structured visual mapping approach is to be
designed and developed, based on roadmapping
principles, to support strategic alignment and
engagement between  sustainability-driven
technology entrepreneurs and managers, and
venture capitalists.

How

- A roadmapping process is suggested, based on S-
Plan as a reference model. Future work includes
a series of pilot workshops with sustainability-
driven technology ventures and venture

capitalists. Survey will be conducted for all

participants after each pilot workshop to evaluate

the wutility, applicability and stability of the

approach for practical use in industry.

3.2 Suggested Roadmapping Process Design

Fig. 7 shows a suggested roadmapping process
design for this research, based on S-Plan as a reference
model, consisting of 10 steps suggested for supporting
strategic alignment and engagement between
sustainability-driven technology ventures and venture
capitalists. The suggested roadmapping process design

is as follows.

Step 1:

Prioritisation of strategic themes by exploring and

Strategic theme prioritisation

identifying trends and drivers including sustainability

/ Efficient and Effective Communication Platform N
for Before and After Engagement
(S-Plan as Reference Model)

A

s

~

Technology

entrepreneurs and
managers

Applying roadmapping to inclusively navigate a potential
business direction and path to value creation and capture,
aligning strategy with sustainability contributions

(Venture capitalists)

Financing
Technology commercialisation
Business development
Y and management

Investment evaluation and decision
Investment management
Performance evaluation

and advice g

\
1
'
'
'
1
1
I
'
'
1
1

Investors !
'
1
1
I
'
'
1
1
I
'
'
i

System boundary

Fig. 6: Conceptual Framework for this Research.
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9b. Revision
9c. No engagement 1\ ﬁ / Advice _“ @
8. Investment

( evaluation 1\

9a. Engaged

V

10. Roadmap dashboard
(Communication platform)

7. External feedback and revision

5. Opportunity-Feasibility

1. Strategic theme
,’ prioritisation N

2. Topic roadmap

{ !

6. Business case prioritisation

3. Business case

A <

4. Make-or-Buy

" -

Fig. 7: Suggested Roadmapping Process Design.

goals, technological resources and capabilities, and

associated solutions.

Step 2: Topic roadmapping

Roadmapping based on prioritised strategic themes to
explore and identify future state and core path to value
creation and capture, and examine external and

internal risks together with possible scenarios.

Step 3: Business case development

Business case development for prioritised strategic
themes, based on outputs from Step 2.

Step 4: Make-or-Buy assessment

Assessment of make or buy for technological resources

and capabilities identified in Step 3.

Step 5: Opportunity-Feasibility assessment

Assessment of opportunity such as potential market
size and annual revenue, against feasibility such as
competitiveness of solution for prioritised strategic

themes.

Step 6: Business case prioritisation
Prioritisation of business cases to identify most

prioritised strategic theme.

Step 7: External feedback and revision

Feedback from external experts and/or industrial
practitioners with an option of revisiting strategic
theme prioritisation and business case development

and prioritisation.

Step 8: Investment evaluation

Evaluation with venture capitalists by going through
all steps from Step 1 to Step 7 to understand the whole
picture with evidence for decision-making by
technology entrepreneurs and managers, supporting

investment decision-making by venture capitalists.

Step 9a. Engaged

Engagement occurs, when technology entrepreneurs
and managers, and venture capitalists are satisfied
with roadmapping outputs.

Step 9b. Revision and advice

Revision and advice occur, when technology
entrepreneurs and managers, and venture capitalists

identify revision points with roadmapping outputs.

Step 9c. No engagement

No engagement occurs, if/when technology
entrepreneurs and managers, and venture capitalists

are not satisfied with roadmapping outputs.

Step 10. Roadmap dashboard

A roadmap ‘dashboard’ as a communication platform is
proposed for technology entrepreneurs, managers and
venture capitalists to work together, planning and
navigating a potential business direction and path to
value creation and capture, with relevance to

sustainability.
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With Prioritisation

Identification of Identification of
Trends & Drivers Trends & Drivers
— Prioritisation
Identification of Identification of
Solutions Solutions
Modular Strr]ategic Strategic
Identification of -_— theme Identification of —  theme
approach Resources identification Resources identification
& Capabilities o & Capabilities o
Combination Combination
without prioritisation Priorifisation with prioritisation
Identification of Identification of
Trends & Drivers Trends & Drivers
Solutions Solutions
Resources & Capabilities |dentification of Resources & Capabilities Identification of
Solutions Solutions
Integral ~ ~ — Prioritisation .
h J Strategic o Strategic
approac ~ . ——+ theme ~ —  theme
J identification J identification
Adoption as a set Prioritisation Integration
without prioritisation with prioritisation

Fig. 8: Suggested idea generation archetypes.

4 INSIGHTS FOR FUTURE WORK
4.1 Technological Innovation driven by Sustainability

There is an increasing trend for characterisation
studies on technology venturing and/or venture
capitalists driven by sustainability. These include
research on innovation process of sustainability-driven
technology ventures by Keskin et al. [20], a systematic
review of sustainability-oriented SMEs by Klewitz &
Hansen [21], and venture capitalists driven by
sustainability by Bocken [7]. However, strategy
perspective for technology ventures and venture
capitalists, with relevance to practice, seems to be
lacking in the previous studies. In the corresponding
(1],

emerging technology ventures has been researched

author’s previous work characterisation of
from the perspective of strategy and innovation, but
not for sustainability. As part of future work,
technological innovation driven by sustainability
would need to be characterised from the strategy

perspective for technology ventures and investors.

4.2 Tool and Sub-process Design

After characterisation of technological innovation
driven by sustainability from the strategy perspective,
tool and sub-process design would be needed for each
step of the 10 steps. Below discuss insights for future

work in terms of tool and sub-process design.

Idea generation archetypes

The roadmapping approach generally employs a
modular approach to idea generation for strategic
theme prioritisation. This means identification of
trends and drivers, technological resources and
capabilities, and solutions are conducted modularly.
There 1s an alternative way to generate ideas, which is
an integral approach, where trends and drivers,
technological resources and capabilities, and solutions
are identified integrally.

Furthermore, in terms of practical relevance,
whether to prioritise each item or not is another
important dimension for characterising the idea
generation approach for strategic theme prioritisation.
Fig. 8 shows idea generation archetypes and these four
patterns should be examined further by testing each.
Such future work would reveal which pattern or a
combination of which patterns could be more effective
and efficient for in which scope and aim in the context
of supporting strategic alignment and engagement
between sustainability-driven technology ventures

and venture capitalists.

Topic roadmapping
The topic roadmapping enables technology ventures

to examine prioritised strategic themes in depth in
terms of future state, core path and steps to value

creation and capture, together with consideration of
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external internal risks potentially impacting the core
path. There are a number of topic roadmap templates
available, and future work should be conducted to
examine which of them should be more suitable for
supporting the sustainability-driven technology
example from the
work [1], for

supporting technology ventures to navigate value

venturing journey. One

corresponding author’s previous
creation and capture at the time of emergence is shown

in Fig. 9.

s

Fig. 9: Suggested topic roadmapping template [1].

Make-or-Buy assessment

The make-or-buy assessment [22] enables
technology ventures to visualise which technological
resources and capabilities, identified from the topic
roadmapping, to make by themselves or procure from
outside their ventures. This assessment outputs would
be a justification for venture capitalists to understand
all the factors relevant to make-or-buy decisions,
revealing all costs of buying in from suppliers.

In terms of future work, to assess the make-or-buy
decisions, criteria should be developed, for the purpose
of supporting sustainability-driven  technology
ventures, which venture capitalists could understand

precisely linking with sustainability goals.

Opportunity-Feasibility assessment

The opportunity-feasibility assessment [23] enables
technology ventures to visualise strategic options and
innovation opportunities in order to prioritise strategic
themes. This assessment also enables venture
capitalists to understand all options considered by

technology entrepreneurs and managers as evidence

for prioritising a business case. In terms of future work,
dimensions for opportunity and dimensions for
feasibility should be defined in order to develop a

portfolio for business case prioritisation.

Roadmap dashboard

As an efficient and effective communication platform,

there should be a roadmap dashboard that shows all
relevant information from the roadmapping outputs,
enabling technology ventures and venture capitalists
to communicate each other throughout the
sustainability-driven technology venturing journey. In
terms of future work, dimensions of the roadmap
dashboard should be explored and identified. This
would be done by capturing needs from technology
entrepreneurs and managers as well as venture

capitalists.

4.3 Collaboration Opportunities: Tool Testing

The authors would like to invite technology
entrepreneurs and managers and venture capitalists
interested in participating in this research. The first
step would be to review the roadmapping process
introduced in this paper including insights for future
work, and then conduct a pilot workshop to examine
the utility, applicability and stability of the approach

for practical use in industry.

5 CONCLUDING REMARKS

A roadmapping process design has been suggested,
based on S-Plan as a reference model, together with
insights for future work, which could be used to
support strategic alignment and engagement between
sustainability-driven technology ventures and venture
capitalists.

As discussed in this paper, potential future research
directions include: 1) characterisation of technological
innovation driven by sustainability from the strategy
perspective for technology ventures and investors, 2)
tool and sub-process design for each step of the 10 steps,
and 3) testing and refinement to improve the utility,

applicability and stability of the approach.
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Abstract

Each human has a unique rhythm which is called biological rhythm. The rhythm is adjusted to 24-
hour cycle by environments and living behavior. When this function of synchronization is reduced by
aging, the risk of getting sleep disorders and depression increases, which in turn increases the risk of
developing Alzheimer-type dementia. Therefore, we developed a prototype system which informs the
time of optimal living behavior based on his/her biological rhythm and adjusts the biological rhythm to

a 24-hour cycle.
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Design proposal of Multi-modal mobility in the waterfront area
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Abstract

This study is conducted as a hypothesis design proposal of 2019 AIIT PBL (Project Based Learning)
that assumes the near future. This is a proposal for design of a new multimodal mobility system for
the purpose of revitalizing a waterfront area, which once prospered by water transportation but is now
declining due to the development of land transportation. We set the design target area in
Kasumigaura, Ibaraki Prefecture of Japan, and aim to make it possible to move on land and on water
seamlessly, assuming bicycles and ULV (Ultra Lightweight Vehicle) smaller than ordinary cars. We
also pay attention to environmental awareness such as SDGs in this proposal.

Keywords: mobility design, multi-modal, waterfront, Kasumigaura, AIIT PBL
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Service design to create health value toward improving QOL

Kosei Iibuchi*, Cong Zhang*, Shikiho Yanagida*
Yoshie Kunisawa*, Hiroyuki Ikemoto*, Giovanni Innella*

Abstract

In the present age, the way people are connected has changed. As SNS became popular, there

were fewer people interacting in the real world, and many people only worried about how it

looked on SNS. It can be said that the feeling is increasing. Therefore, we defined that the real

exchange of emotions is a gift for others and an exchange of happiness and tried to design

services and products that support it.

Key words: Real Emotion, Core Function, Social Pressure, Endurance, Loneliness
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