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Study of SMS smishing obfuscation countermeasures and improvement of detection algorithm DSmishSMS-A
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Abstract  Smishing is a type of social engineering attack carried out by sending fake mobile text messages. The phone numbers used in the attacks
and the URLs in the smishing messages are typically changed for each attack, making it difficult to block them completely. Smishing is becoming
one of the growing security threats in our daily lives, and there is an urgent need to understand and address its serious consequences. In this study,
we analyzed the content of smishing messages observed in reality and made the following findings. First, there is widespread abuse of dynamic
domain name provision services and shortened URL services. Second, while subdomain names used by attackers change constantly, IP addresses
change less, so countermeasures such as blacklist construction are more effective when based on IP addresses rather than URLs. Third, the same
Unicode character may be represented in different encodings, making it difficult for inspection systems to consistently detect them. Fourth, the
permissions required by APKs downloaded through redirection are different from those of APKs for official applications. Finally, based on these

findings, we recommend improvements to the existing anti-smishing method, the DSishSMS-A algorithm.
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