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Development and evaluation of a document management support tool to address challenges in ISMS operations
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Abstract  Inrecent years, the importance of information security has been increasing rapidly, and many organizations have introduced Information
Security Management Systems (ISMS) as a framework for protecting information assets and managing risks. However, in actual operations, organi-
zations often face difficulties in managing the large number of ISMS-related documents. These difficulties include complex document structures,
frequent updates, and the need to maintain revision history properly. Such challenges can lead to inefficiencies, mistakes, and delays in compliance
tasks.To improve this situation, this study proposes the development of a web-based tool that supports the management of ISMS documents. The
tool is designed to help users easily update documents, track revision history, and view important metadata through a simple and intuitive interface.
By reducing the effort required for document handling, the tool aims to make ISMS operations more efficient and reliable.A prototype of the system
was developed and evaluated in a simulated environment that resembles actual organizational use. The evaluation results suggest that the tool can
significantly reduce the workload involved in document management and improve workflow efficiency. The tool also shows potential for smooth
integration with existing ISMS processes without causing major disruptions.This study contributes to practical ISMS operation by providing a con-
crete solution to common document-related problems. In addition, it suggests that IT-based support tools can play an important role in promoting

efficient and sustainable information security management, especially in environments that require strict compliance.
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