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EntityStore: Jk#ERIEA TV FEEDI=-OD I L—LT—H
oo =
EntityStore: A Framework for Persistent Object Management

Chuzo Akiguchi*

Abstract
EntityStore, which consists of a schema translator and a runtime library, is a framework for managing

persistent objects to enable organization of interrelated complex objects and easy construction of appli-
cation programs with the programing language Java. The persistency mechanism of EntityStore treats
entities as persistent objects along with association links according to the schema represented by UML
class diagram including entity classes and associations between them. Entities in the entity stores are
stored in the text files as TSV format and interconverted between the memory and the storage. The
schema translator converts the schema definition to the corresponding Java classes. In this paper, we de-
clare targets and design policy of EntityStore, followed by description of the architecture and development

process. The usefulness of EntityStore is evaluated after presenting three application examples.

Keywords: object persistency, object-oriented database, impedance mismatch, schema description lan-
guage, software engineering database

1 [EL®»IC HOLBEOERMEFESY 7 M7 =7 OB TIE, GUIR
T A R ZIEH ORI D 8 D T — 4 OER), BIEHEEEN
MBI DA%\, Ash TIEZ DL H> R T 7Y r— =
B, HEINORERETICER L TFEE TE ORBREY
BELLZZNWEEZTWD, ZO7-0IC GUI Rk 72T —
LB, 7ot AREE O b BE A A — > OBFERER
O CHRIIRMET 23 TH D, AT, Ash O£k
FHEOF DK T — 4 FEEICESEZH T, Kighlnrd 7
Vx MEHDO DT L— AU —2 Th 5 EntityStore (=

EntityStore (377247 V=2 Nadh> 77U r—=
COMBEEXETHEG Y T T THY, HEH
Java 70/ 2 U/ EEE Ash O— =2 R—x v k& LT
FLEZLOTHD. AshidJavall ks Y7 by =THIHED
HEXITHOT-ODOTa I IV TBRETHY, M 1ICTRTH
& & D, Ash Tit, A7 Y =7 MEAFERICESS Y 7k
U= T RO kAR R T A0 EFES, VN, B
FIRFEwmE G Y 7 by = THRBE Y 02 ADIERE %

BB LAEELTEY, CRETIAST&T xR

S a~ey RIEEME S & 1ol 7 — %7 7 5+ OBI% [1] 70T hOFTHIME A TEFE LT D AketEE o
BYT Ry 2T Tt AKIEBEEOBK (2], GUI 5475 TVl NERRETIEI=YT 47 « (entity) EFES. =V
U ORI% [3] e T X T~ T 4 T 4 F&HNEE (entity store) (X, KEERI7e ATV =/ R T

BT 4T 4 OIMETH S, EntityStore 1%, fHEIC
B & SR ATV = 7 MEEZRRL, 77 V=2 |

hZ 5T~ ke X T byX )T~ . . =
E | [EE | [y | fSEm Java CT 7Y r—t g L ARSBICHET 5D L A
(2o | Dranes] rngn] [FaLazB] | wpicypa 7 a4 AT Vs FOBRHTHY, %
[med | [ table] [gtree | [aworat |[ unza=ax S hTUAL—Z LEFET AT T U LR ST
GUI-FW || EntityStore || IXFEE || o 0s %. EntityStore x> 7 ¢ 7 ¢ EHHEHEIL, UML 07 Z
Pipe&Filter awok

A [4] CTREENT-BEE S5 T AEo TER SN

JavaSE(JDK1.6, JREG) FTVx s MK RS0, AT Y SRR

MS Windows / MacOSX / Linux INTEZTATAF TV 27 VT XA MERTTZ 741
WIZRTFEL, ZOTXFAMNEX T 7 A NVNDOZ VT 4T 44T
1: Ash ®7—%7 7 5% & EntityStore V) MeHBRTLTOOKELD AT = AL BT D A

Received on August 30, 2011.
* PERERAN R PR RS, Advanced Institute of Industrial Technology



2 Mo BR=

F—v h T U AL —H L, Java SFEAILE L7 A% —~5tik
SRR L2y T ARBRN D= T 4T ¢ DR & B
WMEEMEST D Java 70 7T AEERTD.

V7 N2 THRE T e 2O EREAER TS BT, v
7 b= THREIRDE A OT — X ARRINIUE LAY
WICEBT 22 ENMETHD. V7 MU= TR~
DT —H OFENRERDOTZO DT —HRX—R%, ZI7T
X SEDB(Software Engineering Database) & I-5.. SEDB
%, Y7 MU= TBRBOE TR CERT 2 EMIcET 218
WMEFNO O EERT DR CTIESNLIBZE T m

AfEWR (EERW, WET—4, BT -2 L) Z{EEE
EBEA T CEE TERITE R LRV, T XD hEHE
To70i2iE, UML ©7 5 AR TR SN DB Z A F—
Y TCHBEERTE, ZOERIEST, A7 V=7 MEME
FBORMBANZEDDL LR, ATV bOARKEEED
HEREITZDZENEE L.

UL—ya P AT —F_R= 212D &) 7S 2 ko
BROBEIIIFME THDHZ EBMONTND [5]. i
BT — X DFOREESOA B —F U ARELS (impedance
mismatch) OFEIX= V=TV T RDT 7V Ir— g
BRI DO a A N KIEICED D, A7 V=7 NMERT — 4 X—
AL SEDB % EB T L F e <d 5 [6,7]. EAkE
72 OODBMS HFI|HTZ % [8]. LarL7223H SEDB D%
gL U CTREMICHIATE HBREITE > T,

DX D R EE A, SEDB % EHLT 572D O 5 A1
I BN, VT hU T T AZEREOBED =D
IZR 2N EE 2 7=, EntityStore BIFE OEHEIIZ Z12H
L. ZOWEAENRERE L, EHEEEE S OKER e E R
RO TSN r—ra v ENRILSHET HTOOEE A
7 2 & LT EntityStore OBE¥ %17 7-.

AfaTlE, KREIT EntityStore B B AY &35 Et &R
7. ff?ﬂ*l/ v C EntityStore 7 —%7 7 F v L i@ F & G5

RIZ, KeftERe L AT VEHE, BT 7Y r—va
‘/F%ﬁ%%’\@iﬁﬁﬁ’?ﬁ%@%ﬁﬁﬁ)% EntityStore o 32D FAT
21T 9. MBRICASBROBEIZONTIERD.

2 FRAROEM LKA

ZREiTlE, EntityStore BIZ O HAY - BAZ L &GO AT
FHZOWTIR 5.

21 AT zy MMEADH - BHE - REOXIE

GV x s MERBFEO TN N R RSP FREE [9] T
MEMROA T V2 Ve T 4T 4, NULE), v
Fr— D 3TEIHD 7 T AT D, BERRO KK
BRI T AT AT TAT, T T 47477 A%FHL
FevrAauYyZidarha— s 7 AT, a—P A H
T2 —RFINT Y T TATET MMEENS.

Jb—ya s —F_X—=25fA LT 7V r—a

BETIE, OR~ LTIk TCr T4 T4 AT V=7 b
LV L—a DB INEINSMTTTNDA, U iL—Tafn
F— R R—ZTEHNL W V=T Y v F—& (CAD
X, CAM, CASE 72 o7 —%)TiE, 77V r—vara—
RO 30%73A v B —& 2 AREEG ORI O 7= HIZfE i T
5 &0 [5]

I FARTRBL T T 47 ¢ LBEEOREE L A ¥ —~
LLTEEL, Thnd JavaSiE0 7 7 Astib &2 &k L, =
NoD7ZAMAL Ty T 47 4 LEEOBRIENTZ S

IZCENE, A7V =s MERSTND, §&EF, FEEA
EBERRBEROWRNERK TE, T4 _X—RLT s T3
VIEREDORDA L E—F U ARELEORBELMETE 5.

ZOXIRBRRETIET DT 4 T A IO AT A
ERBT DO, 2T 4T 4 L EATBRTE L AT —

VEREEET T AT A DKFULD A N = AL E BT D
By T 25T H L L Lz, A —~ it SiEILEE
DFLBNTED L) Java SRBAILRLIZBDOTHD. A
FvRBESECTRE L AT —~IIAF—~ P T AL —
22X 5T dJava SFED 7 7 AfLabicE# I NS, ZhbH D
I T ARTENENIAE Y T AEPLRL, =T 4T 4 DA
Bl ek, HIBR, BREOBEREZITIAY v REEFHHO
Thod. a2 b — NI TR U Z Y 7 TATIE, I
DAYy REFIRHLCT 7Y 7r— a VSRR A AT 2
ENTED.

2.2 KkiEHEDERAR

TUT 4T XTI 0T AOFETHIM & A CRE Lkt
LAKFEE L OAT Vs NTHD. AT V=T MK EE
HL7oED70IE, AT EoF T Y s N T IREIEREE
WZHEI L, M LT2T — 2 b AEY RicA 7 Y= NeFHE
TERTFIUIZR L. T =4 _X—=XFH L 27 5 (DBMS)
LT FANVAT AN INEFD.

EntityStore O 7kferEDER 53 0%, DBMS & RO RE
DOEER, 77 ANTVAT LAEFRBREOFRITHHATXS
LOEEE L. EEEATE LT EMICT 27201l TO
AL A Lo T

o 2T AT A DRTFHERILTFA N T 7 AL ET 5.

o BTUT 4T A IIBHHEEFERLEDTCIELTCT AL
WIRFEL, — LT 7 AN HERT 5.

o VT 4T 4 DEET v AL ORIBEHA LT AR —
kL 7a0.

FKAEE D EBF A OFEMIZEI L TIEE 3.3 #i Tk 5.

23 RF¥F—TEMREENHKH

7 T AMOBEICRE L A7 VY= MM a 7 v
T ERECIE e K EsRE D v, BE A UNCERET L, B
HEABET 272D OFA LT WREEZRLT 22 2137 7
Uhr—a VBBOFIICEBRTE 57259



EntityStore TiX, KfEh7eT —% OFLRD /b DR L,
*F—0fEE, 77ty YhoiEE, UML 7 7 AKOBEEDF
RHEREA BN L7 A —vildd & akat L7z, A¥F—~3id
HEFBCERLEAF—VERIIAF— T AL—HIT
KoTJava O T AFTMICEBRINLD. AF —~ RN EiE
DFEFETIL, APV TWVEET, AFX—~v b7 RAL—4
WT TV =2 a VAR EEGITT 120D A Y v Ra Rk
TEDZELEAHICEN., AX—v R SBEOSEMICE L
TIEEE 8.1 HiCib 5.

2.4 AR

WAEBHRIT AT V=7 MEMOEZEMS THS. EntityS-
tore THTUT 4T 47 T AMOMEKBRER S Z LN TE
5. THRObLERELRDOT LT 4T 47 T A% Java 535D
7 7 AFIRD extends TILIRTE 5. LRLIZZ T 4T 4
7T AT TADRBELE A Y v REMET S, T2bbHE
7 T ATESR SN BIECBIE S kb S d.

AFXF =V ERENOAF—7 T AL —F EfioTER S
57 TATH, Bl 7 AOHLRBMICTF—DIREN® D55,
WA A v K find(key) R S 5. find(key) 1$3%4
IITADALT 47 Ay RThDH. #7 7AD find(key) %
FEAT LA, JEEY T ADTUT 4T 4 bRBEIIRIZAR
L& ThAH 7M. EntityStore TIIHZE ISR AN UME
L L. WRT ARV T AT AV TADRI VT 4T 4
L LIEWERIE, FOLIRAY Y RERGICERET
ETHNPHLTHD.

25 AI70xH MEMTOY S UJICE LEREFERORE
UML © 7 7 AR IR — O &% 72700, L LK
eI T — 2 2| O HAEITE, S hicm 7 47 1 1oxt
L CRMEDOIREREZ X — L L THEATE2MBTENIIL
V. EntityStore O A ¥ —~ ik S3ETIL, FFED BT
LTC—EBEX—OEENTELLIICLE.

ZOMI, FFEOTT 4T 47 TAET DT NTOT
T AT ACKT DR —F, T 4T 47 T AIIHL
TEF LIz query 2 Yy REFIHALICHEECT 47 4 D
B, =0T 4T OXFHIRBICKH T HERRBIZ L 5]
Sy TRER, B A SRR & OMBFE AT
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Entity

JAN

Project

name: String
budget: int
delivery: Date

#query(): boolean
#query(k): boolean

proj A

members y * 1y leader

Party

name: String
email: String

i

Person

age: int

X2 7ny=y MEERT 7 7R

1207 T ARFAF—< Bk EFEOHI ZRT 720D LD TH Y, Project DIEYIARTT NV AER L=t D TR,



. package project;

: public class Project extends Entity {
© (@startid 500

1
2
3
4:
5:  @refl1x Party members : proj;
6: (@key @accessor String name;
1 @ref Party leader:

8 @accessor int budget;

9:  (@getter Date delivery;

v 11: //@ Application Code ]
E 12:  @0verride protected boolean query() {

113 return (budget >= 10000000) ; i
V14 ) ]
' 15:  @0verride protected boolean query(String key) { E
' 16: return (Person. store. find(key) == leader); '
Y17} ]
1180} ]

20: public class Party extends Entity {
21:  (@extendable

22: (@startid 1000;

23:  @refl Project proj : members;

24:  (@key @accessor String name;

25:  (@accessor String email;

26: }

28: public class Person extends Party {
29: @startid 2000;
30: public int age;

3: vy MEEDA X —~EF (project.es)

# 1 A% —~ilky 7/ —H

X B

Qstartid T AT A W DR E S
Qkey XF—REMHOIEE

@accessor getter & setter DK

Qgetter getter AR

Q@setter setter DR

Qextendable | =27 47 4 & U CHLIRFREHEDE S
Qref ZEEN 1 D5 OB

Qrefx* ZHEN S DT BE

Qrefl ZEEN 1 DR\ B

Qreflx* 2 ELE NS DIR BE

//@ TV —a VEAR 2 — RO

AX—~v hT VA L—HF X, AF—~Fik¥ 7 OfREIHES
T, KIS Liza v 2 s T 7 &2 L CFEHIERA~ DL
AV R, 2T 4T 4 DAEREHIRICEIT DAY v K, F—
WL DB EATH A Y v F, BIEORELCEE L V2R
EITOT20ODA Yy REABVEKRT LS. M4 IZAF—~ T
VAL —HOFERBIERT. ZOXIORT LI ICAF—~FE
WEFETHIR LIZAF = EEZNOT T 4T 4 DAL
HIERZBET S Java 707 T ANERSEND. AR SN
783 -om Java 7 7 AD APL %, ZhZEhX5, K6, K7
T

ARAX—< iR FEORE A LTI RT

1. Java SFEOILR

Java SFED 7 7 Atk A — 12, BEEEHCK
PEIZBET DA LR T 2Re 2B L7z, BT 5%
Lk, Java SREOT /T —a VERLTICRL WV ‘@

TavIIMEED
AFXF—YEH

projectes | = | FSVAL—4 (= | Party h9—| Party.Store |

F—U— R OFRE Lz, KR4 727 N Th
DT 4T 4DV T AL, Entity 7 7 AEYLEL T
EETDH., OV TAEREOHFT, 7TV r—var
BEH DAYy Ra Java SRBEHEARICHE > CRRR T2 2
EMTED., ZZ TR LAY v RIFxIGd % Java
JIADHRIZZEDOEERVIAENS.

7 T ADFEEDBIEICKT 5 X —DRE

F— I —B#EA TR, ALy T 47427 TAT
Fl—ORBMHEEZ b O T 7 1 OBERILFF A S
W, FRe XL ARERRBEIT O DA T v
JAVMFT HD.

B o> % F & o Fb

BEOLEE L L TCEXNEZOLEE T RDR. £Zxtf
ZOLEEL, 1XMEZOLEEOMAEHOETRIT
ED T &, BROEBM R FEENEHE 70 PRk /2B
L OREOERVPEETH L Z ENFOHEBTHD.
HERREME DI E

TV = a yDFEREERETCIIA TV 27 FERO
HREAE K& EAT D OFE e X EE G
Wreies, BIEAZ O HE 2Bt LioiE i, FErE L
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project

| Project E—| Project.Store|

A¥—7

esgen.rb

| Person FB—' Person.Store|

M 4: A¥—~ hT L AL—H |25 5 Java = — ROARL

public class Project extends Entity {
static public class Store extends Entity. Store<Project> {
private Store(String eName, int id);
protected int itemTotal ();
protected Project newEntity (String[] items) throws Exception;

public IStore getStore():

public String toStore();

static public Project create(String name, int budget, Date delivery):
protected Project (String name, int budget, Date delivery):
protected Project (String[] items) throws Exception:
static public Project create(Party leader)
protected Project (Party leader)

public Object getIndexKey();

protected void _setIndexKey (Object key) ;

public String getName() ;

public void setName (String name) ;

public int getBudget()

public void setBudget (int budget) ;

public Date getDelivery():

public void link();

public List<Party> getMembersList():

public Party getlLeader () :

public void setlLeader (Party e):

public void resetLeader () ;

public Party findMembers (String name) ;

public void remove():

public void removeAll();

static public void removelLeader (Party leader) ;
public void assertLink();

protected boolean query();

protected boolean query (String key) ;

5: Project 7 7 2™ API



1: public class Party extends Entity {

2 static public class Store<T1 extends Party> extends Entity.Store<T1> {
3 protected Store(String eName, int id):

4 protected int itemTotal ()

5: protected T1 newEntity (String[] items) throws Exception;
6: }

7 public IStore getStore();

8: public String toStore();

9: static public Party create(String name, String email):
10:  protected Party (String name, String email):

11: protected Party (String[] items) throws Exception;

12:  public Object getIndexKey();

13:  protected void _setIndexKey (Object key) ;

14:  public String getName() :

15:  public void setName (String name) ;

16: public String getEmail () ;

17:  public void setEmail (String email);

18:  public void link();

19:  public Project getProj();

20:  public void setProj(Project e):

21:  public void resetProj();

22:  public void remove();

23:  public void assertLink();

24: }
6: Party 7 7 2D API
\ 1: public class Person extends Party | ]
E 2 static public class Store extends Party.Store<Person> { 1
13 private Store(String eName, int id); |
v 4 protected int itemTotal (); .
v 5 protected Person newEntity (String[] items) throws Exception; i
6 '
[ 7/ public IStore getStore(); 3
v 8. public String toStore(); 1
1 90 static public Person create(String name, String email, int age); 4
1 10:  protected Person(String name, String email, int age); 9
v 11 protected Person(String[] items) throws Exception: ]
1120} 1

7: Person 7 7 A® API

3.2 EntityStore DEEH S5 X

7 T A0 T AR %K 8 IR, HiEs T A% ash.es
Ny —DICHEEND I TALEA BT 2 —ANDIEBRIN
%. X8 @ project N r—UiE, K3 DAF—vEFENDLE
REi=s 7 A THY, HiEs T A0 Entity & Entity.Store
EHEAR L TN A,

ProjectApp

15— EntityStore

Entity.Store

project

Project.Store

™ Party.Store
N

A
‘=

TEIEntityStore&IStore D E/SSA—2THY . EntityDHi3E
ISRELTERSND,

8: EntityStore DAz 7 7 =

EntityStore: Kif /e 47 V=7 NEBOIDDOT7 L—LU—2 5

BRI TABRT D7 T AEA L H T 2= ATONT,
B & BRI 2 LU FITR T,

3.2.1 Entity 75X

Entity i%, =27 147 4 ZER LEMET D7D DR—R
FAToh%. Entity 7 72D API K 9 [Z/RT. =T«
T A1%, ST HE T 4 T 4 k&iE (EntityStore DY 77
FAYIRESND. FTT AT 47 FRCHIET DT
T 4 T 4 AL, EntityStore 7 7 ADYLEEY T ATH Y,
ZDOTLT AT 47 TADNERY T AL LTERSN, 1272
—DDA VAL A D, ZNBHIET T T 4T 4D
TARTOA P AZ AR RFFT D, Kfithz blcgnA~
Y= ME Entity OYEEZ 7 AL LCEFTS. Entity O
P8R 7 7 ACld Entity ONEE2 7 A Store HiksE L7221
[ERASPANTAN
abstract public class Entity {

abstract static protected class Store<T extends Entity>

extends EntityStore<T> {
protected Store(String eName, int id);

3 public int getld(); E
! public Object getlndexKey(); !
; public boolean setIndexKey (Object key): )
' 9: protected boolean query(); ]
1 10:  protected boolean query(String condition); |
1 11:  protected boolean grep(Pattern pat) ; |
1 12: public void link(); |
1 131 public void assertLink(); 1
1 14:  public void remove(); 1
i 15:  abstract public IStore getStore(): |
i 16: protected Entity(); E
' 17:  protected Entity (String[] items) throws Exception; '
' 181 public String toStore(): ]
' 19:  public String toString(): '
1 20: static protected int id(Entity e); ]
1 21:  static protected int parselnt(String s); |
1 22: static protected boolean parseBoolean(String s): |
1 23  static protected char parseChar (String s); 1
| 24:  static protected byte parseByte(String s); ]
. 25:  static protected short parseShort (String s); 1
3 26: static protected long parseLong(String s); E
1 27:  static protected float parseFloat (String s); !
1 28: static protected double parseDouble(String s): ]
1 29: static protected Date parseDate(String s): ]
1 30: static protected String formatDate (Date date); 1

9: Entity 7 7 2® API

TRTCOTLUT 4T X T 4T 4 HBF LS —E
WAl E b D, T T 4T AERNE T 4T DT
T AT A WIS, BAT V2 FTENENMEES L
BAaEEVYTEH, A€V LT, BEFRIIA TV R
Ty VUATRBEINDN, ST 7 A MRIET DAL,
TUT 4T AR Lo TREERARB ESND. =0T ¢
T ARG BT T BN TF AT N T L
ADKIERZEHRL TN D.

Entity 7 7 2121%, Java OEART —F B L HiF2 £
Date B D 9 IO T — X HUIK T H /X=X XY v RVHE
INTND., ZNHDA Yy RIFEMOT — 2 OILFFIRE
ERNEMERICERT 20T, AF—~ h T AL —2 )3
WY BT T AT 47 TFTADALARNT 7 ZORTHEASHL
5. FR9OFEEOT —Z B L SUFERUSNOT — 2B AR L
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[t

WAL, TOT—XBIER S I T AEERL, A¥x—~
hT AL —ZITEETIE 0.

3.2.2 EntityStore 7 5 X

EntityStore 7 7 A3 Entity 7 7 A L #E L CHET T ¢
T AT DKM D FEBL L BE OB ERE A REET 5. K
HMA2ERT LIS, ATV A VAR AET XA
MERTT 7 A UHRFEL, ZOT77ANADEAT V=T b A
VAL AEFBTHAN AL EREL TS, 2T o
T A BRI SN D ATV 27 NI T 4T 4 THY,
Entity 7 7 AR 6DOR—R 7 F AL 7:%. EntityStore
Fx T 47 4 DR - BEREHIBROBRIZ= T 4 7 1 730
FORE + ZRAEITD.

EntityStore DA% —<ERTIE, =27 17 4 DB
XL TC—EX—DENTE 5. EntityStore 7 7 A%, —
BEX—EE S BEEICR LT Map 2 1ER L, FU¥—
BEbOT T 47 4 DIEMERTIEL, F—EIC X 2HR%E
FIEICATH 72D A Y K& LT find(String key) Z#26t L
TWa.

EntityStore I%, =27 47 4 ODFEHE T T 4T 1 KK
HEEHDOEBDI-DIZ 2 DDA 4 7 =—A IStore & Man-
ageable ZFEH L T\ 5.

323 IStore/ 2Tz —R

IStore £ v % 7 =— A %X 10 1Z;”77". IStore %, = T 1
T4 mIET DT T 4 T 4 MNE TR S DI
Ay REENEFZESN TS, EntityStore ~DxT2 7 47 4
DR, HIbR, 2K DR, BREFCEET 2T
T A DB HDA Y v Fe, Kitka EBLT 5720 O
HELT, ZUT AT AMBEORNRE =T 4T 4 774
N~ ET D save AV v R, TUT 4T 4T 7 ANDHTY
T AT AENEEZHFBT S load AV Y R3d 5.

1: public interface 1Store<TO extends Entity> extends Iterable<T0> { E
2: int count(); '
3 int nextld():

. 4:  TO add(T0 e):

i 5. void remove(T0 e);

. 6:  TO getEntity(int id);
7 boolean contains(T0 e);

i+ 8: boolean updatelndex (TO e, Object key);

90 TO find(String key)

3 10:  List<T0> findAll ()

v 110 List<T0> findAll (String condition):

1120 List<T0> grep(String pattern);

1 13:  List<T0> search(String key);

' 14:  void print(int max);

1 150 boolean load();

1 160 boolean save();

1 17:  boolean saveAs (String fileName) ;

i 18:  void renumberld():

10: IStore f v % 7 = — A

3.2.4 Manageable 1 2 7T —X

Manageable f > % 7 =— A %X 11 |Z7~x9". Manageable
&, BNz T 4T 4 7 T AREEREET L7201
StoreMakager 7> HFIH I 5.

1. public interface Manageable |{

2:  String getEntityName() ;

8 void addSubStore (Manageable store) ;
4:  void print(int max);

5:  void reset();

6: void makeLink();

1 boolean load() ;

8: boolean append(String tsvFile);

9: void addEntity(String line);

10:  boolean save();

11:  void saveEntityTo(PrintWriter pw);
12:  void renumberId() ;

13:  boolean assertLink() ;

11: Manageable f =% 7 = — 2%

3.2.5 StoreManager 7 5 X

StoreManager 7 7 2A® API %X 12 |77 StoreMan-
ager (37 v 7T ABNMERT 53X TOTZ T 4 T A EEL
BB 5. StoreManager |£7 7'V — 3 UEKTHEL D
HFETH DT, Singleton /<% —> [10] THEESHL TV 5.
77U r—3 a3 0k, StoreManager (2T 2T 4 T o KGN
EREEL, 20T 4T ABMEORNEOFER, =— kK, &—
TERITHZENTES.

n—RNEE—TEFAEY & REEOHAEOERTH .
ZRREE~O'E—T A Yy R, 5lIEE LTV DEF]
BIZ7 7 AN b2 b0080 5. AiEIEFICERE L7 DB
T4V NIOTEET AT AMES L IZ2 T 1T o
MAEDT7 7 A NVTRIFEL, BEITEEZ 1507 7 AL TR
FTD. a—FKAYy RIZOWTCHREETH D, 2 — RO
W21, =T 47 (OB 7 OFBRESCT T 1T 1 [
DRABIROEFER DR E HIT> TV 5.

E 1: public class StoreManager {

' 2. static public StoreManager getlInstance();
p 9 public String getDBDirectory();

' 4: public void setDBDirectory(String dir);
1 5. public void clear();

v 6: public void reset();

b 7 public void add (Manageable store) ;

i 8. public void printStores(int max);

i 9. public boolean saveDB() ;

+ 100 public boolean loadDB() ;

' 111 public boolean saveDB(String dbfile):

' 12 public boolean loadDB(String dbfile):

' 13:  public boolean assertLink();

' 14:  public void renumberId();

v 15:  public void setSubStores();

12: StoreManager 7 7 2 ® API

33 kiEHEDOEERE

KW T — R THHZ T 4T 41%, ¥ 7RG OT X
A MER(TSV) T 7 A MITRTFESND. =T 4T 4 DR
HEEIX S 7 8T — REEE R VWTHI Ty a—REh
5. 10T 4T 41%, =va— NShi@iEz 2 7
TREIS72 11TOXFHE LTRFE SIS . EntityStore



EntityStore: Kl 47 Y= 7 NEBEOIDDO T L—LU—2 7

KEAEA =R LE, AV LOTT 4T %7 7 A VIC
EEHL, 77 ANVIRGESN T AT 4T — 2 b
T AT 4 & AEY RICERT DR AR S,

77 AOETRICIE, $TRITOTT 47 11X Enti-
tyStore D2 — Fayaic LW A€ Y RIZEBEHINS. A€
ETEHEN T o T BT E T MR T /EL T 7
ANMREFESND. ATV O T 47 (1 Java DA T
Vxl MMUAZ L ATHD A LV E—F 2 ARES ORBEIL
FAELRD., a—Fafdlk—"7hsodis v —F R
FEAEORMBEL R LI W25, ZohRdA A€
T—HAR=ADHFRELITNHDEZEZHND.

ZDXDIRET 4T A KNS A B U7 E I,
UTD4HTHD.

o KFALD A =X L H B TE 5.
o HLWT—XDOBMBESTHS.

o THR—RALT YO AR P EARRTE S,
e UNIX D~y REfoTRBICT =4 EMLTES.

ZOXIRFERSDINS LK, “T AT AT —HD
n— R&E—T7ICEHT LML, AT VAERICLSTHRZD
TUT 4T 4 mOFIRRA: EOREICE LT, RIS O
REMo TEMERS D, ZORICET D 90EEH 7H T

P

1T9.

3.4 BEEOREESE

EntityStore Ti%, BEOTEHEA 2 HEE CLEE D 1 %t
ZDOLDIRELTWD. 77— 3 BIROFEIEERE
T, BEA7- 2 M EE CTH L -OICFHFE TR
ENTED LA —< RS/ A RFI L.

AF —< ik FaE CORE O IX 3 FEOEN H 5%
IR LR o E A A BT 5

341 —AHRE—SR

[ 8 O A% —~EFOD TATHOBA—H B RO
FBICH D, —HEE-BRIE, AT ETREIYT 47 4
ATV FOBET, 77 AN ETRBBILT 4T 4D
EUT AT A WHIFTREND.

7 @ref Party leader;

A¥—v T U AL—RITZOEFEICRLT, =T 4T«
DaYvANT 4, BEY 7 OKE, BEEICHT T 7y
I, HIRA Yy REDa— REBABEIERT 5.

342 1XZDEUEEE

1 XL OFRWEEEIL, 25O T 4T 47 T ADMTER
S, AWICHTOEE E A O&EZFElT 52 itk
CTR—DOBEEOERTH L ENGMNDEIICLTNS. K
2 DAF—vEFRTIE, 51TH & 23 17H DFCR A Project &
Party O T2MBR] %2 1 X2 OMOBEEE L TEXRL

TWb. T72b%, Project 13EHD Party # A2 /3—& LT
FIAELTHY, 50 R 3= U A MMt members TH
&%, E7- Party I3 —® Project IZBM LZ % proj
TBHMTED. Z0LH %7 T AROBEELE#RL THDHO
Thb.

3: public class Project extends Entity

5: @refl+ Party members : proj;

18: }

20: public class Party extends Entity {
23: @refl Project proj : members;

26: }

1 X% OO O EIEFEICON TS, A€ ET
I, BEOZEE 1 2RI CIEMPOERO= T 7 4
EEBTSH7-0IC List AL, &5 —FHOMTITHE—D
TUT AT AOBRTREIND. K2 OHITIE, Ak
Project 7 7 212X

private List<Party> membersList;
LW S T =)V REENAER S, Party 7 7 ATl
Project proj;
LW T 4=V FEEPERIND.

1%t BEEE, 77 A BT, ZEMO 7 7 2ADH CTH—
BT AT A DT AT AHBRITFTRIND. BhEDL
FE 1 2R oM TIEBE A R I HHRIILEZ2 . EntityStore
7 7 ADE— NEEREIT 1 X2 RO MY v 7 2 B/ES 50
WCAF =3 R T VA L= PAERT HLEN D 7 7 A0 link()
Ay R&EfS. X2 OFITIE, Party =27 47 4125
TuYxs FOERE L-EDETTE. Porject =27 o
T ANCBMA o N—=DIEHRE H T2 TH Party =27 1
T A BEEFSIUISIMA X3 —bnb b Th 5. Party 7
Z A® link() A Y v KX setProj(Project e) AV v K% fifi-
THMBARERTRAMY 7 2RET D.

TUT 4T 4 DEREE - BB, BIEORE L FER SO
L 21T O AL, BEOMF D7 T A TE F 5 R
ZHET List LA —BMZ b TEH LT b2
V. AF - Ve b—2F, M5 EME6ITTRTLOIC—E
LIZEHZITHITZDDA Y v REAEKT 5.

343 1XZDFHLEE

1 %2 OFCBE T 1 %% O5@\ B & RHS 5 HITH
CTHY, [ ZIFEUMBFREDREEIND. WHFOENLE
BEFEIZH Y, THTHRBERICKREREEL 52 5. 1xt
ZOFOBHETIE, BIEOLEE 1 2RO CHFM OB
DITUT 4T 4 BEFAT L1200 List ZREFF LRV, D7z
DEHOAMAEZBBT 52, MR L EITIFZEMOT T
DET 4T 4 DEBEVBVLEIZRDDC, =T 47 4 Dff
BNE L 700 E BN EROHFAZ B 52 L1/ D.

35 BRERFEORMH
MAICEERNMT T H- 27 T AN LRD HE R A BET
5FE & LC, EntityStore Ti, FFEOZ> T 47 4=
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[t

T AT A BERNTOFEEEN OO T 4T 4 B
WAoo TRONDZ T 7 4 BEA R 5 FE AT
5. Zh b OKm#%EFEEIT EntityStore O 3% 7 5 20 Entity
L EntityStore, BLUOAF—<ERZNDOAF—v h TR
=R o ThEREND 7 T ADAY v FE LTHRtE R
L. TV r—rarru I AIINLDAY y REfERH
LT, BEICL> TR SN T AT A DF Yy NT—7
PO MBERIERONEEITHI>DOTHS.

Entity 7 7 A CTEZRINTRBIED A Y v RIZK 9
Entity 7 5 2A® API OLLFOES T 5.

1: abstract public class Entity

9: protected boolean query () ;

10: protected boolean query (String condition) ;
11: protected boolean grep (Pattern pat) ;
31: }

F 7= EntityStore 7 7 A DIRFRIZIHRD A Y » Rid IStore
AVE T 2= ATEREINTZUTOHSTHD.

1: public interface IStore<T0 extends Entity>
extends Iterable<TO0> {

9: TO0 find(String key) ;

10: List<TO0> findAll () ;

11: List<TO0> findAll (String condition) ;
12: List<TO> grep(String pattern) ;

13: List<TO0> search(String key) ;

19: }

3 D AXx—=%{fi~7- EntityStore DIRHE 71 /' Z LD
il % =g

1. 7my=7 b Prof OXFH 2GRy = b
D—HERTTD.

for (Project pj : Project.store.grep("Proj"))
System.out.println(pj) ;

Z Z C Project.store.grep("Proj") iZ Project =7 ¢

T A DLFHIRBNIER K Proj ICEE LIz n Y=

7 hDY A NEIRT.

2. THEH 10,000,000 L LT vy hO—EERR
+5.

for (Project pj : Project.store.findAll())
System.out.println(pj) ;
Z Z T Project.store.findAll() I% Project 7 7 A D
query() OFfERENEO TR 27 FDOY A R EIET
3. V=AW CADTRY = hO—EERFTS.
for (Project pj : Project.store.findAll ("CA"))
System.out.println(pj) ;
Z Z T Project.store.findAll("CA") IX Project 7 7 %
O query("CA") OFERENAEDOT 0V =2 bOY A M &
BT
4. FuTx s MR ProjX DA L A_A—D—EEBS.
Project pj = Project.store.find("ProjX");
for(Party p : pj.getMembersList())
System.out.println(p) ;
1 X2 O WELED YA 1L, pj.getMembersList() 1%
Project 7 7 A CiE# 4172 membversList % K7 A
Vo RTHD. 1 HZOFHOEEOEGEIE, MO L

D= Party D=7 4 T A FHEDO Y 2 hinb S
M7ay=s W3 pj DT 47 4 & LT List
BERTHE A Y v RNVERSNS. KEOT Y
T AT A BINT DA, ZORX Yy RIIEREE(LD
A2 D.

3.6 EHFHROREH

TUT 4T 4 DREMEOFHICIL@accessor S @setter DFE
EIESWTER SN By X ZRHT 52 ENTED. F—
BT 28y XIC KD BHEOEE CIXZORMEICKI LT
TERR &7z Map OFEH HIT 9.

B ORECRRE DL, fREIE, 1 2% BE 0 Lo
TUTAT AT HEEDOE v X2 TT S, TTICEEY
I BBRESHTODIBEE, URTOREY > 7 2E L, #
LWEEHE Y o7 3 ETHENLETHY, BEEE v 2R
NEATH. ZoOT T 4T « OB OMEE IR E Y > #
T null Z5%ET LI\, Project & Party O [£0Ed
f%) G, Party o setProj(Project e) A /v RK23B# &
2L LU TERSN TN,

TUT AT A DHIRTIIZEDOZ T 4T 4 SR L TN D
BEE Y > 7 L RIFFCHIBR L7 iU b e, 72 13420
FTABME T, FTAEOHIBRICE > TAUN—Z0T 4T ¢
EEOHIRZITVZWEALZ N, AX—< T AL—X
T, ZOXIRBEEEZED—B LIZHIREIT -0Il2 2
SOHIFRA Y~ K remove() & removeAll() Z#2fHE L T 5.

4 7TV r—vavRAREITOER

EntityStore ®7 7'V r— =2 VBIRFIEE, % 3.1 T
BIRLETay =7 Oy 7 ARKOKZH-> TR 5. %
THESEOTNLETRL, FENTT TV r—rvarrnrs s
LEROE R ZHIAT 5.

41 7TV —La vEREEEKRDRN
BRFE DO EBOFAVILL T O@Y TH 5.

1. =27 47 427 7 AHDIERL
BNRANRKAGH T T 47 47 7 A LA EH
L7 7 AREERT D, 7 7 AR TERZEESS 3 1H
UELDBERH T HF B % 1t EBhEIC AT 5.
ZOBEIZIE 2 OO T 4T 4 7 T ADENEND
TELEERTD.

2. AX—vEROMERK
TYT AT 47 T AR E AT -~ SR Rk L A
F—vEBRETIERT D, 1 EEEIIT 7Y r—a
VIS LT HDT 7w AD MR EE L TRkl
REMEZ UL, THICESWT A EBEOBRE 7D\
NrERETS.



3. Java VY —Aa— ROAERK
AX—v N TV AL —H EffioTAF—<ERND Java
7 T AR EAKT H. Ash OBRETIIL TOa~ >
KT, stc7 4 L7 NUDTFIZ, AFXF—<ERTHES
NI r—V B~ TT 4 V7 N UBEBAELR,
FOTFICJava DY — A7 7 A LB ER IS,
esgen.rb -d src project.es

4. TFV r—varTul T AOMER
AX—< N T VAL —FPAERKLIZ Java 7 T A& F
MTD7 7V r—varursaelffds. 77
Vor—var7us 7 ACiE, EntityStore 07
TRAEAF =~ b T VAL —HPER LT Java 7 T
A% import X TREL, ZNHDZ TADRA Y v K’
ARAT S, BERICE LTI 3.5 BiTik <723, ¥
Bk, mn—F- k=7, 20747 4 LEAEY I D
AR HIBR - B L DT R ST XU T DERITON
TIHERE T HEI TR~ D,

5. 77V /r—va Ol REET
EntityStore ®#EiE 7 T X, AF —<ERNDAERS
N2y T4 T A TR, 7TV r—varrarsg
L a s ANV LETT D,

ZORFEFNEIZX 13 © make 7 7 A L TRRIBTE 5.

. # proj.mk: Makefile for ProjApp

: ASHJUAR
: JAVAC

1

2

3 $HOME/ashwork. jar
4

5: JAVA

6

1

8

9

javac —d build —cp “src;$ASHJAR”
java —cp “build;$ASHJAR” —Xmx512M
.. /src/appfw/DialogFW. java
src/app/ProjApp. java
src/project/Project. java
src/project/Party. java

10: src/project/Person. java

: SRGS

WA W<

12: runapp: _compile testdb
13: $JAVA app. ProjApp project.ql

15: _compile: build $SRCS

16: -setspath src $HOME/src $JAVA_HOME/src
17: $JAVAC $SRCS

18: touch _compile

19: @echo "compile DONE!"

21: src/project/Project. java: project.es
22: esgen.rb —-d src project.es

24: build:
25: testdb:

; mkdir build
; mkdir testdb

13: ProjApp ® /L KA ® make 7 7 A1 /V (proj.mk)

4.2 ##k

EntityStore Z M3 5121k, T A MNT~vx—T v &H
AL, A PT YRR LTI 0T ATHT 5
T AT A RS LRI b0, ThBIEEITO
a— FCEITSNS.

EntityStore: K747 Y= 7 NEBOIDDOT7 L—LU—2 9

StoreManager sm = StoreManager.getInstance() ;

sm.add (Project.store) ;

sm.add (Party.store) ;

sm.add (Person.store) ;

F—ERE LT 4T AR LTUIA T v 7 A %A
0 BBEN DD, EIARTEEEESE LTy T T (7
TANDLEENE, =T 4 T A R OILRR AR E L
TR BV ZTABIFLTFOa— RTETEND.

Party.store.installIndex() ;
sm.setSubStores () ;

BER LT T 4 T AAEMEEZ RV IE LI WEEITY By
MAY >y REfES.

sm.reset () ;

43 O—F/t—7

n— RTIHRET 7 A NI T 4 T4 ZER LT T o4
T A REIC BT D, 0 &EOD DB 7 7 A WVREESNAT
WAHEEIEIDB 7 7 A V4 E5 802> loadDB £ Y v R &
FAT LS. =07 47 4 OBIIREFHEITVEORREOE
2D DB 7 7 A MRFET HI2IE DB 7 7 A V4 %5150 b
S saveDB A Vv REFIHT L. 2O FOa— RTHE
Tahs.

String dbname = "projectDB";

boolean ok = sm.loadDB (dbname) ;

if (lok) error("DB 77 A /L&Hu— RTEXEHAI");
/] TT AT 4 OB PR

sm.saveDB (dbname) ;

TUTAT AR IR D T 7 A VTCRIFSNIZ T 7
ANBENHOR—RTIE, FAIDB T4 L7 P EARELT
NH5HE b7z loadDB A Y v REFEITTH. 2D LD
R CRAFT 258 b RARRICT %2 b 7272\ saveDB 4 v
FEFTTLH. ZNLIIUTOa— RTETEIND.

String dbdir = "projdb";
sm.setDBDirectory (dbdir) ;

boolean ok = sm.loadDB() ;

if (lok) error("DB 77 A /W& — RTXEHA!");
[/ TUT 4T 4 OB AL

sm.saveDB() ;

TUT 4T AEWEICENC e — RLENERH Y, B
0— RORNCENEZ 27 VT LIEEWERIIZ VT A Y v REfE
9. 7 UTERBITA T v ADORE L TREMBROEEN
VETHD.

sm.clear () ;
Party.store.installIndex() ;
sm.setSubStores () ;

44 ToTA T4 EEE) I DER - HIFR - BHE

TUT 4T 4 DA EBEEOREL, UToa—Roks
I, TNENELT DT AT 47 TADRAY v REfEH
T5.

Project px =

Project.create ("pX", 600000, date(2011,8,31));
Party aiit = Party.create("AIIT", "info@aiit.ac.jp");
Person p = Person.create("Takashi","taka@yamano",57) ;
px.setLeader (aiit) ;
p.setProj (px) ;



10 Fkoi=

TUT AT A DRVEOEECREE Y 7 OEE, =T 4
T4 OHIBRIE, =T 4T DREER, TOZT AT 40T
ADAY y ReffioTITH. BUTFOa—RTiE, Yuy=7 |
projectY ®FH % 1,000,000 [ iZ5%E L, Takashi O
% 45 F|Z& W L, Takashi OFTE 7' 1wy =7 k% projectY
WCEF L, T0#% 7= |k projectY ZFTEA L \—%&E
WTHIBRL TS,

Project pj = Project.store.find("projectY");

Party p = Person.store.find("Takashi");

pJj.setBudget (1000000) ;

p.age = 45;

p.setProj (pj) ;
pJj.removeAll () ;

5 ERERIL—LT—Y

T—HR—=RAT TV r—a Tk, BHFOT—Z—
AORMEGERT 22 —T A VT 4 T 7T LRNETHD.
EntityStore TiZ, AT O7 27T AREHAL WL T
T AT ANEEORN LR T D700 7 X R4t L
TW5. [X14 Tash.es.admin Ny 7 —VIZEENDH 7 T A
73 AR RE D 7 L — AU — 7 B 5

ash.es.admin ash.gui.core

Monitor

ESObserver

AshForm |

AshBorderPanel

ash.es
b Entity
r EntityStore

;I StoreManager |

X 14: ERER 7 L—LT—7

EHER Y L— AT —271%, Observer /N4 — [10] /3%
FHOEIZ/> TS, Monitor 1 > % 7 =—A|Zi%, DBH
Fr@EA 7 OF%E, DB EHOEM, T2 T 4T A Hi
EONESR 7, BEORRBREDL—F~Offx 27 1 —
R V7 EATITIZODA Y v RPERINLTWD. F7z, ES-
Observer - > % 7 =— 2|21, Observer /<4 — > O F il
F%=F5H A Y v K update() WEFR ST %, ESMonitor
2 FAIT ) = a OB AN FET 5720
DR—AY Z ACTH Y, Monitor 1 ¥ 7 = —A%FH LT
Y, Observer /X% —> ® Subject % & 72 %5 ESForm 7 7
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A PBL Material using RSNP (Robot Service Network Protocol)

Yuka Kato*, Masahiko Narita* and Yosuke Tsuchiya*

Abstract
This paper discusses contents of a PBL in AIIT from the viewpoint of educational material development.

The feature of the PBL is that it is conducted as a research project, and that we collaborate with many

organizations on the project. Now, we are planning to use the educational material for an international

joint PBL and other universities. Therefore, in this paper, we discuss the future direction of the PBL in

order to clarify the design concepts and issues.

Keywords: PBL, robot services, network service platform, the Internet, educational materials
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Sequence-based Access Control in Outsourced DNA Databases

Shogo Shimizu*

Abstract
DNA sequences are collected and managed as a database so that biologists can perform various analyses.

When the administration of such database is outsourced, there arises a security or privacy problem. In

this paper, we propose a purturbation method that protects a database and its query contents from a

database administrator while preserving efficient similar sequence search. In our method, access to some

sequence is granted only to a querier that holds similar sequence in order to prevent curious search.

Keywords: DNA sequence, database outsourcing, access control, private information retrieval

1 Introduction

DNA sequences are usually produced by organizations
that routinely carry out wet experiments on their re-
search targets. DNA sequences, along with various an-
notations, are collected and managed as a database, of-
ten open to the public, so that biologists can perform var-
ious analyses, including DNA homology search for func-
tional prediction, checking the novelty of cloning data,
and so on.

Meanwhile, a database outsourcing service called
database-as-a-service (DaaS) has now emerged. It
provides hardware/software/network infrastructure,
database administration tasks, and database access in-
terfaces for clients. Biology organizations, especially
small ones, can benefit from such DaaS providers in
terms of technical and cost reasons. However, there
arises a security or privacy problem when utilizing
DaaS. A database is located outside of an organization
that owns the data. Thus, when a query is sent to the
database, the database administrator, who is not a mem-
ber of that organization, can have access to the database
contents and logs. For example, if a database contains
information on a novel gene, the information itself has
value as a new discovery in biology or has economical
value for new drug development. Note that encryption
over a communication network is not enough to protect
data. Currently, such risk of information leakage is re-
duced by operation procedures such as contracts, but
ensuring technical protection in addition to operation
procedures is more desirable.

Another scenario that concerns privacy is that a

Received on August 30, 2011.
* Advanced Institute of Industrial Technology

database is open to the public, but queries to the
database should be protected from a database admin-
istrator, which is often referred to as private informa-
tion retrieval [1]. In medical information databases that
contain DNA sequences, such as personal health records
and single nucleotide polymorphism (SNP) databases, a
patient’s DNA sequence is sent as a query to a database
to determine the existence of similar sequences imply-
ing the potential of particular diseases. Here, a patient’s
Thus,

database users usually do not want to expose their

DNA sequence is very sensitive information.

query contents to a database administrator while keep-

ing database retrieval effective.

In both cases above, developing a method that pro-
tects a database and its query contents from a database
administrator and preserves efficient similar sequence
search functionality is required. Note that data encryp-
tion with no indexing schemes does not work well be-
cause of inefficiency. The rest of this paper is organized
as follows. First, we will describe our problem setting
and introduce the related techniques. We will then give
the overall system architecture and the details of query
processing methods. Finally, we will introduce some re-

lated studies and summarize this paper.

2 Preliminaries
2.1 Secure Database Outsourcing

We assume that there exists a single DNA database,
and any authorized user can enroll a new DNA sequence

into the database or execute a DNA sequence similar-
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ity search against the database by giving a query se-
quence. An entity that enrolls a particular sequence may
be different from the one that retrieves the sequence.
A database administrator is not authorized to update
and query the database. However, he/she can browse all
the contents of the database and the input/output of any
queries and try to guess a DNA sequence in the database

or a user’s original query from these data.

2.2 Sequence Similarity

A DNA sequence can be represented as a series of four
characters: A, C, G, and T. We simply model a DNA se-
quence similarity search as a string similarity search.
As a similarity measure between two strings, we adopt
an edit distance [10], which is widely accepted. An edit
operation is character insertion, character deletion, or
character replacement. An edit distance between two
strings is defined as the minimum number of edit op-
erations needed to make the two strings identical. Let
a database D be a set of strings. Given a string s and
an integer k, string similarity search against D returns
a list of strings in D with a distance of less than or equal

to k from s.

An edit distance between two strings of lengths n and
m can be computed in O(nm) time by dynamic program-
ming. For string databases, a filtering method called ¢-
gram [10], or its generalization [4], is more efficient. A
g-gram of string s is a substring of s of length ¢. The
following ¢-gram lemma then holds: if the edit distance
of two strings of lengths n and m is d, then they have at
least max(n, m)—(d+1)g+1 common g-grams. Using this
lemma, the string similarity search is processed as fol-
lows. First, by counting the number of common ¢-grams
for each string in a database and a query string, strings
that do not satisfy the ¢g-gram lemma are removed from
the candidates. Note that false positives, that is, strings
with a distance of greater than d from the query string,
may be contained in the candidates. This step can be
done in O(n 4+ m) time for each string in the database.
Second, for each string in the candidates, compute an
edit distance by dynamic programming and obtain final

results.

2.3 Statistical Inference Attack

First, we consider a simple method that protects each
g-gram by a hash function and explain why this protec-
tion is not enough. Let h be a hash function and Q(s)
denote a set of all g-grams generated from a string s.

When enrolling a sequence s into a database D, a client

sends s in some encrypted form and a set of hash values
Qn(s) = {h(q) | ¢ € Q(s)} for g-gram matching. Each
g-gram is assumed to be salted before it is hashed to
prevent a dictionary attack. When processing a query,
match a set of hashed ¢-grams Q. (¢) generated from a
query string ¢ against each Q(s) for each s € D. Based
on the ¢-gram lemma, decide whether s is a candidate or
not.

The original string s cannot be inferred from Q. (s) as
long as h is irreversible. However, if the histogram of
the hash values in the database is available, there is a
risk of a statistical inference attack using prior knowl-
edge about the frequency of the DNA sequence patterns.
An attacker can use this as prior knowledge. From this,
an attacker can try to guess the association between a
hash value and an original ¢-gram and then reconstruct
an original sequence from the presumed g-grams. In ad-
dition to this statistical inference, another inference is
possible that utilizes the continuity of ¢-gram strings.
Once a pair of hash values in ), (s) and its corresponding
g-gram is identified, another pair of hash values in Q},(s)
and its corresponding ¢-gram may be guessed using the
contiguous property of the g-grams and the relationship
of frequencies of those g-grams. In the case of DNA se-
quences, there are only four patterns of ¢g-grams that can
appear after a particular g-gram, and they are a con-
catenation of the tail substring of the g-gram of length
q — 1 and one character among A, C, G, and T. One of
these four patterns invariably appears in Q(s), where
the identified ¢-gram is contained.

Thus, not only should it protect individual ¢-grams by
a hash function, but the histogram of g-grams in the
database should also be transformed sufficiently from
the original one to prevent an attacker from infering
with the corresponding ¢-gram from a particular hash

value.

3 Overall Framework

Client Server

.
Key exchange
Epy

Query sequence s

Transformed set
of g-grams QO(s)

Match query and ¥(1;)

Unlock V(1))
E,

(1), Ei (1)
(V(1), Ex(t)

(V1) E,(t,))

Database

Decrypt E(t;)
Encrypt/; by Epy

Secure processor

Eppty), s Epu(ty) €

Decryptby Epy;

. J

Fig. 1: System constitution of secure DNA search.
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Figure 1 shows a system constitution of our se-
cure string similarity search. The server consists of a
database and a secure processor that performs the filter-
ing phase securely. Query transformation and the refine-

ment phase are done at the client side.

Lett1,..

a set of data points V'(¢;) is constructed from Q(¢;), allow-

., t, denote raw sequences. For each i € [1, n],

ing the success probability of a statistical inference at-
tack with the histogram of all data points in the database
to lessen and be used for matching with a query. Each ¢;
is stored in an encrypted form with a key F;, which is
hidden in V(¢;). E; can be extracted from V(¢;) if and
only if a query sequence s and ¢; are sufficiently similar.
The details of this mechanism will be described in the

next section.

A secure processor is a special hardware device that
consists of a processor with some RAM and ROM for
physical protection. Data inside the secure processor
cannot be seen. The secure processor is installed in the
server with software programs, in this case, the imple-
mentations of a key exchange protocol and the filtering
phase written on the ROM. Here, we use this hardware-
based solution especially for not disclosing which data
in V(¢;) have matches with data in a query to the server.
This information on matches easily leads to the invalida-
tion of the effect of transformation of Q(¢;). The details
of a security issue will be discussed later. To prevent a
malicious database administrator from directly querying
the database with his/her own implementation, check a
user or process ID that ensures that a query is passed
from the secure processor in the database and/or make
proper matching only when a query is passed from the
secure processor, for example, some secret permutation
is applied to every data point in V(¢;) within the secure
processor. Whether a software-based solution exists is
an open issue. Although we adopt a hardware-based so-
lution, the secure processor needs only a limited size of
RAM in our method because each (V (¢;), E;(t;)) is read

and matched against a query individually.

In the filtering phase, which is performed within the
secure processor, t; is decrypted by a decryption key E; if
t; has enough similarity with a query. Otherwise, discard
t; and proceed to the next data in the database. Again,
candidate results are encrypted by a shared key Epy
within the secure processor before being returned to a
client. The key Fpy is obtained by a key agreement pro-
tocol when starting a session and is stored in the RAM
of the secure processor during the session. As all the re-

turned data are encrypted, an attacker learns nothing

from the outputs of the processor.

Note that by embedding a decryption key E; into V' (¢;),
t; can be shared among any authenticated clients while
preserving data security. If a decryption key of some
client is used to protect data, other clients need to share
the key securely outside the system, which is very trou-
blesome and insecure. Therefore, such solutions usually
assume the DaaS setting where only a single entity ex-

ists.

4 Query Processing

In this section, we describe a data enrollment proce-
dure and a query processing procedure. We start by ex-
plaining a polynomial reconstruction problem, which is

used as a key hiding mechanism in V (¢;) in our method.

4.1 Polynomial Reconstruction Problem

We describe the outline of a fuzzy set matching method
called fuzzy vault [8]. A fuzzy vault scheme carries out
fuzzy set matching based on a polynomial reconstruction
problem and error-correction codes and are used for ap-
plications such as biometrics and password recovery. For
example, in a fingerprint authentication with a fuzzy
vault scheme, minutiae in a fingerprint picture called
a template is secured and stored in a smartcard or a
database in a data enrollment phase. In the authenti-
cation phase, feature points extracted from a fingerprint
picture on biometric devices are matched against the
template for verifying their identity. The stored minu-
tiae are kept secured during this matching procedure.
Thus, an attacker cannot know an original fingerprint
from a template. As feature points vary depending on
the conditions of bodies and devices, some errors should
be tolerated, that is, matching should be done in a fuzzy
manner in the authentication. When the authentication
succeeds, data hidden in the template, such as PIN, are

obtained for an application.

Let us define the function of the fuzzy vault more for-
mally. Let F be a field of size p. Let A € F" for some
n. To lock data s € F* in A, construct first an infor-
mation polynomial of degree k — 1 so that coefficients of
the polynomial represent s, and then construct a code
polynomial of degree n using Reed-Solomon codes. For
all elements in A, generate a set of points on the code
polynomial. To conceal s, add » — n pseudo points called
chaffs to the points generated from A and output R € F"
called vault, which consists of all the correct and pseudo

points. To unlock the vault R, in other words, to cor-
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rect a codeword and obtain the information polynomial,
at least %’“ correct points must be identified, assuming
that the Berlekamp-Massey algorithm [3] is adopted as
a decoding algorithm. In the matching context, given an-

other set B € F", s can be obtained if A and B have at

n+k

== common elements.

least

The security of the fuzzy vault scheme is ensured
information-theoretically by the polynomial reconstruc-
tion problem and by the existence of chaffs added to
R. Let ||S|| denote the cardinality of a set S. Let
[|A|| = ||B|| = n and ||R|| = r. To reconstruct an original
polynomial from R, Juels and Sudan [8] showed that for

a small real number ;. > 0, there are

ﬁ ken <£>n
3p n

possible polynomials with a probability of at least 1 — p.

In the proposed method, we use the fuzzy vault mecha-
nism to recover a decryption key E; embedded in a vault
V(t;) if a query sequence and a sequence in the database
are sufficiently similar. To do so, we associate the ¢g-gram
lemma with the error correcting capability of the Reed-

Solomon codes.

4.2 Data Enrollment Procedure

Let s be an enrolled sequence. Let |s| denote the
number of characters in s. For simplicity, we assume
|s| = n + q — 1 for any sequence s, where n is a parame-
ter. This assumption is valid when each sequence is split
into subsequences of length n + ¢ — 1 to identify locally
similar parts more efficiently.

A data enrollment procedure at the client side is as

follows.

(1) Let F be a field of size p. For a bit sequence of
a decryption key FE of s, construct an information

polynomial f; of degree k — 1 for some k.

k—1
fr=er—1z +...+e1x+eo

Let [ be the number of bits in one word. The first [
bits of E are represented by ex_1, the second [ bits
of E are represented by e;_2, and so on. Thus, the
length of FE is equal to [k bits. Then, construct an
(n, k) code. The choice of parameters n and & will
be described later. Let fc be a code polynomial of

degree n.

(2) Map the set of n = |s| — ¢ + 1 g-grams generated

from s to A = {a1,...,a,}, where a; € F for each
i € [1,n] and a; # a; for any ¢ and j. This map-
ping should be done in the same manner at any

enrollment and query time.

(3) Let X < ¢ and V <« . For each ¢ € [1,n], repeat
the following steps:

(ai, fe(ai))
X <+ XU{x:}

(T3, yi)

Voo« VU(zi,u)

(4) Add a group of pseudo data called chaffs to V. Let
r be an integer from n+1 to p. For eachi € [n+1, 7],

repeat the following steps:

F-X

F—{fc(z:)}
V <« VU(xi,yi)

select z; €

selecty;, €

(5) After sorting elements in V in an ascending order
of z-coordinates, send V as V(s) with E(s) to the
server. The elements in V' should be sorted to hide

the order of generation.

At the server side, z-coordinates in V (s) is permuted
randomly using a permutation table in the secure pro-
cessor to prevent a dictionary attack. This permutation
table is written in a re-writable memory and should be
refreshed periodically to enhance the security.

If r is taken to be close to p, a statistical inference
attack becomes difficult because the histogram of z-

coordinates is nearly uniform.

4.3 Query Processing Procedure

Query generation: At the client side, for a query se-
quence ¢, generate n = |t| — ¢ + 1 g-grams from ¢, and
map them to B = {b1,...,b,}, where b, € F for each
1 € [1,n], in the same manner as in the data enrollment
procedure. Send B to the server with an integer d, which
denotes an acceptable edit distance from ¢.

Matching and filtering steps: At the server side,
given B and the integer d, repeat the following steps for

every vault V (s) in the database:

(1) Assume that every z-coordinate in V(s) is per-
muted reversely in the secure processor using the
same permutation table used during the data en-
rollment time. Let (x;,v;) ¢e:0) V(s) denote the
projection of V (s) onto z-coordinate b;. For any y,
(i,y:) = (bs,y) if there exists a pair (b;,y) € V(s).
Otherwise, (zi,y;) is empty. Let Q = ¢. For each
i € [1,n], repeat the following steps:

(@i, y4) u V(s)
Q <+ QU(miy)
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(2) Let th = n — (d + 1)q + 1, which is the filtering
condition in the number of common ¢-grams in the
g-gram lemma. If ||Q|| < th, remove V (s), that is,
a sequence s, from the candidates and continue to
the next item in the database. If ||Q|| > th, include
(V(s), E(s)) in the candidates and proceed the fol-

lowing steps.

(3) For each candidate, correct errors in a received
codeword Q. The fuzzy vault scheme uses a gen-
eralization of Reed-Solomon codes, where a code-
word consists of a set of points [8]. As a decod-
ing algorithm of the Reed-Solomon codes, we adopt
the Berlekamp-Massey algorithm, which is easy
to implement and is efficient, although any algo-
rithm is applicable. In the Berlekamp-Massey al-
gorithm, the number of correctable errors is at
most "T”“ This ability of correcting errors can be
used as fuzziness in similarity search. Therefore,
we choose the parameters n and k to satisfy the
following equation:

n+k
5 =

n— (dmax + 1)q + 17

where dmax (> d) is the maximum edit distance
that can be specified in a query. Note that this
choice of parameter values is done during the en-
rollment time and can be different per sequence. If
s has been decided to be a candidate for similarity
matching with ¢ in the previous step, that is, s and
t have th =n — (d+ 1)q+ 1 common g-grams, then
Q can be always decoded to the correct codeword

because the number of different points is

n—th = n—(mn—(d+1)qg+1)
S n_(n_(dmax+1)q+1)
B _n—l—k‘_n—k
- 2 2

Thus, it is ensured that a key E that encrypts s
can be extracted from a polynomial hidden in V(s)
only when a similar sequence ¢ is provided and
a proper permutation is applied to z-coordinates
V(s) for matching. When a dissimilar sequence is

given as a query, there is no need to decrypt s.

(4) After decrypting s by E, re-encrypt s by a shared
key Epm, which is obtained by a key exchange pro-
tocol with the client when starting a query session,
and send Epp(s) to the client.

Refinement step: At the client side, receive a list of
candidate results encrypted by Epw. After decrypting

these data, the client computes an edit distance of each

pair and obtains the final results. No false negatives and

additional false positives are made in our method.

Example 1. Let us consider an example of the con-
straints in parameter values. Let a codeword consist of
16 bits; therefore, p = r = 2'° = 65,536. Let (n,k) =
(128,64). Then, the bit length of a key E is equal to
16 x 64 = 1,048. As 47 < p must hold in order that each
g-gram is mapped to a different element in F, q is at most
8. To satisfy "T““ =n — (dmax + 1)¢ + 1, dmax = 10 when
q=23. O

The parameter values in the above example are suited
for SNP searching and checking the novelty of a se-
quence. It is said that a human being has an individ-
ual difference to the degree of one substitution of sin-
gle nucleotide per hundreds or thousands of base pairs.
For example, Rs6313 (T102C) is a SNP for Homo sapiens
5-hydroxytryptamine (serotonin) receptor 2A (HTR2A),
which consists of 1,416 base pairs. Using the parame-
ter values, a patient or his/her doctor can query an SNP
database by his/her own DNA sequence to determine
whether he/she is likely to contract a particular disease.

Compared with the original ¢-gram filtering and apart
from the overhead of the secure processor, additional pro-
cessing is conducted to decode a codeword when a cor-
responding sequence turns out to be a candidate. The
Berlekamp-Massey algorithm needs O(e?) time for de-
coding, where e = "T”‘ is the number of correctable er-
rors. The overall efficiency depends on a filtering rate.
As a filtering rate for SNP searching and novelty check-
ing is generally very high, the overall efficiency is still
expected to remain good in those applications regardless

of the decoding step.

4.4 Security Consideration

By setting the number of points in a vault r to be equal
to p, every z-coordinate occurs once in every vault, that
is, the occurrence frequency of any z-coordinate is equal
and divulges nothing to an attacker. Furthermore, as dif-
ferent polynomials are used to generate y-coordinates,
the occurrence frequency of any y-coordinate in all the
vaults is randomly distributed. Thus, the statistical in-
ference attack from all the vaults in the database is
impossible, and the security depends only on the fuzzy
vault scheme. For example, when r = p = 26, n = 128,
and k = 64, there are about 2'2” possible polynomials
for one vault. An attacker needs to identify one of these
polynomials to obtain one sequence.

The secure processor plays the roles of hiding correct

points in a vaults, which are otherwise easily guessed
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from ¢-gram matching results, and protecting against
a dictionary attack from a malicious database admin-
istrator who is not authorized to access the database.
As described earlier, because of the permutation table
that randomizes the z-coordinates in vaults, even if a
database administrator can directly query the database
without passing through the secure processor, ¢-gram
matching cannot be done correctly, and thus a decodable
codeword cannot be obtained. When a codeword consists
of 16 bits, the secure processor needs a fixed memory size
of 32 x 2% bits= 256 KBytes, while there are 2'°! possi-
ble permutation tables. The permutation table and keys
embedded in vaults can be updated inside the secure pro-

cessor as many times as needed.

5 Related Work and Summary

Some privacy-preserving protocols for DNA matching
have been proposed. In [2, 7], a secure protocol that
computes an edit distance between two sequences based
on dynamic programming without disclosing sequences
to each other was proposed. In [9], DNA matching is
regarded as the problem of deciding whether a word,
which is one DNA sequence, is accepted by an automa-
ton, which is constructed from the other DNA sequence,
to enable approximate string matching and to develop a
secure two-party protocol that performs state transitions
of the automaton by an input sequence. The work in [6]
improves the efficiency of the work of [9] by realizing a
protocol that requires a constant number of rounds and
O(n) (where n is the length of sequences) server mod-
ular exponentiations. However, these encryption-based
protocols assume one-to-one matching, and their compu-
tation costs are relatively high. They also require O(n?)
client computation. Therefore, these protocols as well as
other applicable encryption-based protocols, such as se-
cure set intersection [5], do not scale well when there
are a number of data to be compared with, especially
when querying a large database. On the other hand,
perturbation-based methods generally have the merit of
computation cost at the expense of accuracy and are bet-

ter suited for filtering data.

The aim of this work is to design a system that enables
a private sequence similarity search against a database
in DaaS environments. The problem has not been con-
sidered in the literature as far as the authors know.
The feature of this approach is that similar sequences
can be shared among any authorized users by embed-

ding each decryption key of an encrypted data into its

index, enabling key storage on external disks and avoid-
ance of a biased histogram of encrypted data. This key
can be extracted only when a similar sequence is pro-
vided through a secure processor installed on the server.
Although we adopt a hardware-based solution in this
work to protect data from a malicious database adminis-
trator, developing an alternative efficient software-based

approach only should be addressed in the future work.
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A Proposal of the new service systems by service design methodology PLAN

Seiichi Kawata*, Yusuke Matsumoto*, Masanori Kaneko*, Yuriko Tamura*

Abstract
Abstract. In this paper, the results of the educational project at the Advanced Institute of Industrial
Technology are presented. The theme of the project is to develop the new service systems by service
design methodology PLAN. Proposed services are an usability improved commuter rail system and a
health care service system. Some simulation and experimental results confirm the effectiveness of our
proposed service system designed by using the PLAN.
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A CASE STUDY OF USER INVOLVEMENT IN EVALUATION OF
DELIVERABLES IN THE STAGES OF DESIGN DEVELOPMENT.

Noboru Koyama*, Mikio Yamashita** and Satoshi Yoshida*

Abstract
Looking at the current situation of ‘users-involvement’ in the vehicle development process, most of car
manufacturers are providing several opportunities to let potential users participate in the whole
design process. One of the typical methods of users-involvement is so called ‘panel-evaluation-system’
that intermediate design results are evaluated by selected people (“panelists”) who do not touch on the
product development. In this study, based on the actual experience in the design development at a

certain automaker, we present some
panel-evaluation-system.

findings

obtained through operations of the

Keywords: Design Management, Panel Evaluation, User Involvement, Decision-Making.

1 Research Background

It is no exaggeration to say that the purpose of
automotive design development is all about creating
original designs that will attract consumers.
Therefore, top management expects designers to
utilize their capabilities to the fullest extent and push
them to develop innovative, original designs that are
unlike, or even if slightly better than, those of their
competitors. The challenges in design management
are how to retain talented designers and how to create
an environment that elicits designers' full potential.
However, even if managers could succeed in retaining
and wutilizing talented designers, this does not
guarantee that original designs will be realized. The
reason is that regardless of the quality of the ideas the
designers create, if those ideas are not picked up and
commodified in a timely and appropriate manner, the
ideas that the designers worked so hard to create will
remain unseen by the public. The key to eliminating
in the method

decision-making during the development process.

this problem lies of design
Since a new vehicle development requires huge
investment, major manufacturers have been making
efforts to improve the method and process of design
evaluation and decision-making to eliminate errors.
One of these methods is the ‘panel-evaluation-system’.
In this system, at the several points of design

development, a third party not involved with the

Received on September 30, 2010
*Advanced Institute of Industrial Technology
** Takarazuka University

development evaluates the intermediate development
results, verifies the design's merits and points out
potential and actual negative points, with the goal of
increasing the product's ultimate marketability and
enhancing its reception among customers. When this
evaluation is performed by potential customers
outside the company (target-users), it can be said that
a kind of “users- involvement in design evaluation”

was accomplished.

2 How I Arrived at the Idea for this Research

Looking at the situation of users-

in the

current

involvement whole process of vehicle
development, there are several points to note in the
process stages from upstream to downstream.

First, one point we can mention in the upstream part
of the process is market and consumer surveys to
obtain information required for the development of
new models or updates to current models. Because
large amounts of development costs are incurred
when developing new cars, a manufacturer must
know whether the market exists for the model to be
introduced, what kind of car current users are going
to want next, and other things. Therefore, market and
user surveys are must at the product planning stage
so that the early-stage contact with potential and
current users by staffs responsible for the vehicle

development can be called the first step in
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users-involvement.

Second, a typical example of users-involvement in
the midstream is so called ‘panel —evaluation-system’
that intermediate design results are evaluated by
selected people (“panelists”) who do not touch on the
product development. This system is widely used in
the automobile industry. The panelists described here
are sometimes invited from inside company
(“in-house”) and sometimes from outside. Anyhow in
case evaluations are conducted by participants from
outside the company, it means that the
“users-involvement in the evaluation process” is
achieved.

Finally, a typical example of user involvement in the
downstream is the activity of asking users to evaluate
a product after the product's launch. The primary
objective in this case is to reflect the opinions and
requests of users into related models or
next-generation models. Another major objective is to
see if there is some difference between the results of
the panel-evaluation conducted during that particular
model's development process and the evaluations of
customers post-launch. If a significant difference is
discovered, it may indicate some problems in the
methods used during the panel-evaluation, or that
there 1is major room for improvement in the
application of the results and the design
decision-making process.

In this study, based on the actual experience in the
design development at a certain automaker, we
through the

operations of the panel —evaluation-system, from

present some findings obtained
selection of panelists to in-house education, actual
evaluation, and verification, as a case study of
user-involvement in the midstream of product design
development.

In this paper, I will examine a case study of
midstream user involvement, the most important

aspect of design decision-making.

3 Purpose of the Present Research

As a case study on midstream user involvement,
which is regarded as the most essential element of
decision-making for designs, I will present an example
of research conducted during actual automotive
design development through cooperation from a
Japanese automaker (X Corporation). For this case

study, I was given the opportunity to participate from

the planning stages in the preparation and practical
use of an in-house panel evaluation system and to
support the evaluation itself along with the
compilation of its results and follow-up. I was able to
identify and verify several matters cited as challenges
in previous research on the theme of “user
involvement in decision-making for designs,”
including the selection and training of panelists and
the issues and merits in conducting panel evaluations.
As T compared these with panel evaluation issues
cited in prior research, I considered and implemented
ideas for

improvement, which presented an

opportunity to try a new methodology.

4 Case Study of Midstream User Involvement in
Design Development

4.1 About X Corporation, the Subject of my Research

X Corporation, the subject of this case study, is one of
the leading manufacturers in Japan that produces
buses, trucks and other large vehicles. It is a
subsidiary of Y Corporation, one of Japan's major
automakers. The company has a design department
within its technological department, which develops
designs for the company’s products and is sometimes
commissioned by parent company Y Corporation to
develop designs.

For this study, I participated from the planning
stages in the preparation and implementation of an
in-house panel evaluation system for decision-making
in the design development of a truck. I was given the
opportunity to support the actual evaluations as well
as the compilation of results and subsequent follow-up.
X Corporation, in the development of previous designs
commissioned by parent company Y Corporation, had
prior experience in in-house panel evaluations
(conducted within Y Corporation), but this marked its
first attempt at conducting its own such evaluations
on its own project. For this reason, the company
conducted the evaluations itself following a process,
starting by defining “what is a panel evaluation” and
continuing to panelist selection, panelist training,
trial and actual panel evaluations, compilation of
evaluation results and follow-up. This provided an
excellent opportunity to not only acquire know-how
but also to work on the panel evaluation issues that
had been detected in the prior research mentioned

above.
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4.2 Definition of Panel Evaluation

In order to properly convey the essence of panel
evaluations to the management of the design
department at X Corporation for this evaluation,
“panel evaluation” was defined in the following
manner.

In the automotive industry, there is a widely-Used
method for evaluation (“panel evaluations”) of the
deliverables for a design by persons who are
non-parties to the product’s design development
(“panelists”) who participate in evaluation midway
through development. The panelists described here
may come from within or outside the company. To
distinguish these, an evaluation process using
panelists from outside the company is often called a
“clinic’ or a “product clinic.” (From here onward,
“panel evaluation” will be used as a general term that
includes the meaning of “clinic”). In any case, “panel
evaluations” are methods by which a company
receives evaluations of the deliverables of a design
development from a third party’s perspective, then
verifies the design's value and points out potential
and actual negative points, with the goal of increasing
the product's ultimate marketability and enhancing
its reception among customers. Through careful
survey and analysis of the evaluation results received,
errors can be eliminated to the furthest extent
leading to more precise

possible, hopefully

management decisions.

4.3 About the Panel Evaluation Process

In automotive design development, each step of the
screening process for selecting and determining ideas
— step one (design selection), step two (design
determination) and step three (design approval) — is
conducted over a roughly three-month period. In
many cases panel evaluation is also conducted before
the screening for each step and applied to the

decision-making in each step.

3 Months 3 Months
<1 Stage> <2 Stage> <3 Stage>
Design = Design = Design
Selection Determination Approval
Scale Model or Full-sized Model Full-sized Model

Full-Sized Model

Fig.1 Decision-making Steps in Design Development

The deliverables presented to the panelists at each
step include sketches, scale models, and full-sized
models, which are shown in the manner listed above.

In this case study, a 1/5 sketch, 1/2 model, and
full-sized model were used, with panel evaluation

conducted at each step.

4.4 Issues in the Current Style of Panel Evaluation as
Determined in Prior Research
Here | will summarize the issues and challenges in panel
evaluation as clarified in prior research.
a) Panelist Selection
In many cases, the selection of panelists is limited to the
extremely narrow range (of positions) within the company,
which leads to bias in evaluations and opinions and hinders
the ability to make a proper judgment. Individual
discrepancies in panelists’ abilities and qualifications also end
up affecting judgments.
b) Panelist Training
Often the selected panelists are asked to simply make
evaluations without having received proper training or
explanation, which is a major cause of variations in
evaluations.
¢) Panel Evaluation Standards
For evaluation standards, general point tabulation methods
are the norm, and we have seen many cases in which the
points take on lives of their own. Particularly on five- or
ten-point scales, points are often intuitively assigned, leading
to frequent instances of point totals being concentrated in
the averages, and making it difficult to understand how the
quality of a design was determined.
d) Methods for Application of Evaluation Results
In many cases evaluation results are not handled in a
predetermined manner. We have seen panelists’ evaluation
results simply being accepted as-is in selection of design
ideas, or being intentionally manipulated.
e) Verification of Divergence from Actual Customer
Evaluations
Many cases have been observed in which designs hat
were selected based on the results of panel
evaluations and ultimately made into products were
not properly verified for how they would be evaluated
in the actual marketplace. Namely, there were many
cases in which the evaluation and selection processes
and the appropriateness of the judgment were not

properly verified, which do not lead to improvements
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in the system of panel evaluation.

4.5 Efforts toward Improvement in the Panel Evaluation
Syatem in this Case Study

In order to resolve the issues and challenges listed above,
the following efforts were made when conducting this panel
evaluation.
a) Panelist Selection

To prevent bias in opinions and to ensure a certain
level of parameters, panelists were selected from a
wide variety of positions within the company,
including positions both directly and indirectly
involved with the design development and positions
not involved with the development but closer to the
end user. Selections were made from the following
departments.; Product planning, domestic planning,
overseas planning, departments handling export
countries (China, North America, Central America,
South America, Australia, Asia and Middle East),
domestic sales, product development, body design,
electronic design, vehicle testing, and design. The
system was arranged so that more than 100 panelists
were registered and continuous participation of at
least 80 panelists (a parameter) was ensured in an
effort to increase the reliability of the evaluations.
b) Panelist Training

When panelists closer to the general users are
selected to conduct the panel evaluation, there may be
a significance in that evaluation can be conducted
without any prejudice, but this method carries the
risk of producing a failure like that of the Ford Edsel.
Therefore, we conducted a simulation in which we
used photos of models and actual sketches selected
from bus designs released in the past that had
received high evaluations in the marketplace to verify
the evaluation capabilities and the qualifications of
the panelist candidates. As a result, the design
evaluation results by the panelists selected this time
were almost identical to the evaluations in the market
for buses, meaning that the reliability of these
panelists could be verified to a certain extent.
¢) Panel Evaluation Standards

For the evaluation scores used by panelists, a
seven-step scoring method frequently used in sensory

evaluation was adopted.

Seven Evaluation Steps

7 Very Good

6 Good

5 Somewhat Good
4 Average

3 Somewhat Bad
2 Bad

1 Very Bad

Fig. 2 Example of Panel Evaluation Standard

This method is used by those who evaluate the flavor
and other qualities of foods, and it gives panelists
three degrees of both good and bad from the center.
(See above)

For this case study, the following evaluation
standards were established to adapt the method to

automotive design.

[First Stage (Design Selection)]

7 A design that will be a global trendsetter
A design that looks innovative and high-level
from a global perspective
A design well-done in both direction and design
4  The direction is OK the design needs some
refinement
The concept and design direction are slightly off
2  The concept and design direction are completely
wrong

1  The concept itself is wrong and unthinkable

Fig. 3 First Stage Evaluation Guideline
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[Second Stage (Design Determination) and Third
Stage (Design Approval)l

No complaints; top-level from a global perspective
Distinguished level from a global perspective
Could be made into a product in its current state
Could be adopted but needs refinement in parts
Needs considerable work to make it a product

An overall redo of the design is required

H N W ks Ot O3

The design level is so low it cannot be evaluated

Fig. 4 Second Stage and Third Stage Evaluation

Guideline

These standard settings made evaluation easier in the
opinion of most panelists.
d) Application Method for Evaluation Results

I strongly advised that the company take the

evaluation results as nothing more than opinions
for reference and make the final decisions in
discussions among management, rather than using
the method often seen in American automakers in
which evaluation results are simply imported directly
into the design selection. This means that depending
on the time and the circumstances, even designs with
low panel evaluation results may be selected.

In other words, I indicated the importance of the
management’s judgment on the possibility and
promise of a design idea, rather han simply relying on

the panel evaluation results.

Table 1 Example of the Result of Panel Evaluation

e) Verification of Divergence from Actual Customer

Evaluations

The vehicle in this project is a pre-release model and
has not yet been evaluated in the actual marketplace,
so divergences could not be verified, though I am
planning to perform verification work after it is
released in the near future. However, when I arranged
the opportunity to show it to dealers in advance, the
design was well-received and I got the feeling that it

could be accepted by the market.

5 Conclusions and Future Follow-up

Thanks to the effective application of the newly-
adopted panel evaluation system, the decision-making
for the design in this project was precisely executed at
each step in the process, with design department
managers praising the system as a form near the ideal
for the future direction of the development process.
However, to further improve the accuracy of the
methodology, I will need to verify the discrepancies
between the panel evaluation results and the
evaluation results in the marketplace after this
vehicle is released. To this end, I believe the following

strategies are required.

5.1 Feedback to Panelists

Regarding the panel evaluation results and the
design idea selected based on those results, I will
report on the subsequent development process to the
panelists, giving them a fresh recognition of the
importance of panel evaluation in decision-making
and also sharing the issues that became apparent in
this study.

I will give a talk on the latest design trends in trucks,
buses and other vehicles, using photographs from
major motor shows around the world, in an attempt to
increase their interest in design and enhance their
awareness that they will continue to play a vital role

as members of an evaluation panel.

5.2 Next Design Development Schedule and Plan for
Conducting Panel Evaluation
I will clarify the issues and challenges from this
panel evaluation and lay out a course and a plan for
how to improve these points in the next design
development project.
It is to be expected that panelists may change their

positions in the company from the time of this panel
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evaluation, so in the event that new panelists will
have to be registered, I will replace them and train
the new panelists. (I will also readjust the balance of

panelists from various departments and so on.)

5.3 Detailed Analysis of Panelists in This Study

I will carefully analyze the evaluations of each
panelist to detect panelists who gave abnormal values,
trends among departments, and so on.

I will analyze disparities among genders and age
groups and other trends for some projects.

I will analyze evaluation trends by the evaluated

parts of the vehicle if necessary.

5.4 Debate over Use of Outside Panelists

I will confirm the existence of discrepancies through
comparison of in-house panel evaluations and product
evaluations conducted after release, and if judged to
be necessary I will consider the use of outside
panelists.

I am considering selecting around 20 individuals
from among the staffs of major dealers or major users

as candidates.
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Consideration and Method to Extract Tacit Knowledge of Expert Engineers
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Abstract
We propose a novel method to extract tacit knowledge of skillful operation from expert engineers in the

manufacturing industry. The data fusion analysis method that consists of the field-oriented interview, the

human motion capture and the video analysis is applied for experts and beginners, and the operational

differences between those are analyzed. The tacit knowledge is effectively extracted by returning and

confirming the results of the analysis to the subjects. Through examinations applying the method to

subjects operating in an industrial factory, the effectiveness of the method is shown.

Keywords: tacit knowledge, skillful operation, field oriented interview, human motion capture, video anal-
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Developmental Strategy Theories as Methods of Emerging Powers
Containments
: An Epistemic Competition Model of International Politics Analysis

Mitsuhiro Maeda*

Abstract

A basic framework of emerging power containments is a confrontation between incumbent big
powers and emerging powers which try to change international regimes. After WWII, we have
witnessed at least two big cases, the Cold War , the Soviet Union containment by Western powers, and
the Japan Bashing, the Japan containment by major powers. In the 21st century, we are now
observing the China containment.

The common dynamism among three cases is that attractiveness of each developmental strategy
had/has worked significantly in gaining supports of developing countries. Thus emerging powers
containments would be analyzed as attractiveness competitions among developmental strategy
theories. In the Cold War, Marxism-Leninism competed the Neo-classical developmental strategy. In
the Japan Bashing, the developmentalism competed the Washington Consensus. Following those
cases, author tries to analyze the present China containment as a competition between so-called
Beijing Consensus and Washington Consensus.

Keywords:emerging powers containments, developmental strategies, an epistemic competition, the
Washington Consensus, the Beijing Consensus
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Study of Created Function from the Viewpoint of Uncertainty

Satoshi Yoshida*, Noboru Koyama*

Abstract
This paper analyzes industrial characteristics and product characteristics from the viewpoint of
product function. The process of new product development is structured in several respects. Designers
and creators of products try to understand the needs of users to create concept designs and function
designs that reflect those needs. Product components are then designed these considerations in mind.
Users buy products that have been designed using such creation processes. However, they rarely have
an understanding about the information involved in the design process, such as function design
structure. As a result, most stakeholders tend to evaluate products using only sales figures or profit

margins.

Keywords: Created Function, Value Creation, Design Process, Function Design, Uncertainty
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Toward the Establishment of Global Learning Community
-Challenge of APEN-

Shintaro Ishijima

Abstract

The purposes of this article are to reconfirm the 3 missions of the establishment of AIIT, Advanced
Institute of Industrial Technology and to clarify the importance of the “Learning Community” for
nurturing the “super professionals”. The Learning Community will serve the analogous function for
the professionals as the academic society for the researchers. Finally, a new project of AIIT to establish
APEN, Asia Professional Education Network is introduced. APEN will be one of the realizations of the
“Global Learning Community” which will contribute to standardize the process of Project Based
Learning in Asia and to provide pear-to-pear assessment for the professionals.

Keywords: AIIT, APEN, Akademi, Competency, ERIA, Global Learning Community, PBL, pear-to-pear

assessment
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A Hybrid User Authentication Protocol using of Open Authentications

Hiroshi Koyama* and Yoshihide Chubachi

Abstract
Many Web applications use a variety of user authentication mechanisms. But, some of them create
several problems and limitations. We tried to address these issues by using open authentications and
introducing confirmation process using one-time token. This paper summarizes open authentication/
authorization, discusses these issues, and reports a design and an experiment of a hybrid user
authentication protocol.
Keywords: Web Applications, Authentication, Authorization, API: Application Programming Interface,

OpenID, OAuth Protocol, Confirmation using One-time Token, Cloud Computing
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Abstract
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A standard project management system is considered from the customer point of view, and the project
profit has not managed. However, many project managers are asked to pursue business profit by the
vendor point of view. In other words, vendor project manager has a lot of contract related activities
that contains no more elements to standard project processes, such as profit management, fulfillment,
and delivery activities. In this paper, to organize the vendor project management systems and to

contribute to the many project manager work.
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Identity Ecosystem

Yoichi Seto*

Abstract
The Identity (ID) management is focused on technologies such as OpenID and SAML in National
Identification application. Although the individual has some ID on his person, the cooperation of ID
become a difficult. The leakage of personal information is caused. Moreover, there is a privacy issue in
the cyber space, too. In this description, the concept of linkage ID to build a flexible business model
under the ID used in the public sector and private sector is introduced, as an example to provide
referral to Identity Ecosystem development proceeds in the United States government.

Keywords: Identity Ecosystem, Identity Management, Personal Information Protection, National
Identification Number, e-Government
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Consideration of Collaborative Tools for PBL

Yoshihide Chubachi* and Hiroshi Koyama*

Abstract
We have been proving an infrastructure system for supporting Project Based Learning in AIIT. This
system 1s developed by customizing MS Project Server 2007. Students and teachers can share files
and project schedules with this infrastructure. Also, the students use this system to submit weekly
reports and self-assessments. However, there are some demands to improve this system. In this
paper, we discuss on the next version of the system in order to achieve more effective collaboration

environment.

Keywords: project based learning, project management tools, collaborative tools
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Findings from PBL projects with Tokyo Metropolitan Government

Yoshio Tozawa*

Abstract
Project Based Learning (PBL) is the most essential curriculum in AIIT so that students can get
competence and knowledge to cope with practical issues. We have conducted several PBL projects of
real cases with cooperation of Tokyo Metropolitan Government. The theme of the PBL projects is IT
strategy and Business Process Reengineering. We found that IT acquisition in TMG was not well done
in many cases through the projects. The latest project dealt with the IT acquisition process. The issues
are pointed out using the actual output of the projects. Roles and responsibilities of IT professionals in
vendors are suggested to succeed IT acquisition in TMG

Keywords: PBL, Project Based Learning, Tokyo Metropolitan Government, IT acquisition, IT
procurement, I'T professionals
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Overview by Extended Hiickel Method on Ferromagnetic
Shape-Memory Alloys
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Yoshinori Kanno*

Abstract

Ferromagnetic shape-memory alloy (SMA) are powerful candidates as actuators, pressure sensors,
magnetic sensors, etc. Magnetic-field-induced strain has been observed in many ferromagnetic SMA.
The magnetic-field-induced strain is a reversible transformation in the martenstite phase with the
magnetic field. We have investigated the property of the ferromagnetic shape-memory materials by
the extended Hiickel method, and estimated the ferromagnetic shape-memory of Fe-Pt and Fe-Pd
alloys at high temperatures. We used two physical quantities, i.e. cohesive energy and energy
fluctuation, to measure the stability of the materials. On the basis of the cohesive energy and energy
fluctuation, we discuss the characteristics of ferromagnetic SMA, in which the energy fluctuation is a
measure of thermal stability of the metals and/or alloys. The martensite structure is unstable, which
means that the energy fluctuation has to be controlled to a small value to keep the martensite phase.
Furthermore, it is estimated that the energy fluctuation is associated with the Curie temperature.
The Curie temperature is an essential parameter for ferromagnetic materials. From the discussion
presented above, we can propose the following: (i) Alloys possessing a low cohesive energy are
associated with a high mobility of atoms and are suitable for ferromagnetic shape-memory materials;
(ii) Alloys showing a low energy fluctuation show ferromagnetic shape-memory and are favored for use
as memory device.

Keywords: ferromagnetic shape-memory, extended Hiickel method, Fe-Pt, Fe-Pd, martensitic
transformation
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L7,

* 1 ERLEM R (o)

o[ Fal)—iRE
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& =2#1 073 260K 02MA/m [BO0K
HIEERIE & TOABI0T=5 260K 01 MASm |BO0K
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iy mE [ ]
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PIT—1{TDk) 1.1 300 80 653
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#£ 2 O, EFLSITNDDIL Terfenol-D THD.
Terfenol-D (& Terbium * Ferrum * Naval Ordnance
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1% ThboorDyosFers. #H 7V~ B CTHERELZD
DTHDH. FoTIOWRENPEMLDOTD DR EZLELRD. H
T2 I ZDFRD Terfenol-D 1T HRiGaIZL - TRIES T
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THY, fx K 1700ppm OEN AT . ZhamRIaak
I & > T H K 1000ppm(120 k A/m  FI 0 B ) |
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3.1 #hsREa YA Uik (extended Hiickel method)[1,7]
JERE 2w 7 VBTG TR E D RERZTHLY
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combination of atomic orbital MO) {ED—FETHLHMND,
ZOEEFTRLFITPUET LY EOMTELLND.
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33 IFRILFDWHE (energy fluctuation) [1]

BT @A EREE, $2b 5T L ORLIE IR
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Proposition and prototype of Information Systems for Promoting Product
Module Reuse

Toshitake Tateno* and Shinsuke Kondoh**

Abstract
It is urgent need to promote reuse and recycle of products for reducing environmental load. In order to
increase the amount of reuse, module reuse is noticed as an important factor, and the use of
information systems becomes a key point. The authors have considered requirements for the
information system, proposed realization approaches of the system, and developed prototypes for
verification of realization. This paper integrates the series of research achievements, and explains the

totally gained opinions.
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Privacy Preserving Policy on User Participated Scenic Services

Shigeru Shimada*

Abstract
As a example of new type of user participated context service, we present a reality augmented scenic
video service system which is composed of mashup of existing sophisticated services such as twitvideo

and Google Street View.

In this scenic video sharing service, peculiar privacy invasion problems

which are different from problems in a conventional text sharing service have happen. So we present
clusters of privacy protection items and the model of privacy protection plan.

Keywords: UGC (User Generated Contents), scenic service, privacy preserving
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A Mathematical Framework for the Designers of Presentation System of Video
Recorded Lectures

Takeyuki Nagao*, Satoko Moriguchi* and Yosuke Tsuchiya*

Abstract
Video recorded lectures are very important tools for education and there are many interests in developing

presentation systems of video recorded lectures to utilize the videos as effectively as possible. In this note,

we develop a mathematically rigorous framework to represent dependencies of video recorded lectures

by weighted graph and higher-order functions. By using the mathematical framework of this paper, the

designers can quantitatively investigate methods to present slides of lectures to students from among

numerous videos using the history of their learning and the dependencies of the lectures.

Keywords: Video recorded lectures, e-Learning systems, optimization, higher-order functions.
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A Report of design education using photograph studio at AlIT

Tsuyoshi Aziro*

Abstract
At contemporary product designing project, the communication between members who have different
specialty is important to success. This paper reports the experimental learning program with
operating photograph studio and equipments as a method of communication that a member who does
not have matured modeling skill can create knowledge with the other members who have that kind of

skill.

Keywords: competence, experiential learning, communication, photograph
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Personal Identification using MT System of Quality Engineering by Pen Force

Shigeomi Koshimizu*, Jun Nakatani* and Masato Suzuki**

Abstract

The authors have been developing authentication technologies based on studies of characteristic
human actions, thereby offering high recognition rates combined with ease of use. This research
concerns using a pen that is capable of measuring the force with which a user makes pen strokes to
measure the force of the user’s pen strokes when the user writes his name, and, using the
Mahalanobis Taguchi (MT) system in quality engineering, analyze the resulting pen force data with
the objective of verifying the identity of the user. The recognition rate of the technology is assessed
based on two kinds of errors: false negatives, or failing to correctly identify a given user, and false
positives, or incorrectly identifying an unauthorized party as having authorization. This research uses
the MT method, the multi-MT method, and the Recognition Taguchi (RT) method to compare false
negative and false positive error rates obtained by the technology in review. The results of the
comparison show that the MT method gave the best overall performance. Effective application of the
MT method, however, requires a large sample data set in order to generate its unit space, as opposed
to the multi-MT and RT methods, which can generate their unit spaces with smaller sample data sets.
Experiments have demonstrated that the multi-MT method results in fewer false positives, while the
RT method gives fewer false negatives. Given the respective characteristics of the MT, multi-MT, and
RT methods, it is crucial to determine which is the most appropriate to a given identity verification
application.

Keywords: Personal Identification, Quality Engineering, Mahalanobis Taguchi (MT) system
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Preliminary Study on a Conceptual Model for Systems of Innovation

Junfu Chen*

Abstract
The approach of innovation system is emphasizing the influence of the development, diffusion, and
application on an innovation by the relations and interactions between the elements which constitute
a system. The key point of this approach is adopts a holistic perspective and putting the complexity
and dynamics of innovation into a view. In this paper, at first, a review of the innovation system was
followed focusing on Edquist(2005) and Malerba(2002). Then, a conceptual model of the innovation
system for analyzing Chinese industrial innovation was shown.

Keywords: Systems of innovation, Institutional imperfection, Diversity of market, Firm’s knowledge

base, Characteristics of the technology
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Idea generation for Organic form used Thumbnail sketch

Tetsuo Fukuda*

Abstract
The small sketching used for the initial stage of the design process is called a thumbnail or thumbnail
sketch. In general, it is used for idea generation, and the visualization of the concept image is used as a
thinking tool mainly. On the other hand, it is not only a designer to need sketching. In the
manufacturing spot, all the project members need the communication tool as the common language

that is not conveyed by the drawing.

This thumbnail sketch drawing method is to get the greatest effect that anyone can recognize from a

characteristic minimum line.

This drawing method edited it as a presentation tool by the method that I created from the experience
for 40 years of business and the education practice based on traditional perspective drawing.

Keywords: Design process, Thumbnail sketch, Organic Form, Idea generation, Reduced brush
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A Study on Visual Motion Observer for Eye-to-hand Systems with mobile robot

Toshiyuki Murao* and Hiroyuki Kawai**

Abstract
This paper investigates passivity-based visual feedback control with a visual motion observers for eye-to-

hand systems with a mobile robot. Firstly, relative rigid body motions and a pinhole camera model are

given. Secondly, we present a visual motion observer for eye-to-hand systems with a mobile robot. Next,

we derive a passivity property of an eye-to-hand visual feedback error system. Then, a control law for eye-

to-hand visual feedback systems is proposed. Based on the passivity, stability and L,-gain performance

analysis are discussed. Finally validity of the proposed control law can be confirmed through a simulation

result.

Keywords: Visual Feedback Control, Passivity, Lyapunov Stability, L,-gain Performance Analysis
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Attempt of speed-reading speed improvement by training of speed-listening

Hideki Murakoshi*, Nobumasa Seiyama**, Atsushi Imai**, Tohru Takagi*** and
Shintaro Ishijima*

Abstract
When understanding sentences by silent reading, following steps are used: 1) strings are input by eyes,
2) strings are converted to voices and 3) voices is understood. Then, we tried to improve the
speed-reading speed by training of step 3) voice understanding (speed-listening). This paper reports
the experimental result and shows the next step of our study.

Keywords: speed-reading, speed-listening, sentence understanding, e-Learning
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